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This research focuses upon public preferences on the trade-off between 
surveillance and privacy in public spaces in the context of Pakistan. Mass 
surveillance in Pakistan has begun from Lahore, the second largest city of the 
country, by installing approximately 8000 cameras with intelligent features primarily 
to deal with multiple security and public safety issues. Punjab Safe Cities Authority 
is a government organisation working under Punjab Police responsible for 
establishment and functioning of Punjab Police integrated command, control and 
communication centers in Punjab. However, public was not consulted prior to 
enforcement of this innovative technology-oriented project in Lahore. This research 
has strived to fill this gap in governance of security to explore the public preference 
of people in two cities (Multan and Rawalpindi) of the Punjab province through 
quantitative research and application of discrete choice stated preferences model. 
 
This research is significant because of the impact assessment of Lahore Safe City 
project as it was designed, implemented and operationalized. A new governance 
framework for data protection and public safety was adopted for the first time in 
Pakistan and transformation of an old Policing model to an advanced collaborative 
digital platform was studied in real time to draw some conclusions. 
 
Results of this research are important for the practice and public policy alike. From 
practical perspective, this research provided guidelines for taking on such innovative 
projects in countries like Pakistan and how to manage implementation of change in 
organisations like Punjab Police. From public policy perspective, it has initiated the 
debate of privacy as a fundamental human right which has strategic implications in 
the legal framework of the country by a possible amendment in the constitution of 
Pakistan. People have supported the installation of surveillance cameras for security 
however, their willingness to pay a security fee for this apparatus has some 
limitations. The research leads to recommendations that such public policy 
interventions should be designed after due consultations with the public for 
democratic governance. It also suggests that there should be a legal framework for 
protection of privacy rights of the people subjected to surveillance and a national 
regulatory mechanism should be adopted to strike a balance between application of 
mass surveillance systems and protection of privacy rights in the country in order to 
avoid technical and public policy risks.  
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1.1. Setting the scene - First National Internal Security Policy of 
Pakistan 
Pakistan has been a place of interest for world viewers since its creation in 
1947 due to its geo strategic location and neighboring countries like China, 
India, Iran and Afghanistan. It remained an attractive place for world super 
powers USA and USSR in the 1950s soon after World War II in order to gain 
influence in the region. However, in recent times, it came under telescopic 
attention of the world super powers when the Afghan war started with Russia 
in 1979. Fighting in Afghanistan resulted in the spillover of more than three 
million Afghan refugees in North Western border areas of Pakistan (Anwar, 
2013; Weinbaum, 1991) which also was, inter alia, going to change the 
internal political and security landscape of Pakistan in coming years 
(Matthew, 2016). In wake of these significant events it was expected that 
Pakistan will come up with a clear and stated policy to deal with the situation 
for the world audience (Adnan, 2006). It did not happen even when whole 
scenario changed in Afghanistan on 9/11 when America invaded Afghanistan 
after a resolution of United Nations 1368 (2001) (Pande, 2011). It was only 
on February 25, 2014 when USA was formally withdrawing its forces from 
Afghanistan that an elected democratic government of Pakistan approved 
and announced publicly it’s first Internal Security Policy (NISP) for 2014-2018 
despite many odds and resistance from multiple quarters (Ghani, 2019; 
Malik, 2018, 2018; Syed & Javed, 2017).  
NISP-1, as it is called now, had set clear objectives and it was eagerly 
received in world capitals (Safi, 2014). It comprised of 53 contours which 
included hard and soft components for civil armed forces and civilian law 
enforcement agencies. NISP-1 was focused on civilian law enforcement 
apparatus with paramilitary and military forces as support forces in case of 
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large scale civil disturbances in peace times, a role enshrined in the Article 
245 of the Constitution of Pakistan 1973 (NACTA, 2014). One of the key 
contour was capacity building of Provincial Police Services to combat 
traditional threats like crime, organized crimes etc and non-conventional 
crimes like terrorism, cybercrimes, chemical and biological attacks, cross 
border crimes etc. (MOI, 2014). In this first ever NISP-1, guidance for the 
provinces was limited to contours only and detailed plans were left with the 
wisdom and discretion of the provinces especially considering that after the 
18th Constitutional Amendment in the Constitution. This was due to the fact 
that provinces were sensitive about their autonomy. Policing is in the 
provincial list of the subjects mentioned in the Constitution of Pakistan. NISP-
1, gave a clarion call and paved the way for establishment of specialized 
Counter Terrorism departments in the provinces which are now working in all 
provinces at full scale. It also highlighted that provincial Police departments 
need to improve their existing set ups to deal with internal security matters 
comprehensively (Safi, 2014).  
Provinces have taken numerous steps by adding additional resources in 
terms of manpower and logistics for improvement in service delivery of Police 
forces. As a result, new police units with specialized functions and at times 
with separate legislation were created in Punjab Police (MOI, 2014). 
Specialized forces and units were created in the Punjab Police with the help 
of government fundings of PKRs 477,772.40 million and financial input of 
provincial Police increased its funding from 2014 to 2018 (Finance 
Department, 2020).  
In Khyber Pakhtunkhwa Police, focus was not only in specialization but a 
step was taken to amend the Police Order 2002 to Police Act 2017 through 
provincial legislatures focusing on providing Police leadership more 
autonomy in the overall governing structures. This was a major move to 
acquire the law making of Police Laws from federal government to the 
provincial level which paved the way for provincializing the Police laws - a 
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major departure since 1861 when legislation of Police laws was in the federal 
domain for uniformity and functioning across the federating units in Pakistan. 
Such an attempt was already made by Balochistan in 2012 but as it has a 
small Police force and jurisdiction of Police was limited to 5% of the total area 
of Balochistan, hence, it did not get the attention it deserved. It was an 
important development because role of Police was reversed in 95% of the 
areas of Balochistan reversing a positive trend of uniformity of criminal justice 
system in the country (Abbas, 2011; Tomkins, 2005). Under the new laws 
and the National Action Plan, in Khyber Pakhtunkhwa, special schools of 
Investigation and Intelligence were created with the help of public funding 
and with the assistance of foreign support including UNDP, DFID, USAID 
and European (Bahadar et al., 2019; Syed & Sardar; Ullah, 2017). Sindh 
Police, Gilgit Baltistan Police and Islamabad Police were not lagging behind 
as similar actions were taken there too. Like many other positive 
developments undertaken under a democratic government, these steps were 
also not discussed or highlighted in the right vein by the Police in Pakistan 
(Abbas, 2011). 
While focus in Khyber Pakhtunkhwa and Balochistan was on legal framework 
to regain control of the Police by the Police and bureaucracy respectively, 
role of technology was not very prominent in any of these provinces except 
Punjab which was leaping forward in “Technology Oriented Policing” (TOP) 
(Manning, 2008; Stenson, 1993). Term is used for the first time on October 
4, 2015 in a feature for BBC Urdu and since then it is in use Khan (2015); (A. 
N. Khan, 2019) . It is inspired by a term used by Stesnson in 1993 in USA 
(Stenson, 1993). Some initiatives were taken at individual level to use various 
applications for operational purposes and digitalization of the police records. 
However, a comprehensive program was initiated in Punjab by the name of 
Punjab Safe Cities Authority in 2015 aimed at providing mass surveillance 
capabilities to the Police among other technology components including 
intelligent traffic management as well integrated emergency response 
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mechanisms through end to end information technology platforms. Under this 
project in Lahore, the capital of Punjab province, more than 8000 cameras 
are installed for mass surveillance of public places including highways, 
roads, educational institutions, public offices, banks, markets and 
recreational parks; (PSCA, 2019). Post 9/11, world has seen a mushroom 
growth of public security measures and installation of Closed Circuit 
Television (CCTV) cameras is a popular trend (Levi & Wall, 2004; Marks, 
2010). According to House of Commons, Home Affairs Committee; only in 
UK there are 4.2 million CCTV cameras and these are used for multiple 
purposes including predicting crime and speaking to public. Out of these only 
16% are owned by the public authorities and rest of 84% are privately owned 
cameras (Commons, 2007-08). 
All major cities of the world including London, New York, Washington, Tokyo, 
Paris, Beijing and Dubai are following this trend. In Pakistan Karachi, 
Islamabad, Lahore and Kasur are latest entries into this list and this trend is 
being followed in all major cities of the country regardless of scale of 
coverage. This tendency to deploy CCTV cameras, and recently Internet 
Protocol Network Video (IPNV) Cameras, is increasing day by day not only 
in public sector but also in private sector due to threat perception and 
incidents of crime and terrorism in Pakistan (Ali et al., 2017; Chowdhry et al., 
2013; Schneider, 2011).  
1.2. Aims and Objectives 
This research, primarily, aims to capture public preferences in urban centers 
about trade off between privacy and surveillance in public places. 
Government of the Punjab in Pakistan, had decided to expand the initiative 
of mass surveillance from one large urban center to nine additional urban 
centers which include Sheikhupura, Nankana Sahib, Dera Ghazi Khan, 
Bahawalpur, Multan, Faisalabad, Sargodha, Gujranwala and Rawalpindi. 
There is, however, no informed data available prior to taking this major step. 
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No consultations were made with the various segments of the public about 
this security inititiative. In the absence of this data and evidence, this public 
policy intervention may bring surprises during and after implementation as 
mass surveillance has numerous implications from the human rights, privacy 
and the legal perspective.  
Cultural and demographic diversity of Pakistan makes electronic surveillance 
more problematic from criminal justice system development perspective 
(Abbas, 2011). If it is not perceived well then there might be a reaction 
against this major technological intervention in policing system by one or 
more stakeholders. Social and/or religious reasons may be cited to 
camouflage the real preferences of the people. Revealing public preferences 
for privacy and security is itself a challenge. This research was also 
conducted to elicit public preferences and willingness to pay for these types 
of security measures knowing the potential impact of such intervention on 
their privacy rights. 
Secondary purpose of this research is to explore whether Punjab Police 
through Technology Oriented Policing (TOP) in Lahore, the second largest 
urban center in Pakistan, will be able to improve quality of service for the 
people. It is also important to analyse this change management along with 
the processes and procedures adopted during the implementation of Lahore 
Safe City Project and to measure the early results of this endeavour and draw 
some lessons for the future.  
1.3. Research Questions 
Government of the Punjab in Pakistan has initiated a Punjab Police 
Integrated Command, Control and Communication Centre (PPIC3) Project 
in Lahore with cost estimate of USD 139.40 million (Hussain, 2017; Rana & 
Bhatti, 2018). This is the biggest investment in civilian security sector on a 
project by any government since inception of Pakistan. On supply side, it is 
a leap forward from paper based police management system in Pakistan to 
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modern and technology oriented policing (TOP) (Khan, 2015). In addition, 
the command structure change will be aimed at delegation of authority and 
decentralization at lower levels closer to field level and based upon scientific 
evidence collected through cameras and other sensors. There is a need to 
look at the demand side and assess public preferences and whether people 
are willing for this change. There will be serious concerns about balancing 
security and privacy options. According to a study conducted by RAND 
Europe, stated preference choice experiments were used to quantify the 
strength of preferences, including an estimation of citizens’ willingness to pay 
for proposed initiatives related to security (Patil et al., 2014; Neil Robinson et 
al., 2010).  Although this study conducted in 27 EU countries shows 
preferences of people for CCTV cameras but this needs to be tested in a 
different cultural and security environment like Pakistan (Zehnder, 2010). 
This research revolves around following questions:  
I. What are the key features of this surveillance systems in Lahore? How 
this system was implemented?  
II. How this transformation in policing took place in a place where there 
were no indigenous models of advanced policing? Are there some 
lessons learnt? 
III. Was there any consideration of competing demands of security and 
privacy during implementation stage?    
IV. How people will respond to installation of large number of CCTV 
cameras for surveillance of public spaces where no such system 
exists?  
V. Will they be willing to pay for such a system and if yes, how much? 
VI. Are there any cultural sensitivities for men or women about exposure 
to 24/7 CCTV cameras surveillance?   
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Will the people have any concerns about privacy rights? This question has 
many dimensions including legal, social and behavioral norms to religious 
practices (Sadowski & Pasquale, 2015; Stern, 2011). 
1.4. Timing   
It is imperative to research into this topic at this time due to the opportunity 
to tap demand side of the security interventions in a controlled environment. 
Public and private security providers conduct research to shape the public 
and private policies. Interactions of security and privacy concerns in 
Pakistani society needs indepth deliberations. Learning lessons from 
international practice and local experiments are necessary before spending 
public money on future projects. On the basis of this research it will be 
possible to tweak the design and implementation of current projects and 
revisit rationale of other projects coming in other cities. Lastly, capturing 
premises of the decision makers and implementers during this stage will act 
as a baseline for comparative analysis at later stages.  
Further, for this research another focus will be the implementation process 
of PPIC3 Project and establishement of the Punjab Safe Cities Authority 
which was merely a piece of legislation in 2015. Study of this part was 
important in this time frame as this practice based research was conducted 
side by side in real time when the project was being implemented. Capturing 
these details and data would not have been possible later and other biases 
could have altered the results due to lapse of time. 
1.5. Significance 
In developing the Punjab Police Integrated Command, Control and 
Communication Centre (PPIC3), in order to achieve objectives of safe cities, 
the focus has been mainly on the supply side with limited attention to the 
demand side (e.g., to capture public preferences, cultural, religious and 
privacy issues). As highlighted by (Robinson, Potoglou, Kim, Burge, Warnes 
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& Richard.(2010), for this type of initiatives, there will be serious concerns 
about balancing security and privacy options (Neil Robinson et al., 2010).  
Determination of public preferences for trade-off between privacy and 
security in Punjab will help in shaping critical public policy decisions and even 
constitutional framework of the country where right of privacy has limited 
scope confined to home of citizens. This research will assess the impact of 
security related interventions at various levels from policy development to the 
service delivery level by guaging public response through empirical studies 
and surveys. 
1.6. Contribution  
Mapping public preferences about tradeoffs between security and privacy is 
useful for decision makers in the security sector in Pakistan and elsewhere 
for public participation in the affairs of the state (Dragu, 2011). Inclusivity and 
transparency in the security sector by taking on board the ultimate 
stakeholders promotes good governance. At policy level, this procedural 
study assesses peoples’ willingness to contribute in monetary terms.  
Results of this research will help in exploring determinants of an effective 
project implementation process in major urban centres like Lahore. It is also 
critical to gauge links between change management, challenges during 
execution, leadership style of complex projects and forecast about the impact 
of surveillance projects in a country like Pakistan.  
The lessons learned from this study will help to shape the future policy 
initiatives in the public security and safety area.  In addition, answer to 
research question will help to understand the governance model and 
priorities of the government of Punjab starting from the policy implementation 
to the stakeholders’ engagement. Assessment of public preferences and the 
trade offs between surveillance and privacy in the public sector will draw 
attention toward attributes of good governance.  
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Above all, this research addresses unattended subject of privacy rights as 
an inalienable part of fundamental human rights in Pakistan, a subject which 
needs immediate attention while treading on the path of modernisation of 
police service in a democratic society.  
In this research, after this first chapter, Chapter 2 gives the background and 
literature review about two key themes, privacy and surveillance and legal 
framework around these concepts in national and the international 
perspective. Chapter 3 deals with need assessment and scope of mass 
surveillance system in Lahore. Chapter 4 explains the actual system and how 
it is being used including its early impact on service delivery. Chapter 5 
analyses how this system was built and how this mega change was 
implemented by the designers and project management team in the 
Pakistani context. Chapter 6 explains the processes of eliciting public 
preferences about privacy and surveillance and methodology of data 
collection for this research. Chapter 7 is presentation of data collected from 
cities of Rawalpindi and Multan and how each parameter is conceived by the 
participants of this research. Chapter 8 is analysis of this data through 
quantitative techniques and explains the policy options as a result of public 
preferences and trade off between privacy and surveillance at public places. 
The research concludes with an assessment of the public preferences and 
trade off in the light of legal and social environment of Pakistan which can be 
valid in other settings and a set of recommendations for policy makers. In 
this sequence, next chapter discusses concepts of Privacy, surveillance and 
laws related to these concepts in the western countries and in the Pakistani 
context. 
  




Literature Review: Privacy and Surveillance 
The subject of privacy in Pakistan has not been fully discussed till recently 
(Terres, 2020). Privacy in public places is discussed in the newspaper and 
views of various authors are presented while discussing political rights and 
issues in Pakistan (S. Khan, 2019). Same is the case about video 
surveillance methods and implications of overt video surveillance by Punjab 
Police and Punjab Safe Cities Authority (PSCA), Lahore. Rapid 
developments in technology are bringing fundamental changes in 
surveillance methods and how it can potentially have an impact on privacy 
of its citizens (S. Khan, 2019). 
In Pakistan, Punjab Safe Cities Authority is the custodian of the biggest 
databank collected through video surveillance using approximately 8000 
cameras installed in District Lahore. PSCA has come up with legal processes 
to collect, preserve and disseminates this data with interested stakeholders 
in a lawful manner which needs more elaboration at national level and in the 
legislative framework. It is intended to discuss how privacy concerns of the 
public under surveillance are being addressed so far in this state-of-the-art 
project of government of the Punjab.  
There is not much literature available about consequences of mass 
Surveillance and impact on Privacy rights as this is a new phenomenon in 
security apparatus in the Pakistani context. To understand the key terms 
used here, we will look into concepts of surveillance and privacy through 
literature review. Although there is debate in progress since some time in 
other advanced countries well before 21st century due to the increasing role 
of internet and technology, this concept is still new in Pakistan as government 
owned cameras have very recently been installed in public places through 
PSCA which is building and managing the PPIC3 Centre. There is a need to 
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discuss social and legal issues which may arise due to video surveillance at 
public place (Robinson & Potoglou, 2010; Warnes, 2010), for these types of 
initiatives, there will be a need to balance security requirements and privacy 
concerns and at times important trade off will be necessitated. Exploration of 
such issues will be important as this is a stated policy of other provincial 
governments in Pakistan to build safe cities projects and similar concerns 
can be raised in other provinces (The News, 2020).  
2.1. Background 
Installation of Close Circuit Televised (CCTV) cameras for surveillance and 
public safety is a popular trend for security of places, premises and persons 
in many countries especially in the post 9/11 world. In the same vein, 
Government of the Punjab in Pakistan has started a Punjab Police Integrated 
Command, Control and Communication Centre (PPIC3) Centre Programme 
in Lahore in 2016. Under this Programme more than 8000 cameras were 
deployed at various places of Lahore for counter terrorism surveillance and 
intelligent traffic management from a command and control center. On the 
supply side it is a leap forward from the existing policing system which had 
no elaborate information infrastructure in Pakistan for Technology Oriented 
Policing (TOP) (Khan, 2015). From supply side’s perspective, it is claimed 
that through this surveillance project efficiency, effectiveness and 
responsiveness of Police services will improve in addition to decentralization 
and delegation of authority to ground level forces involved in Police 
operations (PPIC3, 2015).  
There is no data available to confirm that before taking this major step, any 
concerns were raised or discussions were held about privacy implications for 
individuals by installation of the surveillance cameras and other measures. 
In other countries, if mass surveillance is not perceived well then there might 
be active or passive reaction against such major technological intervention 
in the policing system. In this case, however, it becomes more challenging 
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as there is no previous knowledge and legal framework available to regulate 
installation of CCTV Cameras as well as paucity of avenues for public to 
lodge any complaint about installation and use of surveillance apparatus by 
the public or private actors. Cultural and demographic diversity of Pakistan 
makes it more problematic to form any consensus on such steps from the 
criminal justice system development perspective (Abbas, 2009). 
2.2. Privacy 
Privacy is not a new concept. Historically, it is referred to in the Holy Qur’an, 
Bible, at the time of the Roman Empire and in ancient China. In historical 
terms, Aristotle bifurcated the family life from political and public sphere and 
discussed it under a different paradigm (Clayton, 2005). Family affairs were 
taken as private affairs because they were related to relatives in the confines 
of four walls while everything happening out of the home was constituted 
public discourse. In post enlightenment era, John Locke further classified the 
public and private goods based upon acquisition of goods through personal 
labor or collective effort (Locke, 1824; Locke & Nidditch, 1979). 
Subsequently, Mill J. S. presented that there should be a narrow area for 
government regulation and rest of the activities are private affairs of the 
people (Mill, 1892). In today’s world it has a variety of interpretations. There 
is growing thought that relationships like friendship, trust and love are private 
and cannot flourish without protection of privacy. Some authors like Warren 
& Brandeis also take privacy as a right and information about individuals as 
privacy (Warren & Brandeis, 1890).  
Privacy can be discussed in more than one way and different streams of 
literature have touched upon this concept separately. Some philosophical 
discussions are focused on definition of privacy. Alan Westin defines Privacy 
as: “the desire of people to choose freely under what circumstances and to 
what extent they will expose themselves, their attitude and their behavior to 
others” (Westin, 1970). Thomas Emerson states that privacy is “based upon 
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premises of individualism that the society exists to promote the worth and the 
dignity of the individual. . . . The right of privacy . . . is essentially the right not 
to participate in the collective life the right to shut out the community” 
(Emerson, 1970). To many, if information about a person is already available 
in the public domain e.g. in papers or in public records then he or she cannot 
claim that such information is private in nature. Generally, privacy includes 
but not limited to "facts about a person's sexual preferences, drinking or drug 
habits, income, the state of his or her marriage and health” (Parent, 2017).   
Principle of protection of Privacy right of an individual restricts others to 
access a piece of information which has not been published or has appeared 
in any newspaper or public information by any other means including, but not 
limited to court proceedings or any public record. As compared to other 
writers, Parent categorically mentions this documented information out of 
privacy rights (Nissenbaum, 1998; Solove, 2012).   
Raymond Wacks, in his effort to find out a precise definition of Privacy 
expounds that fundamental issue of privacy is the relationship between the 
individual and the society (Wacks, 1993). Protection of these rights of 
individuals is of paramount importance for writers like Ayn Rand who stated 
that the smallest minority on earth was the individual and protections of 
individual rights is very important for defenders of minority rights (Ayn Rand 
et al., 1986). This clarity is essential to develop a society where structural 
and organizational development is based upon this premise that individuals’ 
privacy rights are well respected while defining a social contract. The theory 
of Privacy helped in drawing the boundaries of social life (Nissenbaum, 1997; 
Westin, 1967). Parent and Wacks drew attention towards information itself 
rather than choices of the individuals  (Schoeman, 1984). Tom Gerety, who 
was mindful of the ever changing boundaries of this concept, argued to limit 
the privacy rights to "intimacies of personal identity" only (Gerety, 1977). 
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Charles Fried philosophically defended the privacy rights because in his 
opinion it is a precondition that provides the context for nurturing trust among 
the human beings (Schoeman, 1984). He argued for controlling all the 
information about individuals, but from a pragmatic point of view he was 
convinced that it required a limited realm of privacy for the protection and 
development of relationships and legal implications. How to define the 
boundaries depends upon the cultural and conventional values of each 
society where other equally important social norms and legal obligation 
interact with rights of the individuals. Due to this interaction it is difficult to 
enlarge the scope of individual rights. Fried also mentioned that it is possible 
to narrow down this scope. He wrote, "The important thing is that there 
should be some information which is protected", i.e. to protect the 
relationships and intimacy, which need privacy (Nissenbaum, 1998). 
Explaining the purposes of defining the privacy limits David Schoeman 
pointed that most of our acts and behavior is open to public scrutiny and 
accountability. Contrary to this, privacy is required to provide that space 
where individual’s acts are not open for any judgment or public scrutiny which 
indirectly alters the behavior of an individual to be socially acceptable 
(Schoeman, 1984).There is a slight difference between Fried and Schoeman 
where latter opined that this private sphere may not be always determined 
by social convention. The views of these scholars though varying at points 
but they all agree on one fundamental point that for a healthy society people 
need privacy which assures them that their personal and intimate space is 
out of the telescopic surveillance of state or commercial actors and 
nurturance of their personal relationships is free from any kind of 
intrusiveness (Nissenbaum, 2004). 
2.3. Privacy in Public 
Over a period of time privacy theorists in philosophical and legal domains 
have debated over the inter-linkages between information about individuals 
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and privacy. It is considered that application of information about personal 
and intimate relationship does not apply in public places and any such act 
taking place out of private places, like four walls of the house or any in other 
premises, is no more private. It is not possible, from a legal point of view, to 
safeguard privacy rights in public sphere (Nissenbaum, 1998). The need 
arose to define the limits of privacy more precisely when not only physical 
limits but also limits of soft data and information were questioned in the courts 
(Dinev, 2014). Some authors have presented ideas to categorize the data 
collection for services and for surveillance with particular reference to smart 
cities (Van Zoonen, 2016). 
Nissenbaum argues that meanings of public information are dramatically 
changed since application of information and communication technology 
(ICT) (Nissenbaum, 2004). A case in point can be surveillance through CCTV 
cameras where public places are focused for multiple reasons including 
security and public safety by various law enforcement agencies across the 
globe. However, this is not limited to security and public safety only. In the 
markets, jewelry shops, super stores, road check points and other public 
areas there are many commercial users of these cameras which are 
recording movements of the individuals. By facilitating surveillance through 
ICT, and changing the profiling, storage, dissemination and analysis of the 
same personal information for multiple users over an extended time frame, 
the dimensions of privacy are changed many folds. The information stored 
can be analyzed by name, vehicle number, identity card number, tax number, 
health insurance number and credit card number. Moreover, personal 
information i.e. color of eyes, fingerprints, facial features and skin color are 
also not only recorded but also used for commercial purposes. This 
information about individuals is neither limited to specific users nor confined 
to purposes. Rather, it can easily be transported and preserved for an 
extended period of time. The data about these movements and actions is 
used not only for security of commodities and/or for collection of revenues 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 16 
but behaviour of these individuals are also recorded and used to analyse 
their choices and preferences which also have commercial value. 
Consequently, while considering the right of privacy in private spaces, it is 
important to assess the privacy rights in public sphere as well (Nissenbaum, 
1998). This model is being challenged by authors who are trying to bifurcate 
the use of information and data from their purposes and reasons (Slobogin, 
2002). 
The concept of privacy in public needs elaboration in light of legal and 
philosophical terms also. Although it varies from one culture to another 
culture but even in a developed world some scholars have taken the view 
that all activities taking place in private arena are sensitive and sanctity of 
home cannot be violated. Argument of this school of thought is to keep the 
governmental authorities out of personal or private affairs and restrict their 
access. In this way, right of privacy is a justification and a method to prevent 
the intrusion of the government or regulators in personal affairs of individuals. 
Conversely, other group argues that public life is open to all and there is no 
bar on gathering information about any individual in a public place. Privacy 
criterion of personal limits at home does not apply to public places. If this 
analogy is accepted, then any facial recognition data collection or capturing 
the number plates of individuals’ vehicles in the streets by the government 
authorities in whatsoever method will be lawful and justified as it does not 
impinge upon one’s right of privacy of individuals as they are out of their 
sanctuaries and four walls of their homes.  
This view is further supported in United States v. Knotts (United States VS 
Knotts, 1982-1983) case in which the Supreme Court gave verdict about 
application of the Fourth Amendment to tracking a car's movements with an 
electronic device. The Court decided that "[a] person traveling in an 
automobile on public thoroughfares has no reasonable expectation of privacy 
in his movements from one place to another” (Justia, 1983). Court concluded 
that monitoring of such automobile by electronic or physical surveillance is 
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also allowed. Similarly, Braga, Papa Christos, & Hureau et. al. argue that 
data of crime hot spots and types of crimes if used to predict the crime and 
to devise the patrol patterns, then it is not invasion of privacy rights because 
this data remains impersonal and useful for all people (Braga et al., 2014). 
Some others have expressed the normative argument for violation of privacy 
rights. Usual example is security check of personal belongings of the 
passengers at the airports. All passengers have to put their personal items 
through scanners and in some cases have to undergo body scanning in order 
to protect the right of safety and security of other passengers. This is weighed 
more than their own right of keeping personal belongings locked and 
unchecked by anyone else or not exposing oneself to the scanners as some 
of the scanners are very incisive and exposure demanding in fact. The same 
applies to market encounters where cameras are installed in the stores and 
all entrants have to show all the articles they are bringing in or taking out. It 
means that privacy rights can be violated if some other rights are protected 
in larger interest of the others. 
In the past privacy in public spaces was not empirically found satisfactory 
because people, despite knowledge of being under various surveillance 
systems, were less concerned if they were observed at different times of the 
day and night by various surveillance systems for it wasn’t affecting their 
normal routine. They knew that if someone is found moving from point A to 
point B or someone is being watched reading a paper or involved in any such 
activity which is not harming or affecting anyone, then it is acceptable. In 
addition, if such information was not used negatively by the surveillance 
authority and the persons under surveillance do nothing wrong then it will not 
change anything for both the parties. Empirical evidence, hence, didn’t 
support the thesis of privacy in such situation and there was no justification 
to avoid this surveillance under the pretext of privacy rights. (Braga et al., 
2014) argue that data of crime hot spots and types of crimes if used to predict 
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the crime and to devise the patrol patterns, then it is not invasion of privacy 
rights this data remains impersonal and useful for all people. 
The above-mentioned arguments can be challenged in recent times because 
of developments in the field of information technology and communication 
(ICT). For example, empirical argument can be challenged because now 
surveillance system capability has improved considerably and same data can 
be preserved and analyzed through high powered and fast analytical tools to 
predict behavior and develop patterns in more than one way (SAS, 2020). 
The information about one’s actions and even gestures not only can be 
captured directly and indirectly but can also be recorded for longer periods 
of time and can be shared with a lot more people and on multiple forums 
within no time (Frankenfield, 2019). Video enabled cell phones and social 
media platforms are two most common methods to capture data and publish 
it. Latest addition to these devices is use of Unmanned Aerial Vehicles 
(UAVs) which makes it challenging for regulators to control and trace out the 
violators (McNeal, 2014). On pubic platforms like www.youtube.com, 
WhatsApp and many other applications information uploaded by anyone can 
become viral in a very short span of time (Abdul; et al., 2012). By acquiring 
this data some of the commercial users of the data can change or alter 
preferences of their clients by modifying the content they are watching on 
their cyber space time and again. Similarly, sometime individual rights were 
required to be preserved as compared to collective rights, or nonetheless 
making this trade-off is becoming difficult, to say the least. 
Nonetheless commercial world and technology companies are mindful of 
these rights and many steps are introduced in most of the advanced 
applications where data sharing is done with the explicit consent of the users. 
In some cases, it is made mandatory but in other cases, for example, for 
sharing one’s location, warnings are issued to the users that they are about 
to share their location which may be used by the content providers for 
multiple purposes. This is probably the way forward for losing the anonymity 
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by consent. However, still exist the cases where leading firms like Facebook 
were under discussion for selling data or unable to secure data of the users 
(Zuckerberg, 2018).  
2.4. Public Significance Lens 
In light of the above, Nissenbaum says, ‘‘the mechanisms to deal with 
conflicts involving privacy in public and have generally not taken up hard 
questions about surveillance in non-intimate realms to determine when such 
surveillance is morally acceptable and when not’’ (Nissenbaum, 1998, 2011; 
Zimmer, 2005). Reidenberg, while analysing Nissenbaum’ view, considers 
that recent case laws have developed to apply filters of public significance 
on issues of privacy in public (Reidenberg, 2014). Courts, at least in USA, 
have taken a view that if there is information of public significance e.g. name 
of victim of a crime, it may be published if name is acquired through lawful 
process (Reidenberg, 2014).  
Contrary to the above there are a number of researchers who critique the 
emergence rather existence of privacy rights as a separate concept during 
the 19th and 20th century. They contend that these “privacy rights” are no 
more than the usual moral and legal rights already available (Schoeman, 
1984). Some other human rights activists, opine in particular feminist right 
advocates that privacy rights must be protected in public spaces and there 
should be adequate state response for their protection (O'Brien, 2008). 
In another view, privacy is construed as a public good. People are collectively 
interested in maintaining a society in which their freedom and rights are 
protected including the right to privacy (Commons, 2008). In such a society 
there is also a fair expectation that there will be no interference in the lives 
of the people. It is believed that people are more willing to contribute in such 
a society where their rights are protected (Slobogin, 2002). 
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This shows that public significance is another criterion to be applied for 
deciding about privacy rights. This approach, if applied at a wider scale, can 
lead to justification of search for such information sources. Similarly, 
mechanisms of public significance, like surveillance, can also be put in place 
for greater good of the people even at the cost of individual privacy rights. 
2.5. Privacy in Cultural Context  
In Pakistani context, concept of privacy is deeply rooted in the cultural fabric 
only to be reinforced by religious teaching of Islam. Islamic injunctions 
prevent untoward intrusion of any person into life and person of any other 
person. Same case is applied in social and cultural realm where government 
authorities are also not allowed to interfere even during discharging public 
obligations like search by the Police authorities. 
There are also some cultural issues in Pakistan which are directly linked with 
privacy and surveillance. Just like any other modern civilized nation, it is not 
acceptable to stare at a woman as it is considered unethical and may have 
a reaction from the woman or her male relatives. Same is true to keep her 
under physical surveillance in public without some very strong reasons. Veil 
is a local tradition in India and Pakistan well before the arrival of Islam 
(Foundation, 2018; Hayat, 2007) . Women use veil to cover their face and 
their body parts like arms or head are also not exposed in public and at times 
even in front of their relatives as it is seen as a sign of modesty of a woman 
to remain covered and maintain privacy. Even if women don’t use a veil, 
privacy of women is more strictly respected even in public. Modern tools like 
Facial Recognition software become less useful in case of women who may 
use a veil. There is further likelihood of this limitation of Surveillance in rural 
areas as compared to urban areas. Similarly, if there is a strong reason or 
suspicion then it is more acceptable to follow a lead in urban areas about a 
woman.  
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Trespassing into homes is not only a violation of property rights but also an 
intrusion of privacy which is a matter of honor worth taking life of any 
trespasser on grounds of violation of privacy even in the twenty first century. 
There are numerous incidents to cite that extreme actions were taken if 
anyone tried to desecrate the modesty of any woman in public or in private 
even symbolically (Hirschman, 1981; Khan, 2005; Nisar, 2020). Discussion 
goes as far as that women are treated as a property and any such act by 
aggressor is construed as trespass (Kathlyn, 2012; Zielinski, 2015). In this 
backdrop, if any data, pictures, video or other details are leaked or shared in 
an unacceptable manner, related to any person, then it creates enormous 
problems. 
Privacy rights are respected in Pakistan due to religious significance of this 
concept also. Like India, Arab culture have similar traditions which were also 
part of religious texts like Quran. Islam also attached significance to privacy 
at home and there are specific verses in which it is categorically mentioned 
not to intrude into lives of others. Few of these verses are quoted below: 
‘Do not spy on one another’ (Holy Quran, Surah Al-Hujurat (49:12))  
‘Do not enter any houses except your own homes unless you are sure of 
their occupants' consent’ (Holy Quran, Surah An-Nur (24:28)) 
‘O believers! Enter not the houses other than your own, until you take 
permission and salute the residents thereof. This is better for you, haply you 
may be heedful.’(Holy Quran, Surah An-Nur (24:27)) 
The Prophet Muhammad (Peace be upon Him) also issued directions to his 
followers that they should not even enter their own homes surreptitiously or 
without giving warning of their arrivals (Khan, 1980).  
In this cultural and religious context, laws are developed and right of privacy 
is accepted at the highest level in the constitution of Pakistan of 1973. As per 
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Article 14 (1) of fundamental human rights in the Constitution of Pakistan 
1973 privacy in home is treated as a right (Chitkara, 1997). This Article deals 
with inviolability of dignity of man etc. All this proves that privacy is an 
established and age-old concept in Pakistan for social, religious hence 
political reasons, however, it is not identical to western thoughts or practices 
as it is seen today in international the scenario. 
It shows that concept of privacy is very much understood and practices in 
Pakistani culture. Despite these limitations and respect for privacy of 
individuals, modern technology is paving way for increased surveillance of 
individuals for more than one reason. First reason is availability of 
economical means of electronic surveillance as compared to human 
surveillance. Other reason is data generation and possibility of its 
dissemination at mass scale which causes issues for people whose personal 
information is part of this data. In this backdrop, the law makers face 
challenges in formulating new legal injunctions about privacy rights in those 
societies where mass surveillance systems are beginning to be deployed and 
are underway. Pakistan is a curious case study in this context.  
As Pakistan is heading towards technical solutions of surveillance, therefore, 
there is need to take many steps like building databases of suspicious 
persons, properties, vehicles and even spatial features in Geographical 
Information System (GIS). This lack of systemic information results in 
anonymity at least in the urban milieu. In the absence of well-structured 
databases, privacy of persons is involuntarily protected than the situation 
where surveillance teams have all the other allied information available. 
However, this does not go in favor of the law enforcement agencies who 
cannot utilize the system when challenges of building databases are much 
higher because it involves other departments like Excise & Taxation and 
Narcotics Control Department for data of registered vehicles, properties, 
tenants and their owners. 
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2.6. Protection of Privacy Rights in Pakistan 
Privacy, as seen in the western world, is evolution of case laws and a 
consequence of interference of state authorities in everyday affairs of 
individuals. Proponents of civil liberties have taken up this issue and in 
modern society, it is seen as a lawful claim. Earliest references to this right 
are found in Universal Declaration of Human Rights (UDHR) in 1946. It states 
that "No one shall be subjected to arbitrary interference with his privacy, 
family, home or correspondence, nor to attacks upon his honor and 
reputation. Everyone has the right to the protection of the law against such 
interference or attacks” (UNDHR, 1946). It is also reflected in the Constitution 
of Pakistan, 1973.  
 
Since 1973, Article 14 (1) of the Constitution of the Islamic Republic of 
Pakistan confirms that "[t]he dignity of man and, subject to law, the privacy 
of home, shall be inviolable” (Constitution Pakistan, 1973). It is part of 
Chapter II, the fundamental human rights of the citizens and read with Article 
8 of the Constitution, it precedes over any other law which is inconsistent 
with this provision of the Constitution.  
Article 8 of the Constitution states that "[any law, or any custom or usage 
having the force of law, in so far as it is inconsistent with the rights conferred 
[under the Constitution], shall, to the extent of such inconsistency, be void 
(Constitution Pakistan, 1973)."  
Article 8 (5), furthermore, provides that "[t]he rights conferred by this Chapter 
shall not be suspended except as expressly provided by the Constitution 
(Constitution Pakistan, 1973)." However, Pakistan's constitution also 
includes certain exceptions to the primacy of fundamental rights e.g. in case 
of emergency for one to mention. 
From a cultural point of view, Police rules were framed in subcontinent in 
1934 which protected the privacy of the persons by allowing the body search 
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of a woman by a female and a man’s search by a male officer, still applicable 
at all airports of the world. House searches, entering into premises for lawful 
purposes requires that female Police Officers are part of the search team in 
case they need to search a woman suspect. In Chapter 25 of Police Rules 
1934, Rule 25-23 describes the procedures for search process by a police 
officer as given below: 
(1) The rules regarding searches by police officers are contained in 
section 165 and 166, Code of Criminal Procedure 1898. 
(2) Notices of search under section 165, Criminal Procedure Code, 1898 
(3) Summons to persons to witness search under section 103 (1), 
Criminal Procedure Code, 1898, and  
(4) Search lists under section 103(2), Criminal Procedure Code, 1898 
shall be prepared in forms 25.23(1) (a) (b) and (c), respectively. 
(Rules, 1934)  
These laws are derived from local customs, religious injunctions and cultural 
values. In Pakistan, just as described in Fourth Constitutional Amendment in 
USA, and in line with Article 14 (1) of Constitution of Pakistan and Criminal 
Procedure Code of 1898, in ordinary cases search of private places without 
public witnesses and prior authorization and warrant by a court of law is not 
allowed. Section 165 and section 166 read with Punjab Police Rules 1934 
illustrate the procedures for the protection of privacy of home and of the 
persons to be respected by Police officers (CrPC, 1898). 
2.7. International Obligations  
In addition to the Constitutional obligations and criminal justice system, 
Pakistan has also made international commitments to Privacy rights.  
Pakistan signed the International Covenant on Civil and Political Rights 
on April 2008 and ratified on June 2010. Article 17 of the ICCPR states that 
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"no one shall be subject to arbitrary or unlawful interference with his privacy, 
family correspondence (ICCPR, 1976)". 
Pakistan has also signed the Cairo Declaration on Human Rights In Islam 
in August 1990. Article 18 of the CDHRI provides that:  
(a) Everyone shall have the right to live in security for himself, his religion, 
his dependents, his honor and his property.  
(b) Everyone shall have the right to privacy in the conduct of his private 
affairs, in his home, among his family, with regard to his property and his 
relationships. It is not permitted to spy on him, to place him under surveillance 
or to besmirch his good name. The State shall protect him from arbitrary 
interference.  
(c) A private residence is inviolable in all cases. It will not be entered without 
permission from its inhabitants or in any unlawful manner, nor shall it be 
demolished or confiscated and its dwellers evicted. (CDHRI, 2012)" 
In addition, Pakistan also ratified the Convention on the Rights of the 
Child (CRC) in November 1990. According to Article 16 of the CRC; 
"1) No child shall be subjected to arbitrary or unlawful interference with his 
or her privacy, family, home or correspondence, nor to unlawful attacks on 
his or her honour and reputation.  
2) The child has the right to the protection of the law against such interference 
or attacks " (CRC, 1989) 
In addition to these national and international obligations, Pakistani case is 
also interesting from cultural and religious points of view.  
2.8. Changing Scenarios 
Although in many societies protective measures for privacy are strictly 
applied, as is the case of Germany, but in other countries Privacy in public is 
not guaranteed when it comes to conflicting rights of security (Raul, 2018, 
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2018). Recent developments on this subject have evolved in various 
countries of Europe in the wake of technological developments. Cyber world 
is more sensitive about it since use of social platforms where people 
voluntarily share their information and data. Although there are restrictions 
available to all users but still public profiles and information is shared by the 
companies and this subject crops up in public policy and security related 
debates (Zuckerberg, 2018). 
The situation has become more critical by use of social media and growing 
surveillance of cyber spaces by the known and unknown actors. In 
conventional CCTV surveillance, it was the movement of persons and 
activities which were watched and people were concerned about privacy of 
intimate relations and their free movements. In today’s world, cyber spaces 
are becoming actual grounds of intellectual activities and not only free 
speech but also sharing of personal information like what are they eating and 
with whom and how they are spending time. With increasing use of social 
platforms like twitter, Instagram and Facebook, to name a few, there is an 
equally rising trend of monitoring the social media and identifying the positive 
and negative trends from commercial preferences to political choices. This 
shows that conventional means of surveillance are changing rapidly. If 
someone had any doubt, recently Panama Leaks (Kenton, 2019) and earlier 
whistle blowing by Julian Assange and Edward Snowden (Snowden, 2019) 
have exposed that governments are sneaking into personal lives of not only 
ordinary people but also heads of states like Angela Merkel (Whittaker, 2019) 
and business tycoons like Jeff Bezos (Louis Matsakis, 2020) of Amazon are 
also potentially affecting the democratic choices (Cluskey, 2017). 
However, for this research, focus is on video surveillance by the Public 
authorities through CCTV/IPNV cameras. Risks are involved as video and 
pictures recorded through these cameras can be disseminated on electronic 
and social media. Therefore, collection of this data, preservation and safe 
handling of such data by the operators of the system is of critical importance 
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from the public point of view. PSCA, claims that comprehensive training 
programs are designed and implemented for Police Communications 
Officers (PCO) who are appointed for surveillance of public places. 
2.9. Surveillance 
Surveillance, in any form whether electronic or human, is the most common 
and a large-scale activity by governmental or non-governmental actors which 
has the potential to affect the privacy rights of the individuals. The term 
surveillance is used in a variety of ways related to technologies, persons, 
places and purposes and subjects of surveillance (Neyland, 2006). Rule says 
that ‘Surveillance entails a means of knowing when rules are being obeyed, 
when they are broken, and most importantly, who is responsible for which’ 
(Rule, 1973). Lyon defines surveillance as: ‘any collection and processing of 
personal data, whether identifiable or not, for the purposes of influencing or 
managing those whose data have been garnered’ (Lyon, 2001). Bennett 
suggests that greater attention needs to be paid to the details of exactly who 
has their personal data scrutinized, and for what purpose (Bennett, 2005; 
Zureik & Salter, 2013). Bennett opines that most of the data collected on 
everyday basis is neither of any interest for the user nor for the subject of 
surveillance (Bennett, 2005). George Orwell in his famous novel 1984 
mentioned that over the period of time people will get used to this surveillance 
(Orwell, 1984). 
On the other hand, McCahill argues that ‘the introduction of new surveillance 
technologies always has a social impact, and this impact can be both positive 
and negative’ (McCahill, 2007). From public perspective, Bennett questioned 
that people should have a right to know that who is under surveillance and 
for what purpose (Bennett, 2005). He suggested that it should not be very 
common practice but very selective with clear purpose and a specific end. 
Marx argues that attention should be paid to the ‘places, spaces, networks 
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and categories’ of surveillance, beyond any focus on the individual’ (Marx, 
2002). However, these are not the only views on surveillance. 
Modern day surveillance through ubiquitous cameras systems from a distant 
centralized location is like a super Panopticon. Panopticon was a prison 
designed for surveillance of prisoners presented by Jeremy Bentham  and 
later expounded by philosopher and historian Foucault (Elmer, 2012; 
Jespersen et al., 2007). It was a very interesting concept in criminal justice 
system (Foucault, 1977). Main theme of Panopticon was asymmetry of 
viewing between the viewers and the viewed. The persons under 
surveillance always deemed that someone was watching them but they could 
not see him/her behind venetian blinds. Foucault said “[he who is subjected 
to a field of visibility, and who knows it, assumes responsibility for the 
constraints of power; … he becomes the principle of his own subjection” 
(Foucault, 1977). Foucault expounded that fundamental concept of this 
asymmetrical information between the subjects and masters were to 
discipline the inmates of the prison. To him, modern society is a “disciplinary 
society” and to ensure the submission of the people to any social norms, 
rules and laws, it is vital that the state or corporations has more information 
about the public and their perception, choices, behavior and action (Burchell 
et al., 2008; Foucault, 1977). Therefore, information or data is an essential 
attribute of power and in today’s “information society” state and associated 
private enterprises are married to fast growing information technologies and 
mutually reinforce each other (Martin, 2008; Simitis, 1987). Norris and 
Armstrong, in their analysis of the United Kingdom as one of the most 
surveillance societies, point out that this is possible through modern ICT and 
technical advancement of information management systems (Norris & 
Armstrong, 1999). 
In this vein, most valuable surveillance devices are computers and data 
centers which keep public or private owned databases to keep, to analyze 
and to market the data gathered through other data collection devices or 
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sensors. In today’s world, integration of this data is helpful for painting 
pictures of people which were not possible through any other means earlier. 
In addition, now a days, not only state-owned information is available but the 
private preferences of the people are also available which are revealed 
through the use of credit cards, online shopping, dating website, customers 
cards of commercial outlets and telephones calls data to mention a few. 
Surveillance can be used either through state operated equipment or through 
voluntary participation of the data providers for addressing the everyday 
issues of the public e.g. parking, traffic management or even for emergency 
response. Conversely, it can be used for highly controversial political ends 
linked to manage the public behavior and opinion. Therefore, it can be a 
double-edged tool. Taylor argues that stated positive intentions of the 
surveillance authorities cannot be taken for granted and the people who are 
subjects of surveillance have the right to know about the operators, 
operations and purposes of the surveillance (Taylor, 2002).  After all, it is 
people’s personal information which is being monitored and they may forego 
their privacy rights to the state for greater public good but they also want to 
keep a check on this activity to limit its unintended and unconstrained uses 
which may have serious consequences for them in short and long term. For 
example, untrained operators may resort to voyeurism or trained intelligence 
operators may be overstepping their authority for political purposes. 
2.10. Surveillance and Law 
Law in many societies accepts the concept of declaring some places and 
concepts off-limits. The political writer Carl Friedrichs stated that legal cover 
is aimed at “primarily that of protecting the private sphere against intruders, 
whether government or not”(Friedrich, 2017). In the US, the Fourth 
constitutional Amendment limits physical searches and intrusions by state 
authorities and concept of Privacy is derived by the courts on the basis of 
principles enshrined in this amendment.  
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The Fourth Constitutional Amendment of American Constitution in Bill of 
Rights says, “The right of the people to be secure in their persons, houses, 
papers, and effects, [a] against unreasonable searches and seizures, shall 
not be violated, and no Warrants shall issue, but upon probable cause, 
supported by Oath or affirmation, and particularly describing the place to be 
searched, and the persons or things to be seized”. Lately some laws, like 
Patriot Act 2010, have been introduced for security purposes but these were 
agitated by the privacy rights defenders’ groups (Duignan, 2001).  
UK is often considered one of the countries with large number of surveillance 
cameras and called Champion of CCTV surveillance (Slobogin, 2002; Welsh 
et al., 2003). UK’s CCTV cameras are covered under Article 8 of 
the European Convention for the Protection of Human Rights and 
Fundamental Freedoms 1950 (ECHR, 1950). UK’s Regulation of 
Investigatory Powers Act (RIPA, 2000) also give governmental authorities 
powers of surveillance and intercept communications (RIPA, 2000). Article 8 
of ECHR, still applicable to the United Kingdom after Brexit till writing of this 
research, states that: 
1. “Everyone has the right to respect for his private and family life, his 
home and his correspondence; 
2. There shall be no interference by a public authority with the 
exercise of this right except as in accordance with the law and is 
necessary in a democratic society in the interests of national 
security, public safety or the economic well-being of the country, 
for the prevention of disorder or crime, for the protection of health 
of morals, or for the protection of the rights and freedoms of 
others.”(ECHR, 1950)   
European Court of Human Rights (ECtHR) has discussed the issue of Article 
8 in some cases. The technology has progressed fast in recent years and 
intelligent monitoring and recognitions systems are being employed at a 
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number of places including United Kingdom (Richards, 2013) and USA 
(Richards & King, 2014). ECtHR applied principles of objectivity and 
reasonability in deciding case about application of Article 8. In P.G. and J.H. 
v. United Kingdom court stated that:  
“There are a number of elements relevant to a consideration of whether a 
person’s private life is concerned by measures affected outside a person’s 
home or private premises. Since there are occasions when people knowingly 
or intentionally involve themselves in activities which are or may be recorded 
or reported in a public manner, a person’s reasonable expectations as to 
privacy may be a significant, although not necessarily conclusive, factor. A 
person who walks down the street will, inevitably, be visible to any member 
of the public who is also present. Monitoring by technological means of the 
same public scene (for example, a security guard viewing through closed-
circuit television) is of a similar character. Private-life considerations may 
arise, however, once any systematic or permanent record comes into 
existence of such material from the public domain. It is for this reason that 
files gathered by security services on a particular individual fall within the 
scope of Article 8, even where the information has not been gathered by any 
intrusive or covert method”  (par.57) (Nash, 2002).  
Neil Richards while exposing dangers of surveillance proposes few principles 
for law making on surveillance issues (Richards, 2013). His two points are 
relevant here: First, he suggests that surveillance is not only from law 
enforcement agencies but also from the commercial world and none of them 
have clearly demarcated private or public lines to respect the privacy rights. 
Secondly, he opines that unauthorized and secret surveillance of physical or 
intellectual activities must not be allowed in any piece of law  (Richards, 
2013). 
Technological, political and geopolitical developments since 9/11 have given 
considerable reasons to the opponents of privacy rights who want to prefer 
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security over individuals’ rights of privacy. In some countries, like UK and 
Turkey, there are proper mechanisms to enforce surveillance by security 
agents but in some countries, people are more conscious about their privacy 
rights and surveillance is discouraged e.g. in Germany (Clarke, 2014; Tekin, 
2014; Wood & Webster, 2009). Germany has been the most conscious 
nation about data protection and has led the efforts of protection of data in 
Europe.  First Data Protection Act of State of Hesse was enacted in Germany 
in 1970 (Law.gov, 2018) This became a trend in the Federal Republic of 
Germany. On January 1,1978, the first Federal Data Protection Act (BDSG) 
was enacted (Clarke, 2014). 
China, recently, is known for employing advanced surveillance technologies 
for various purposes. Especially in AI application combined with Big Data 
they have surpassed any other level of surveillance and have started social 
audit of persons (Liang et al., 2018; Qiang, 2019). In current Corona virus 
scanning, government of China has asked their IT companies to assist the 
government in finding suspects of carriers of virus and people with body 
temperature. This outbreak of Corona virus has exposed limits and AI based 
surveillance capability of the Peoples Republic of China. Companies like 
www.Megvii.com, a Chinese company known for facial recognition software, 
www.Dahua.co  and www.Sensetime.com , another Chinese software 
company for making facial recognition software and products have 
developed programs to combine Facial Recognition and Thermal Detection 
and find people sitting in trains with feverish temperature and people sitting 
around them (Reuters, 2020). Despite these developments, the concept of 
mass surveillance has evolved and there are some international best 
practices already available which are considered binding for all public 
authorities. 
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2.11. Guideline for a Mass Surveillance System 
International best practices show that few limitations are imposed on the 
surveillance in the advanced countries. This is the result of learning lessons 
from experiences of other nations who have taken lead in the video 
surveillance as a mean to enhance security in their countries.  
Firstly, surveillance is allowed in a specified manner and for lawful purposes 
only.  
Secondly, only authorized agencies should be mandated to perform this 
function for lawful purposes (Surette, 2005). 
Thirdly, there may be limits to keep this record for certain period of time 
however, enforcement and monitoring of this aspect remains an elusive 
concept.  
Fourthly, data collected through cameras cannot be used publicly for 
commercial or other than public safety purposed, unless specifically 
authorized by the custodians of the data (PSCA, 2019).  
Fifthly, there are no uniform and universally acceptable conditions or 
requirements for surveillance for public safety and security purpose 
(Zehnder, 2010). 
Sixthly, no technical standardization is possible due to rapid developments 
in Artificial Intelligence (AI), Machine Learning (ML), image processing as 
well as due to variation in costs and designs of surveillance systems 
(Feldstein, 2019).  
Seventh and lastly, adoption of technology, among the criminal justice 
system actors, is not uniform, therefore, Police, prosecution, defense lawyers 
and courts may be on different pages from one another. 
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It is important to keep these limitations in mind while discussing surveillance 
systems and their potential use and abuse by the users and subjects of 
surveillance anywhere.  
2.12. Surveillance in Pakistan 
In Pakistan, first Islamabad Safe City Project was deployed in the 
capital of the country, Islamabad, in May 2015. On October 11, 2016, Lahore 
Safe City Project was operationalized in the second most populous city of 
the country with 11.1 million population (Statistics, 2017). The government 
of the Punjab has launched seven more such safe cities projects in major city 
centers of the province which cover a population of 30 million people thus 
almost 40% population of the Punjab will be under surveillance through 
cameras after completion of these projects within a couple of years, 
expectedly. Surveillance through Cameras is one of the key components of 
these Safe Cities Centers to be managed by Punjab Safe Cities Authority, a 
statutory body established on July 26, 2015 by an ordinance and then by an 
act of the Provincial Assembly  
2.13.    Legal Framework for Surveillance in Pakistan 
Following are well known laws related to video surveillance in 
Pakistan.  
2.14. Monitoring and Reconciliation of Telephony Traffic 
Regulations (2010) 
Section 4 of the Monitoring and Reconciliation of Telephony Traffic 
Regulations (2010) obliges each local and international service provider to 
ensure the monitoring of all data. It is still to verify if video application data of 
all calls is being monitored and stored by all international service providers. 
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2.15. The Investigation for Fair Trial Act (2013) 
Subjected to permission from a court, this law empowers the 
designated law enforcement agencies of Pakistan to have access to data, 
emails, telephone calls, and any form of computer or mobile phone-based 
communication, subject to a judicial warrant. The agency can lawfully put 
surveillance apparatus in motion wherever its official has ‘reasons to believe’ 
that a citizen is, or is ‘likely to be associated’ with, or even ‘in the process of 
planning’ an offence under Pakistani law. 
2.16. The Prevention of Electronic Crimes Act (2016) 
As part of the National Action Plan (NAP) against terrorism which was 
developed after the deadly December terrorist attack on the Army Public 
School in Peshawar in 2014 in which 132 children were killed by terrorists, 
the Prevention of Electronic Crimes Act (PECA) was enacted on August 11, 
2016.  
Under Section 34 of the PECA 2016, the Pakistan 
Telecommunications Authority is empowered to block or remove access to 
information "if it considers it necessary in the interest of the glory of Islam or 
the integrity, security or defense of Pakistan or any part thereof, friendly 
relations with foreign states, public order, decency or morality.”(PECA, 2016)  
Section 36 permits "Real-time collection and recording" of data: "[if a 
Court is satisfied on the basis of information furnished by an authorized 
officer that there are reasonable grounds to believe that the content of any 
information is reasonably required for the purposes of a specific criminal 
investigation, the Court may order, with respect to information held by or 
passing through a service provider, to a designated agency as notified under 
the Investigation for Fair Trial Act, 2013 (l of 2013) or any other law for the 
time being in force having capability to collect real time information, to collect 
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or record such information in real-time coordination with the investigation 
agency for provision in the prescribed manner."(PECA, 2016)  
Section 38 provides: "Notwithstanding immunity granted under any 
other law for the time being in force, any person including a service provider 
while providing services under the terms of lawful contract or otherwise in 
accordance with the law or an authorized officer who has secured access to 
any material or data containing personal information about another person, 
discloses such material information to any other person, except when 
required by law, without the consent of the person concerned or in breach of 
lawful contract with the intent to cause or knowing that he is likely to cause 
harm, wrongful loss or gain to any person or compromise confidentiality of 
such material or data shall be punished with imprisonment for a term which 
may extend to three years or with fine which may extend to one million rupees 
or with both. 
Provided that the burden of proof of any defense taken by an accused 
service provider or an authorized officer that he was acting in good faith, shall 
be on such a service provider or the authorized officer as the case may be." 
(PECA, 2016) 
Section 39(1) allows for the sharing of “electronic communication or 
data or for the collection of evidence in electronic form” with any foreign 
government “24 x 7 network, any foreign agency or any international 
organisation or agency for the purposes of investigations or proceedings”. 
(PECA, 2016) 
Section 39 (2) permits the government to “forward to a foreign 
government….any information obtained from its own investigations if it 
considers that the disclosure of such information might assist the other 
government, agency or organisation etc.” (PECA, 2016) 
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The PECA 2016 provides for a judicial warrant to access data by a 
designated agency.  
Section 29 provides: "A service provider shall, within its existing or 
required technical capability, retain its specified traffic data for a minimum 
period of one year or such period as the Authority may notify from time to 
time and, subject to production of a warrant issued by the court, provide that 
data to the investigation agency or the authorized officer whenever so 
required." (PECA, 2016) 
From an oversight perspective, integrity and preservation of retained 
data is an important aspect of electronic surveillance which has implications 
for privacy rights of the citizens. 
2.17. The Electronic Transaction Ordinance (ETO) 2002)  
Section 5 and Section 6 of the ETO 2002 imposes data retention 
requirements: 
“The requirement under any law that certain document, record, 
information, communication or transaction be retained shall be deemed 
satisfied by retaining it in electronic form if: 
(a) the contents of the document, record, information, communication 
or transaction remain accessible so as to be usable for subsequent 
reference; 
(b) the contents and form of the document, record, information, 
communication or transaction are as originally generated, sent or received, 
or can be demonstrated to represent accurately the contents and form in 
which it was originally generated, sent or received; and 
(c) such document, record, information, communication or 
transaction, if any, as enables the identification of the origin and destination 
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of document, record, information, communication or transaction and the date 
and time when it was generated, sent or received, is retained”.(ETO, 2002) 
In Pakistan, telecommunication service providers are operating under a 
license awarded by PTA. Since 2004, retention of data and access to PTA 
was a standard requirement for running operations in Pakistan.  
The PECA 2016 has been criticized by the human rights organizations as it 
subsumes larger areas including national security, blasphemy, online 
harassment and cybercrimes and gives wide ranging powers to law 
enforcement agencies for surveillance and access to private data impinging 
upon privacy rights (International, 2019). However, it also makes 
international cooperation possible which was the missing element in the 
Pakistani laws. 
2.18. Video Surveillance of Public Spaces 
About legality of video surveillance or protection of privacy rights there are 
no challenges faced by the PSCA so far. There is no mention of inviolability 
of privacy at public places. Article 9 of the chapter 2 of the Constitution of 
Pakistan provides that no person shall be deprived of life or liberty save in 
accordance with law (Constitution Pakistan, 1973). The video surveillance 
does not restrict the limit their liberty in conventional terms but it is designed 
to provide data about activities and movements of persons to the state 
agencies when they demand this data for lawful purposes. The system 
operators may focus on a specific person or vehicle at any point of time with 
the help of advanced artificial intelligent system and other software to monitor 
and analyse this data for security purposes.  
The people who are under surveillance through cameras are not fully aware 
with all intended and unintended consequences of this data collection, 
preservation and sharing with other law enforcement agencies. It is 
presumed that they can look at the CCTV cameras and word like “Safe City 
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Spot” is printed on each pole to explain that they are under surveillance. 
Through TV programs and interviews they have been informed. Intended 
purpose may include prevention and detection of crimes and use of data for 
maintaining law and order situation or management of important public 
events at public places which are under the range of such cameras. The 
unintended consequences may arise if some videos through these cameras 
are being leaked which might compromise the integrity of the systematic 
protection of data collection and preservation. Multiple uses of such data, 
easier and long-term preservation of data creates more discomfort for the 
people who happen to be there at any point of time.  
2.19.   Privacy Vs Surveillance 
Focus in this research is on Lahore Safe City Project keeping in mind the two 
divergent concepts of privacy and video surveillance. Proponents of Privacy 
rights express that Article 12 of the United Nation's Universal Declaration of 
Human Rights prohibits installation of video surveillance systems in public 
places. It states that "No one shall be subjected to arbitrary interference with 
his privacy, family, home or correspondence, nor to attacks upon his honor 
and reputation. Everyone has the right to the protection of the law against 
such interference or attacks” (UNDHR, 1946). But individual privacy rights in 
case of criminal activity are contradictory to the surveillance requirements 
and security concerns. To cite few examples, USA development of Uniting 
and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism Act of 2001, commonly known as The USA 
Patriot Act (USA, 2010), European Cyber Crimes Law (EU, 2011-2019) and 
in the Protection of Pakistan Act 2014 (POPA, 2014) clearly prefer security 
over civil liberties under these laws (van den Broek et al., 2017).   
On the other side, it can be argued that increased security environment is 
also a precondition for protection of privacy rights of the population at large. 
It is about control through information gathered through digital means. By 
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increase in control over public spaces, it becomes convenient to maintain 
social security. Bowyer postulated that for protection of privacy, it is required 
to understand potential of technology for security and prevention of abuse 
(Bowyer, 2004). Here also arises the increased need of encryption of data 
and anonymity which can help in increased security.  
In Punjab, no district had any comprehensive electronic surveillance system 
in place until October 2016 (PTV, 2016). Sporadic and privately arranged 
cameras were installed at some places but without any robust system of 
monitoring and data management. There was no surveillance system 
because of many factors including technical inability to design and implement 
an innovative system, cost of investment and political will to invest in civilian 
capacity building at large scale.  Consequently, there is no base line to 
compare and analyze status of privacy rights with and without Lahore safe 
city project and its surveillance mechanism. In the absence of any such study 
and data, there are challenges in strategic planning, management, law 
making process and implementation of such laws. For some people, there is 
a fundamental question to ask about cost and benefit analysis of 
contemporary surveillance methods in light of the fast-growing demand for 
safety and security in the urban areas of Pakistan for promoting business 
and recreational activities which is not within the scope of this research. 
2.20. Legality of Evidence Management 
In due course of time, courts will be dealing with such evidence more 
frequently and shall encourage investigators and prosecutors to rely more 
and more on forensics evidence. As per PSCA, from 2017 to 2019 in 16125 
cases, electronic evidence is provided to investigators to be used in the 
courts of law in Lahore. Soon, preservation and presentation of such 
evidence shall come under question increasingly. PSCA is taking necessary 
pre-cautions for protection of data but there is also need to ensure that 
standard operating procedures are regularly updated and implemented in 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 41 
letter and spirit to pass strict scrutiny of law. In this respect significant steps 
were taken by PSCA. 
PSCA started engaging legal fraternity on board envisaging these issues 
much earlier during execution of this project. At least three stakeholder 
consultative sessions were held in 2016, 2017 and 2020 to share the legal 
concerns with the prosecutors, Attorney General’s office, judges and legal 
fraternity (PSCA.TV, 2019). Consultations held and a draft was prepared 
about the process of collection, preservation, sharing and dissemination of 
the electronic evidence by a committee of experts from each organisation 
criminal justice system. The committee was formed to come to a common 
ground unanimously discussing all the relevant laws and implications of the 
electronic evidence available through cameras of Lahore Safe City Project. 
Details were also discussed with Judicial officers at the district.  
As a result, two significant outputs were achieved. Firstly, an amendment 
was proposed through the Provincial Government to amend the Qanoon I 
Shahadat Order of 1984 in section 164 to declare evidence collected with the 
help of modern devices admissible in a court of law. This amendment was 
approved by the Federal government and following was added in the Section 
164. “Production of evidence that has become available because of modern 
devices, etc.: In such cases as the Court may consider appropriate, the Court 
may allow to be produced any evidence that may have become available 
because of modern devices or techniques (QSO, 1984). 
Although the admissibility is at the discretion of the court but recent case of 
a young girl Zainab Fatima in Kasur is a proof of wide acceptance of any 
circumstantial and forensic evidence by the courts for conviction of the 
accused in this high-profile rape with murder case (PSCA.TV, 2019). 
Similarly, there are more than 200 evidences being provided by the PSCA to 
investigators of Lahore in cases of street crimes to cases related to Anti-
Terrorism Courts (PSCA, 2019). 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 42 
Second important development by PSCA is to develop a comprehensive 
mechanism to preserve and share electronic data. The board known as the 
“Authority” approved Electronic Data Analysis Regulations (EDAR) 2016 
which clearly define the process, chain of custody, procedures and 
certification to provide electronic evidence to the authorized applicants. Since 
then these regulations are used without any complaints and continuous 
training is in progress for prosecutors, investigators and Judges by PSCA as 
envisaged in these regulations, first of its kind in Pakistan. Main purpose 
behind these regulations is protection of data and privacy of information 
which is ensured through this elaborate process which is just a beginning 
and open to test of time and interpretations by the experts of CJS. It is a first 
attempt in Pakistan to proactively address the public privacy as well as data 
protections issues and all stakeholders are appreciating this development 
(DPP, 2018).  
2.21. Use or abuse of Authority 
Human rights activist groups in the Punjab, so far, are at a bay from such 
technological developments and use of highly definition surveillance camera 
system through Safe Cities Projects. PSCA has also developed for first time 
in Pakistan, Data and Privacy Protection Procedures (DP3) in consultation 
with legal practitioners’ community in 2020 (DP3, 2020). PSCA has strongly 
advocated for the protection of data and privacy since 2016, when it installed 
first IPNV cameras for mass surveillance in city of Lahore. There was a case 
filed in Lahore High Court to question about Privacy procedures of PSCA and 
how data management is being taken care of at PSCA (DAWN, 2019). PSCA 
has responded with details about DP3 and EDAR 2016 (DP3, 2020). PSCA 
has also informed the Court about steps taken by the Authority for proposed 
changes in the Constitution of Pakistan to expand the meaning of Privacy in 
the constitution and allowing for protection of fundamental right of Privacy of 
citizens of Pakistan at all places rather limiting it to boundaries of home only. 
In addition, PSCA has also requested the Law Department to include PSCA 
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as an expert institution under section 510 of Criminal Procedure Code 
(Cr.P.C) 1898 so that digital evidence provided by the PSCA becomes per 
se admissible in courts of law (DP3, 2020). 
There will be a need to highlight the inherent risks involved in any mass 
surveillance system, which may arise due to individual performance of Police 
Communication officers (PCOs) and technical officers who are handling such 
sensitive data. There is a realistic probability that any of them turn rogue and 
violate the procedures of surveillance and compromise privacy of data 
(Surette, 2005). In Pakistani society, if we only consider the gender 
perspective, it is a matter of honor and shame if pictures of any female are 
floated without their consent. It will erode credibility of the PSCA if such acts 
are committed by any individual of PSCA. Similarly, another example is about 
road accidents and their effects on the society. So far there are no sound and 
robust insurance policies and the implementation is even less rigorous in 
Pakistan about damages to parties involved in the accidents on the roads. 
With increased awareness, people will benefit from this surveillance system 
and with appropriate accountability; it is possible that drivers start acting in a 
more responsible fashion. Conversely, many of the minor incidents go 
unrecorded in Police records and incidents are resolved among the parties 
by mutual negotiations informally, and time on the spot. If people are aware 
that video evidence can be made available when they need it in case of a 
road accident or eventuality, as is the case in UK where insurance 
companies are encouraging drivers to install cameras to monitor their 
performance and events, they may resort to lawful resolution, and rightly so, 
but it will increase the work load for Police. If Police Communication officers 
(PCOs) and their supervisors do not act in a responsible manner, social 
implications of leaking of videos of people on any platform may cause 
mayhem. 
Similarly, some technological glitch may occur or irresponsible behavior of 
any technical or administrative handler as can happen like any other such 
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facility. However, this possibility remains valid if a weapon is handed over to 
any Police officer who may abuse the use of force procedures. This risk is 
mitigated generally, by recruiting right persons, imparting proper trainings 
and monitoring the conduct of officers in such organizations. These 
measures, however, only minimize the risks but do not eliminate the risks 
completely.  
Other than recruitment, training and monitoring in the PPIC3 Centre, PSCA 
makes efforts to keep a check on background of the operators and handlers 
through intelligence agencies as well as by monitoring their everyday 
performance, however, it is a continuous and unending process. PSCA also 
claims that the existing set up has end to end encryption of video surveillance 
from technical perspective. Officers are also provided special trainings about 
privacy issues and PSCA is probably only organization in Punjab and even 
in Pakistan, which has a Privacy policy which is available online for everyone 
to access (Policy, 2016). It’s a first such attempt in Pakistan as video 
surveillance data of this volume is not available under any framework. 
PSCA’s Privacy policy is in the form of questions and answers and PSCA 
confirms that it does not share or sale personal identification information of 
individuals with any third parties nor uses it for any other purposes than 
security (Policy, 2016). 
This discussion of surveillance and privacy is based upon the principal of 
protection of psychological need to feel safe in real and virtual space from 
undesired interference. Hence, development of a secure space for trust 
building and intimacy to promote a healthy society where individuals’ rights 
are protected and it can be justified on moral and utilitarian perspective 
(Stahl, 2007). In the presence of 8000 cameras in public places of Lahore, it 
is rightful expectation of people that their privacy rights in public spaces, 
though not mentioned in so many words in the constitution of Pakistan, shall 
be protected by the responsible authorities of PSCA. 
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Literature shows multiple links between surveillance and privacy (Richards, 
2013). Privacy in Public is not accepted as a valid reason to shun deployment 
of surveillance networks by the academics and the courts in the international 
arena. There is enough guidance available in international literature and best 
practices set by other countries to maintain the same. It is desirable to set 
high standards of protection of Privacy rights of public by acting with great 
care and caution as any leakages or breaches of system undermine the trust 
of the people in this modern endeavor for public safety and security (S. Khan, 
2019). In addition, any violation of this trust will also stall such technological 
development and improvements in Police service delivery. 
  




Mass Surveillance: Demand and Designs  
Recent conflicts in the world starting from 9/11 events provide sufficient 
evidence to mention that today’s security environment is much different than 
the security environment of last century. Technological developments and 
means of communications have changed the world rapidly. Some trends like 
urbanization, terrorism and natural disasters have altered the security 
landscape not only in Pakistan but globally. Some of the factors are 
explained below: 
3.1. Growing Urbanization 
World population is fast moving from rural areas to urban areas. Year 2007 
is important milestone when global population in urban areas was more than 
rural population in the world (Nations, 2014, 2018). Global population is 
growing very slowly, at the pace of 0.04% per annum. Global population is 
expected to be 9.7 billion till 2050 and will nearly around 11 billion in 2100 
(Nations, 2017, 2019; Roser, 2019). According to another estimate, by 2050, 
the urban dwellers/residents will constitute 86% of the population in the more 
developed regions and 64% of that in the less developed regions (Nations, 
2018) With their capacity to generate wealth and attract lucrative 
investments, cities have become the nexus of economic as well as political 
power (UNCTAD, 2017).  
Cities are offering better opportunities and growth options due to availability 
of better physical and social infrastructures and fast-growing population are 
primary reasons of urbanization (Candela; Ivan Turok, 2013).This is also 
applicable in case of Pakistani cities. Three biggest cities of Pakistan, 
Karachi (20%), Lahore (12%) and Faisalabad (10%) house 40% population 
of Pakistan. Karachi alone contributes 21.7% to the total urban population of 
Pakistan, while the city of Lahore contributes 12.7% (Bahrawar Jan, 2008; 
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Sawe, 2019).  In 1998, 32.5% of the country was urban, which is expected 
to grow to 50% by 2030 (Ahmed, 2013). The rapid pace of urbanization 
brings its own set of problems, inter alia, traffic congestion, cyber security 
risks, crowd management and organized crime. It has put a strain on existing 
infrastructure and adds to the human cost of accidents and disasters. 
Conventional methods of policing are not robust enough to address the 
challenges caused by rising urbanization in what have now become mega 
cities. It has become imperative to incorporate an efficient safety and security 
system into the urban infrastructure which can meet the new challenges 
through minimum emergency response times and smooth flow of required 
information to law enforcement agencies, decision makers and the citizens  
3.1.1. Globalization 
Another important factor that is challenging conventional ways of policing is 
the phenomena of globalization which has an impact on everything from way 
of doing business to implementing safety solutions. It has led to more 
interconnectedness between different regions of the world, integrated 
markets, technology sharing and given rise to a global economy where an 
economic downturn in one part of the world can trigger drastic changes in 
other areas of the world. Globalization is not only limited to the area of 
technology and economies but has affected security as well (Cîrdei, 2019). 
This growing inter-dependence and enhanced connectivity means that no 
country can progress efficiently in isolation from the rest of the world. Security 
issues now transcend boundaries which points to the fact that public safety 
agencies now must actively collaborate locally, nationally, and globally to 
address common threats (Kozlowski, 2012; Light, 2014). There is an urgent 
need for cross agency collaboration within the country as well to defeat the 
changed nature of threats. Police, military, intelligence agencies and 
emergency services providing authorities, public and private, must share 
data with each other to have a comprehensive response to security threats 
(Richardson, 2015).  




Figure 1. Global cross-agency collaboration 
3.1.2. Terrorism 
Pakistan is victim of Terrorism since last four decades ((IEP), 2017; Hannah 
Ritchie, 2019) and it is a trans national phenomenon. Similarly, religious and 
sectarian militancy is no more restricted to particular geographical areas. 
Terrorism networks now span a number of countries having international 
repercussions such as capital flight worth billions, brain drain, emigration, 
lack of foreign investments, remittances etc. Pakistan, one of the worst-hit 
countries by terrorism, was ranked fifth on the Global Terrorism Index 
according to a report published in 2019 ((IEP), 2019). The unstable situation 
in Afghanistan also adversely impacts the security situation in Pakistan 
(Cheema, 2011; Hassan, 2001). In this situation, conventional policing 
methods and processes have been ineffective and need drastic changes to 
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3.1.3. Natural Disasters 
Other than man-made disasters like Terrorism, Natural disasters also cause 
serious threats to public safety (Nelson, 2018; Tipson, 2013).  According to 
a report, the global economic cost of natural disasters has been going up 
from the 1980s and is reported to be $1.7 trillion between 2001 and 2015 
(Richardson, 2015). In Pakistan, natural disasters have caused losses worth 
$14.2 billion (approximately PKRs. 1.5 trillion) in the last five years, till 2017 
it has inflicted loss of $28.29 billion (Wasif, 2017; Zaman; & Usman;, 2015). 
Pakistan is among the top ten countries severely hit by the Natural disasters 
(heat wave and extensive flooding) in 2012 and in 2013 (Kreft; et al., 2016). 
By adapting a proactive approach, prevention and response to such 
disasters can be improved. An integrated system of policing and security can 
help to significantly mitigate the economic and other cost imposed by natural 
disasters through predictive analysis as well as an effective emergency 
response system. The modern urban environment requires a system that 
helps in emergency forecast, advance warning of hazardous situations, real 
time monitoring of environment to predict disasters and accidents so that 
swift actions are taken to control damage. The conventional approach to deal 
with public safety falls short of required response to this threat (Richardson, 
2015). 
3.1.4. Public Safety Issues in Pakistan 
The new pressures created by a changed security environment have 
highlighted as well as exposed the limited capacity of existing infrastructure 
to deal with the new spectrum of threats, endangering public safety and 
security. The existing system of public safety measures is faced with, among 
others, the following problems: 
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3.1.5. Information gaps 
There are information gaps between different security agencies and 
departments of the government in Pakistan (NACTA, 2014). Normally, 
government departments are blamed for making plans in silos without 
collaboration with other agencies on related security threats  (NACTA, 2014). 
In the absence of an integrated system which enables sharing of important 
data across departments, it is difficult to develop timely responses to threats. 
3.1.6. Reactive Response 
The current system of security management is reactive in nature instead of 
being proactive (Rumi, 2015). Security tentacles are activated after an event 
has taken place. It lacks predictive ability and seldom gives advanced public 
warning about an imminent security threat (Rumi, 2015). However, a 
proactive approach developed through effective predictive analysis is very 
important for dealing with many public safety issues, from earthquakes and 
floods to prediction of crime etc. 
3.1.7. Lack of interaction between public and police 
In the existing public safety system, the interaction between the public and 
the law enforcement agencies is very limited and confined to specific 
religious events like Moharram or post event scenarios. These interactions 
are often restricted to a particular time when some emergency incident takes 
place. Therefore, the safety agencies remain mostly unaware of the evolving 
and changing important security issues faced by the public. It also hinders 
the flow of required information from the safety agencies to the public and 
vice versa. A smooth communication must occur between both the parties to 
develop effective responses to any potential threats.  
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3.2. Key Requirements of a Proposed Solution 
In the conventional system of security management, separate departments 
and authorities were responsible for dealing with different security situations 
e.g.  Fire protection, intrusion detection, traffic congestion, urban violence 
and Natural disasters like floods, earthquakes etc. Although modern 
technology and video surveillance was used for monitoring purposes, this 
infrastructure did not operate as a unified cohesive unit to deal with 
emergency situations (Einsig & Massott, 2005). 
In this backdrop, the proposed mass surveillance system was designed to 
address multiple issues. It was hinging upon measurable key outputs from 
policing perspective to make city of Lahore safer than before. The new 
integrated approach to policing was required to actively engage the public 
and to take their feedback to improve the security operations. Following are 
some key outputs of any proposed solution to deal with inadequacies of a 
traditional system in mega cities. 
3.2.1. Immediate access to relevant information 
Real time monitoring and using advanced analytical ability will ensure access 
to relevant information to decision makers in milliseconds thereby improving 
the quality of response appropriate to the developing situation.  
3.2.2. Surveillance of all serious incidents 
The ability to actually see the incidents as they develop in totality will enable 
commanders to make sound judgments. Increased situational awareness 
automatically results in better decisions.  
3.2.3. Decisive response 
Efficient Resource deployment coupled with better and useful availability of 
information translates directly into a decisive response, tailored for each 
situation. 
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3.2.4. Monitoring mechanism 
Real time locations of patrols as well as a state of the art Automatic Resource 
Location System will also inform commanders as and when units will become 
available. It will even cater for the upcoming shifts. This will result in better 
distribution of resources and deployment for maximum effect. 
3.2.5. Accountability 
Improved monitoring over deployment, optimum resource allocation, real 
time monitoring and electronic evidence collection will increase effetiveness, 
improve the quality of service, and at the same time, will make law 
enforcement agents and commanders much more accountable with the help 
of data.  
In order to deal with the changing security environment that has been created 
by the above- mentioned factors, many countries have adopted the idea of 
having a holistic and integrated approach to ensuring public safety, which is 
also popularly known as “Safe Cities”(UNHABITAT, 1996). 
3.3. Safe Cities and the United Nations 
Public safety has been a fundamental duty of governments across the world. 
It refers to the responsibility of the state to ensure the safety of its citizens, 
organisations and institutions against threats to their well-being as well as 
the traditional functions of law and order. With more than half the global 
population today living in urban areas, safe city is increasingly being 
considered essential in ensuring secure living and prosperity. Crime, 
violence and fear in cities pose significant challenges. The basic principles 
of good governance must find a direct application in any urban safety 
strategy, aimed at reducing and preventing common problems of crime and 
insecurity.  
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The United Nations, through its Habitat Agenda on Human Settlements, 
which was adopted at the Istanbul Conference, initiated a series of 
approaches and strategies to effectively reduce and eradicate violence and 
crime within the cities (UNHABITAT, 1996). The aim of the UN-Habitat Safer 
Cities programme is to reinforce personal safety and reduce fear by 
improving safety services and accountability to the community (Nations; 
Walker, 2005). The Safer Cities programme has the following building blocks: 
3.3.1. Building urban safety through urban vulnerabilities 
reduction 
The UN Safer Cities programme defines vulnerability as the probability of an 
individual, a household or a community falling below a minimum level of 
welfare (e.g. poverty line) or the probability of suffering physical and socio-
economic consequences (homeless or physical injury) as a result of risky 
events and processes (as forced eviction, crime or flood). Paying special 
attention to urban vulnerabilities and violence shall reduce the probability of 
crime and ensure a secure and safe city environment.  
3.3.2. Building urban safety through urban planning, 
management and governance 
Sustainable urbanization, by emphasizing inclusive, participatory urban 
planning and local development practices, incorporates policy-making and 
strategy development. This, in turn, promotes institutional and organizational 
development, resource planning and management in order to enhance 
efficiency in governance.  
3.3.3. Improving the governance of safety 
Enhancing urban safety and social cohesion are issues of good urban 
governance. They intend to create a city where safety is improved for its 
citizens and neighborhoods, where there is fearless interaction among 
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people and groups. These are prudent aspects of good governance which 
create an enabling environment for the inhabitants of the city, allowing 
improved quality of life and fostering economic development.  
However, now a days, safe and smart cities have little different connotations. 
3.4. What is a Safe or a Smart City? 
 Since some time, there is no specific definition of a “Safe City”. The 
idea of safe cities could be realized in more than one way depending upon 
how one defines a “Safe City”. Similarly, there is also a term in use “Smart 
Cities”. Smart and resilient cities, sustainable cities are also interchangeable 
terms depending upon the context and motive of the defining agency or 
organization. Some of the definitions of smart cities are given below: 
“Smart Cities have been characterized and defined by 
a number of factors including sustainability, economic development and a 
high quality of life. These factors can be achieved through infrastructure 
(physical capital), human capital, social capital and/or Information and 
Communication Technologies (ICT) infrastructure,” (Batty et al., 2012; Dinda, 
2008; Hollands, 2008). 
“The Smart City is a process, or series of steps, by which cities 
become more “livable” and resilient and, hence, are able to respond quicker 
to new challenges. Thus, a Smart City should enable every citizen to engage 
with all the services on offer, public as well as private, in a way best suited 
to his or her needs” (Bennett et al., 2017)  
“A city that monitors and integrates conditions of 
all of its critical infrastructures – including roads, bridges, tunnels, rails, 
subways, airports, seaports, communications, water, power, even major 
buildings – can better optimize its resources, plan its preventive maintenance 
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activities, and monitor security aspects while maximizing services to its 
citizens” (Deakin & Leydesdorff, 2013).  
“Smart City is a high-tech intensive and advanced city that connects 
people, information and city elements using new technologies in order to 
create sustainable greener city, competitive and innovative commerce and 
an increase in quality of life with a straightforward administration and 
maintenance system of city” (Letaifa, 2015; Townsend, 2013).  
There are many indices in the market supported by various commercial firms 
who define the concept in their own ways and have different indices to define 
Safety. “The indicators fall into four broad categories, or pillars: personal, 
infrastructure, health and digital security. Within each pillar, the relevant 
indicators are grouped into inputs of safety, such as policies or personnel 
dedicated to some aspect of security, and outcomes, which is anything from 
air pollution levels to crime rates” (Economist, 2019). 
Same is the case with Smart Cities. Here both terms are used 
interchangeably. Fundamental concept here is to create an Integrated 
Command, Control & Communication Programme (IC3) which collects and 
shares information and data with different sources. In case of Lahore it is 
designed, implemented and operated by Punjab Police Department. 
Relevant government departments, traffic management authority, 
intelligence sources as well as other public and private organizations use 
available information to develop more effective and efficient responses to 
any kind of security threat. Using modern technology, video surveillance 
systems and communication system, it helps to deal with an array of security 
risks in real time. Apart from enhancing the ability to respond quickly to an 
emergency situation, it greatly reduces the burden on state and its resources 
as information is centrally stored and actions are directed through a central 
command authority. 
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3.4.1. Integrated Solution 
Under the Safe City concept, these technologies are operated by a central 
control and command authority which is involved in the real-time monitoring 
of potential emergency situations and responds to them in swift manner to 
minimize damage and costs (PSCA., 2015) (PPIC3, 2015). The central 
command authority serves as a hub of data through which information is 
collected, disseminated and feedback is received. In other words, it is a 
multipurpose solution for all security issues faced by a city and is centrally 
controlled by an authority. It can be said, therefore, that the Safe City concept 
embodies an integrated solution to the problems related to public safety in 
urban centres. It enables disparate systems to coordinate and collaborate 
with one another to establish a mechanism of smart policing for modern 
cities.  
3.4.2. Smart Policing  
For this research, a safe city is one which makes the security and public 
safety of people as first priority. It also creates a secure enabling environment 
in which businesses thrive and quality of life improves as compared to other 
cities employing traditional and modern techniques and tools for sustainable 
growth and better management of resources to address challenges of urban 
centers. Its multiple components include a joint operations center for 
reduction in response times in case of emergencies, swift service delivery, 
real time monitoring of potential security risks at key locations, timely 
resolution of traffic related problems like accidents, congestion and choke 
points, effective crowd management and riot control.  
The safe city embodies the idea of smart policing where the potential of 
advanced technologies is harnessed and the capability of law enforcement 
teams and emergency services is enhanced in order to secure urban 
environment. However, the existing management framework was not 
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sufficient to implement this idea on strategic basis so a new way of 
management was required.  
In case of Pakistan, this concept was realized in Lahore which houses a 
large-scale surveillance project to transform the existing business processes 
of Police in the city of Lahore from age old manual and human memory-
based system to a digitalized platform to improve Police services by setting 
up an autonomous government body, first of its kind, in the country. 
3.5. Punjab Safe Cities Authority 
In keeping with the Safe Cities concept and to meet the security challenges 
of a modern urban environment, an authority was established under the 
Punjab Safe Cities Ordinance 2015 for the development, construction, 
installation and maintenance of Integrated Command, Control and 
Communications Programme throughout the province.  
Figure 2. Organizational Contours 
The Ordinance was enacted on July 07, 2015 and later turned into an Act of 
Provincial Assembly of Punjab province on February 06, 2016, with its 
governing body, executive and management setup.  
Unlike any other public sector organisation, PSCA has defined five core 
values and stress is on practice these values in letter and spirit. PSCA has 
Vision Mission Values 




The PSCA improves law 
enforcement capacity of 
Punjab Police to ensure 
timely response to 
emergencies & crime 
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the mandate to establish, develop and maintain integrated command, control 
and communication system (PPIC3) for Police in major cities of the province 
for public safety. It is a project of providing security and to improve quality life 
through economic development with the help of advanced technology, 
infrastructure and innovate business process.  
Change in Police Culture is expected by change in business process of 
operations, investigations, traffic and security matters of Lahore Police as 
first pilot project. It was decided to appoint a full time Managing Director and 
Chief Operating Officer with skilled staff to effectively manage the affairs of 
the Authority and develop security of Lahore on the concept of Safe Cities 
(PSCA, 2019). 
3.5.1. Board Members 
According to PSCA Act of 2016, there are fourteen board members in the 
Authority. Chief Minister of the Punjab is the “Chairperson of Authority”. Chief 
Secretary Punjab is the “Chairperson of Executive Committee”. Provincial 
Police Officer Punjab, an officer of the rank of Inspector General of Police, is 
the “Chairman Management Committee”. A Deputy Inspector General or 
higher Rank police officer is the Managing Director of the committee and 
Chief Operating Officer is the Secretary of PSCA.  The mandate of PSCA is 
to plan, develop and maintain PPIC3 Central operations are run by District 
Police. (Annexure - I) 
3.5.2. Budget 
The total budget of PSCA is PKR 385 million. However, the budget of PPIC3 
Lahore and Kasur is PKR 17,520 million.  
3.5.3. PPIC3 Centre Lahore 
The overall objective of the Punjab Police Integrated Command, Control and 
Communication Centre (PPIC3) Lahore program is to modernize the 
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infrastructure, systems and capabilities for the police to proactively manage 
the security situation and to professionalize the police response to incidents 
by moving towards directed and mission-focused deployment of resources. 
PPIC3 brings together an innovative Concept of Operations (ConOps) 
(Shahzad, 2017), quality focused business processes with an integrated 
technical solution to provide an operational solution that delivers new 
technology and infrastructure to provide real time information and intelligence 
to facilitate field commanders, to make evidence-based decisions. 
3.5.4. Technological Components 
In the Punjab, a first-of-its-kind initiative was undertaken by the Punjab Police 
to develop an intelligent command, control and communications 
infrastructure initially in the provincial capital city of Lahore, and subsequently 
in the larger cities to enable smart and efficient utilization of resources in 
order to increase the level of safety and security for its citizens as well as to 
increase economic investment, both local and foreign. 
Figure 3. Data Sources and sharing by PSCA 
Initially in 2012, the project was conceived as a mere CCTV monitoring 
project to be established in Lahore. However, the Safe Cities concept calls 
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increased in 2013 to develop an integrated command, control and 
communications setup. Thus, the Punjab Police Integrated Command, 
Control and Communications (PPIC3) Programme was initiated to cater for 
this requirement. In 2014, the Project Management Unit (PMU) for PPIC3 
was established for the development, construction and maintenance of the 
first PPIC3 Centre to be constructed in Qurban Lines, Lahore. The project 
was not moving forward till July 2015 due to one reason or the other and the 
government of the Punjab decided to bring new leadership for the project in 
the form of a new Project Director on July 23, 2015. 
The new Project Director took on board the services of technical and civil 
works consultancy firms. The unit thus undertook to develop a technology 
based cum cost-effective solution for an intelligence-led command 
infrastructure to secure the cities. 
3.5.5. Concept of Operations 
The objectives of the Punjab Police IC3 Programme were set to bring 
together an innovative Concept of Operations (ConOps) (Shahzad, 2017), 
quality focused business processes with integrated cutting-edge technology 
to provide an operational solution that delivers:  
i. New technology and process infrastructure to provide real-time 
information and intelligence through surveillance and other means to 
facilitate field commanders making evidence-based decisions in 
operationally critical situations  
ii. Ability to have access to and share information within the 
Punjab Police departments as well as external agencies to ensure seamless 
service delivery to the public and a timelier and effective response  
iii. Provision of information and intelligence to ensure that 
informed decisions are made by the police with regard to priority and 
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allocation of the most appropriate resources in response to calls for 
assistance  
iv. Provision of high-quality emergency response systems to the 
residents and visitors to Punjab and specifically Lahore  
v. Delivery of flexible business and operational systems that can 
evolve and expand with the evolving needs of the country  
vi. Increased capacity that acknowledges foreseeable growth for 
policing and security services  
vii. Design and implementation of a consolidated IC3 
organizational operating model to optimize cross agency coordination 
communication, and effectiveness of public safety and emergency services 
delivery. The envisaged scope of technologies to implement this ConOps is 
provided in (Annexure - II). 
3.5.6. Guiding Principles 
The PPIC3 Centre was designed and developed to achieve the objectives of 
the surveillance programme by following these guiding principles: 
i. By adopting a long-term proactive approach rather than 
creating ad-hoc relationships in response to a developing crisis, this strategy 
promoted a forward thinking, long-term proactive response supported by 
strong personal and institutional relationships and timely shared analysis. 
ii. By creating a shared understanding, it desired to harness the 
range of talents in Punjab Police and perspectives available to provide 
breadth, depth and resilience to continuous analysis, planning, delivery and 
assessment of public safety situation.  
iii. By undertaking outcome-based thinking it resolved that 
activity conducted by all the stakeholders within our strategy is based and 
judged on the achievement of progress towards agreed objectives and a 
unified vision.  
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iv. By engaging in collaborative working the team worked 
toward achieving our objectives by fostering strong inter-personal 
relationships, institutional familiarity, trust, transparency and personal 
investment. 
v. By understanding the operating environment, the mechanism 
for dealing with security situations incorporates modern approaches that 
were effective in responding to threats in a complex, dynamic and 
unpredictable environment.  
vi. By involving communities, aim was to deliver security and 
safety in a way that reassures all communities and actively engage people 
in developing security approaches. 
3.5.7. Governance of Technical Solution 
The governance aspect for the Punjab Safe Cities Authority contains the 
following project streams:  
i. Organization development by bringing in suitable skill sets  
ii. Facility development to house the operations and technical 
components 
iii. Technological Development of infrastructure within the Centre 
iv. Business model of each technological module  
v. Process Development for each technical and operational 
aspect 
vi. Cultural Transformation through business change 
vii. Capability and capacity development  
3.6. Components of PPIC3 Centre – Safe City Project Lahore 
3.6.1. Police Surveillance System 
 Safe Cities are laced with modern surveillance systems, video 
surveillance cameras, intruder detection, face recognition and automated 
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license plate recognition and a number of other software which provide 
enhanced situational awareness to Police Officers and emergency response 
teams. The surveillance network and equipment collect data in the form of 
images or videos that are monitored in real time in a strategic operations 
monitoring suit situated in command and control center to detect threats and 
develop quick responses.  
 Operations Monitoring Centre in the PPIC3 Centre is structured in a 
way which allows the use of video surveillance recordings for data 
visualization, real time collaboration and deep analytics. This ultimately helps 
Lahore Police, and other civil and military agencies in effective decision 
making. Collaborative monitoring is an important component of safe city 
project. In many cities, private organizations like hospitals, universities, 
transport authorities and shopping malls have deployed their own 
surveillance systems for ensuring security of their own property and for 
smooth running of the operations. For example, Metro bus Lahore and 
Greater Iqbal Park have installed cameras for video surveillance on their 
metros, stations and public places. Under collaborative monitoring, PPIC3 
Centre can collect information from these multiple sources and uses them to 
create quick responses to any incident.  
3.6.2. Network and Integration 
 This is the most important part of PPIC3 programme. Network 
connectivity enables the transfer of information and data from the 
surveillance equipment and field sensors to the PPIC3 center on the basis of 
which further decision making and resource allocation takes place. It forms 
the backbone of the Safe City system, as coordinated actions to handle 
emergency situations and threat mitigation cannot occur without 
uninterrupted connectivity infrastructure. It is absolutely essential for 
effective command and control to have a reliable, resilient and effective mode 
of communications between the central command and the field units. For this 
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purpose, the PPIC3 is equipped with a communications system based on the 
cutting-edge technology available.  
3.6.3. Data Centers and Hubs 
 The data Centre of Safe City Programme is the warehouse where all 
the information and data collected from various surveillance sources is stored 
or processed for further action. This Centre consists of all the systems that 
are required by the Police to operate video management software (VM) and 
the video analytics application (VA), the automatic number plate recognition 
application (ANPR), the automatic vehicle location system and other 
software. The data Centre requires sufficient space and capacity in order to 
perform the required functions: storage, retrieval of information and analysis 
of collected information, images and videos etc.  
3.6.4. Police Telecommunication System 
 As part of PPIC3 centre project, the Capital City Police Lahore has 
latest generation wireless solution based on public safety LTE-Advanced 
technology. Issues of low signal strength, sporadic coverage and lack of 
facilities has been resolved through an expansive network of 
communications which includes high speed data transfer in addition to high 
quality voice transmission while maintaining spectrum efficiency. The 
wireless sets are thus data enabled, and equipped with built-in cameras, 
GPS location services and also user login system which allows automated 
resource management systems (ARMS) to be employed for public safety and 
security operations. All the patrolling vehicles as part of operations and 
investigations, including Police Emergency Response Unit (PRU), are being 
provided Mobile Data Terminals (MDTs). These terminals are directly 
connected with the PPIC3 Center through wireless communications and 
have access to important databases such as Criminal Record Data, Stolen 
Vehicles database, biometric verification systems and also video and voice 
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communications. Vehicles thus equipped have improved police productivity, 
effectiveness and efficiency, and decrease the time to provide service to 
public. 
3.6.5. Traffic Management System 
PPIC3 Lahore is also equipped with a modern, intelligent Traffic 
Management System. The system is equipped with digital traffic signals of 
Lahore city, as well as with advanced Automated Number Plate Recognition 
System (ANPR), Red Light Monitoring System (RLMS), Journey Time 
Monitoring System (JTMS) and Variable Messaging System (VMS) in line 
with the most advanced smart urban traffic management technologies. The 
system ensures that traffic is routed in the most “free-flowing” manner 
possible, diverted to the shortest route in case of blockages, road works, etc. 
The citizens are able to monitor and plan their journeys in real time through 
android applications and through public Radio FM 88.6 live working round 
the clock. VMS display screens inform the motorists of the traffic situations 
at various locations and warn them in advance of any impediments further 
along their journeys along with what routes to take. 
3.6.6. Electronic Enforcement Mechanism 
Going hand in hand with smart traffic management is electronic 
enforcement. Violations are recorded through ANPR cameras for evidence 
purposes, vehicle number plates read and fine ticket commensurate with the 
offence is dispatched to the mailing address of the owner. This is all 
automated system and executed electronically. This ensures uniform and 
effective traffic law enforcement. 
3.6.7. Special Field Assets 
The PPIC3 is also equipped with unmanned aerial vehicles which 
monitors the traffic situation of the city and enables the operational 
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commanders to have real time view of the traffic loads and any hindrances 
that require immediate attention. This solution also includes other field assets 
for monitoring dynamic events and other crises situations. This helps in 
considerable savings of time and fuel costs of commuters and increase 
public satisfaction levels tremendously.  
Each PPIC3 centre is an integral part of the police operational 
environment that allows seamless and organized access to timely 
information which facilitates efficient decision-making. To implement this 
aspect, an integrated operational model with functional distribution was 
designed. It was reflecte4d through an organogram which was much different 
than standard hierarchical organograms prevalent in the public sector 
(Annexure - III). 
There were practical problems in Pakistani environment raising questions 
about and inclusiveness of various stakeholders in the complex bureaucratic 
environment (Sheikh, 2020). Testing the implementation scenario of this 
project of PSCA also involved political changes at provincial and national 
level but those are not within the scope of change management for this 
research. Implementation status of project policies from 2016 to 2019 has 
been discussed through description of technological details in next chapter. 
Lessons learnt through the process have also been discussed as process of 










Mass Surveillance System 
4.1. Initial Assessment of Existing System 
Why was change required in Policing of Lahore? Was it a technical issue of 
tools, equipment, resources and finances? Was it related to political 
environment in which Police is operating? Was it related to leadership? It 
was not easy to find simple answers to these questions. However, it was 
singularly clear that there exist a number of weaknesses in the conventional 
law enforcement operational environment in Punjab and in particular the 
largest city Lahore of Pakistan’s largest province. Sheer size of the city has 
created challenges for the development of a secure environment in the urban 
area through traditional means. Few observations about capacity of Punjab 
Police circa 2015 are given below: 
i. Punjab Police has limited ability to perform effective collaboration 
before, during and immediately after crisis events using multi-mode 
digital data communications in major urban centers (Chaudhary, 
2020). 
ii. Punjab Police does not have the technical infrastructure and tools 
to enable effective information collection and reporting. 
iii. Due to the lack of appropriate technology and processes, the 
current systems are inadequate to provide timely responses, 
secure communications and real-time situational updates, before, 
during and after emergency events. 
iv. With the current limited interoperability, Punjab Police has a limited 
command and control capability for extending beyond routine 
events. Communication and information flow between 
organizations is accomplished primarily by telephone  (Chaudhary, 
2020). 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 68 
v. As the current system is primarily based on paper, it makes it 
almost impossible to undertake post event analysis or planning. 
There may be many instances of duplication and non-value adding 
processes within the current system.  
vi. The business processes and work practices that have evolved on 
an ad hoc basis cannot support the efficiency and effectiveness 
needed for the changing urban environment.  
vii. Traffic Management System for Lahore is under tremendous 
pressure and manual operations are unable to meet the 
requirements of a mega city  (Chaudhary, 2020). 
viii. While there is significant physical security for Punjab Police 
facilities, critical information and systems are not protected by 
standardized physical or technology security processes. 
ix. There is little in the way of standard operating policies and 
procedures to support either the management or operational 
functions. Moreover, there is a lack of technological infrastructure 
to support policing operations. 
x. There is inadequate operational risk assessment and development 
of coordinated mitigation strategies to address these risks. 
xi. There appear to be numerous changes and reform initiatives, but 
they are disjointed with little coordination or consolidation of the 
benefits that these initiatives may deliver for the police and for the 
citizen. 
Punjab Police was undertaking a major shift from conventional methods of 
policing by adopting practical technology based solutions. There was a trend 
moving towards "Intelligence-based Policing" since 2013 (Strom, 2017). The 
Punjab Police took the lead in developing first of its kind Integrated 
Command, Control and Communication (PPIC3) Center at Lahore. Punjab 
Safe Cities Authority (PSCA) and PPIC3 Centre have been established for 
integration of conventional means of law enforcement with the 
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modern,advanced and proven techniques and practices elsewhere. The 
PPIC3 is expected to transform the working of Punjab Police and make the 
cities safer for all its inhabitants and visitors. It was not a small step for a 
country like Pakistan and even for the region which also has  technology 
centres like China and India. Where identification and designing of 
technological solution was a challenge, the much bigger challenge was how 
to bring about a change as a consequence of the huge technological input. 
Essentially, it was a change management project, the largest in Pakistan, 
with so many known, unknowns and unaccounted for risks. Following few 
targets were set by the project team as an educated estimate: 
4.1.1 Measurable Emergency Response 
It was expected that through the technology provided for in the proposal, the 
first responders will be dispatched while the emergency call is in process, so 
the police response time will be reduced to within 7-9 minutes of emergency 
call received, which is currently 20 minutes as opposed to internationally 
accepted time of 12 minutes (Goodmark, 2015; Nayar, 2015). This will help 
in the prevention of crime, and also real time tracking and detection of 
suspects. 
4.1.2 Intelligent Traffic Management 
Another major benefit of the project will be traffic management, where public 
will be informed of choking and density; and alternate routes will be planned 
for them through Variable Messaging System, and through broadcast; thus 
minimizing journey times and stops at traffic signals, which will save 
enormous costs of fuel and time. The project also envisages traffic rules 
enforcement and it is estimated to generate approximately 175- 210 million 
in traffic violation fines every year (Choudhary, 2019; Khanna et al., 2018).   
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4.1.3 Electronic Evidence Data Management 
 The PPIC3 Programme aims to increase public satisfaction levels as real 
time comparison of suspected persons with criminal and other allied 
departmental databases will make apprehension of record holders 
instantaneous and innocent public will not have to face the hassle of going 
to police station for verification of record and antecedents. 
4.1.4 Proactive Response 
 Anticipatory technologies will ensure that police responders are 
dispatched to assembling congregations before they start a riot, and 
immediate police presence will ensure safety and security of property. Real 
time monitoring of processions and law and order situations will ensure 
efficient resource deployment for optimum effect. 
4.1.5 Information Management 
 The use of more sophisticated IT infrastructure helps in avoiding multiple 
keying of data and provides better information management and easier 
distribution of intelligence. It will also give the public improved access to 
information about Punjab Polices Services and create a common operational 
picture for all stakeholders. Making changes to the Punjab Police culture, 
structure, technology and processes will provide an enhanced service to the 
police and public (Brandt et al., 2016; Dirks & Keeling, 2009). These targets 
were measured during the project execution.  
4.1.6 Implementation Process 
 PSCA is an instrument of implementing an innovative project. The focus 
is mainly on the supply side of the equation and various tools were used to 
deliver the PPIC3 project for making Lahore Safer since 2016.  Intended 
scope of services was mentioned in the technological solution and after three 
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years of the initiation of the project in 2016, Punjab Police was benefitting 
through PSCA from a number of services.  
shows that public security is directly related to government stability, social 
safety and happy life harmony. 
Figure 4. Urban Challenges and Role of PSCA 
4.2. PPIC3 Centre - Scope of Services 
The scope of services rendered through PPIC3 Lahore main centre includes: 
i. Integrated Emergency Response @ 15 at Lahore 
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ii. Police Unified Communication and Response (PUCAR-15) 
Service for Punjab Police in 35 Districts 
iii. Policy and Practice Analytics 
iv. Police Integrated Intelligent Counter Surveillance  
v. Intelligent Traffic Management & Electronic Traffic Violation 
Management Service 
vi. Media Monitoring and Public Information Service 
vii. Electronic Evidence Management 
viii. Lost & Found Service 
ix. Advanced LTE Telecommunication Service 
x. Urban Infrastructure Information Service for non-Police 
Departments 
xi. Complaint Management Service for Provincial Police Office 
xii. Training and Capacity Building 
xiii. Software Development and Implementation for Punjab Police 
4.2.1. Police Integrated Emergency Response System (PIERS): 
The emergency calls land at Police Emergency Call Centre (ECC). The 
information & consultation requiring calls are responded promptly. 
However, in case of any help required, the case is transferred to DCC 
(Dispatch Control Centre). DCC then transfers the case to the concerned 
police station (Annexure - IV). From 2017 to 2019, 12.25 million calls 
have been received on 15 and proactive response is of 537,397 which 
means that Police rapid response forces have responded without any 
complaints but through observations of PCOs by surveillance activities  
(Khan, 2018). 
Due to the availability of first responders of Dolphin Motorcycle Squads, 
Police Response Unit cars, Traffic Police Responders, operational 
vehicles of Police Stations, Fire Fighting units and other Rescue 1122 
services integrated emergency response is possible. 
 






     Table 1. Police Integrated Emergency Response System (PIERS-15) 
According to available data from 2017 to 2019, PIERS response time is from 
10 to 12 minutes on an average in Lahore.  
Table 2. PSCA – Operational Performance 2017-2019 
Punjab Safe Cities Authority has designed and implemented interoperability 
across Police, para-military forces, Armed, other law enforcement, 
emergency services, intelligent agencies and local government 
organisations to streamline operations and provide valuable services to the 
citizens under one roof and a joint operational platform. A reference of last 
three years of calls of Lahore and first year of Punjab is provided in the 
(Annexure - V).   
The perception surveys and global crime index are better ways to make any 
assessment about performance of PIERS. However, this does not provide 




2 Response Duration 24/7 
3 Dolphin Squad 3200 
4 PRU 520 
5 1122 350 
6 Fire Brigade 60 








Police Response Units 
Traffic Police Responders 
Operational Vehicles 
Ambulance Service 
Fire Fighting Units 
Other Emergencies 
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any perception from the Police itself about the change management process 
and its impact on their daily work or attitude of public towards them. 
4.2.2. Police Unified Communication and Response System 
(PUCAR-15) 
To bring change in the Punjab Police culture, structure, people, processes 
and which enables integrated emergency services like Unified Command 
and Response (PUCAR-15) and Police Grievance Redressal Helpline 8787. 
PUCAR-15 is a province wide system operational in all 35 districts of the 
Punjab for a population of 120 million people. Main purpose of PUCAR -15 
and Lahore based PIERS is to provide immediate assistance to victims of 
crimes and emergencies of all types including accidents, medical, fire and 
others with rapid response by First Responders Police Units (PRUs) and to 
provide all kind of emergency services by integration of all emergency 
service providers. This is the most successful and the most frequently used 
system of PSCA so far in addition to other service modules of PSCA. Details 
of PUCAR-15 data for this first 09 months is provided in (Annexure - VI) for 
understanding the scope and granularities covered through this landmark 
system of PIERS at provincial level.  
4.2.3. Policy and Practice based Analytics - Heat maps: 
Punjab Safe Cities Authority generates Crimes Heat Maps of all the six 
divisions of Lahore district along with analysis reports that helps in 
developing strategies for crime reduction in the city. This analysis is 
conducted daily, weekly and at any time span in which data on received calls 
from public is being analyzed for seven different categories of reported 
crimes/incidents against property. A spatial analysis of reported crimes 
based on the jurisdictions of all Police Stations of Lahore is carried out.  
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 Figure 5. Heat Map based upon Calls Received on PIERS 15 
The heat map hence generated depicts the Police Stations that are prone to 
high crime in their jurisdictions. Furthermore, a temporal analysis is also 
conducted depicting the crimes incidents with respect to their occurrence. 
Heat maps made from this data helps in identifying the shifts in which more 
crimes are reported and optimize the duties of police force accordingly. The 
said heat maps and analysis reports are shared with the Inspector General 
Punjab and all concerned officers of Punjab Police.  
Due to the initiatives taken by the authorities 43% reduction in calls related 
to property crime has been observed (General, 2019; Sheikh, 2019)  
Moreover, data shows that there is 17% decrease in street crimes in Lahore 
(News, 2018) Traditionally, the police priority are calls related to dacoity, 
kidnapping, murder and burglary which counts not more than 3-5% in total 
crime. PUCAR-15 is showcasing the near to real picture of the crime 
occurring in the region. The consult and information seeking calls are 
responded at the same time however, PRUs for help are dispatched to the 
caller and at the same time information is also shared with concerned police 
station simultaneously for prompt response. The analysis has been done 
from macro to micro level. It is a spatial as well as temporal analysis to assist 
the Police in designing their patrolling pattern as well as to gather intelligence 
where it has to focus on a particular type of crime calls.  These best practices 
are implemented in order to bring in new revolutionary police culture. Number 
of cases and their response time have been observed from divisional to 
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police station level, so that work performance in a hierarchy can be 
evaluated. 
The impact of this change is becoming visible indirectly. World Crime Index 
managed by www.Numbeo.com which is an international website to measure 
the crime index based upon various indices. Rank number 1 being the worst 
on crime index as per public perceptions, Lahore has improved from 138 
ranking in 2018 to 201 at the end of 2019. This shows a significant change 
in perception of Lahore Crime index and it is an indirect evidence of 
improvement in crime situation of Lahore (Mladen, 2009).  
Table 3. World Crime Index 
 
This is not the only index or measure of performance of PIERS but it is a 
positive sign for the Police performance in Lahore. 
4.2.4. Police Integrated& Intelligent Counter Terrorism 
Surveillance System (PICTS): 
With the help of Police Intelligent Counter Terrorism Surveillance System, 
PSCA is able to access and share information within the Punjab Police units 
as well as external civil and military agencies to ensure speedy service 
delivery for an effective and coordinated response. It includes approximately 
8000 IPNV cameras, 110 vehicular cameras, 6000 handsets enabled 
cameras, Face recognition system, Vehicle Tracking System and Excise 
Taxation and Narcotics Control Department of Punjab and National 
Database and Registration Authority (NADRA) database to access and 
confirm the identity of citizens and residents in Pakistan. It also includes data 
of vehicles registered in the province of Punjab, Khyber Pakhtunkhwa and 
2018 2019 Current  
138 201 243 
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Islamabad Capital Territory for surveillance and Electronic Traffic Violations 
Management purposes. 
Table 4.  Integrated Intelligent Counter Terrorism Surveillance System 
 
There are dedicated resources monitoring surveillance cameras 24/7 in the 
PPIC3 Centre Lahore for preventing any criminal and terrorist activity through 
a robust operational business plan under the supervision of police officers. It 
also includes representatives of various intelligence agencies who are 
disseminating threat alerts received from National Counter Terrorism 
Authority (NACTA) and counter measures are being taken in real time. All 
the major events such as International cricket matches, religious procession 
of various nature and communities or large-scale operations like Election 
monitoring has been monitored and successfully held through the PICTS. 
4.2.5. Police Intelligent Traffic Management System (PTMS): 
Police Intelligent Traffic Management System is based upon technology 
derived from advanced IT tools to manage traffic in city of Lahore. This PTMS 
informs public about the live traffic situation and alternative routes through 
Variable message signs (VMS) displayed in various key locations in the city. 
Another major component of ITS is Red Light Monitoring System (RLMS) 
which is installed to captured red light violations at the signalized 
intersections. Intelligent signal controllers are installed at signalized 
1 IPNV Cameras  8000 
2 Vehicular Cameras 400 
3 Data on handsets 6000 
4 Watch Lists-FCL&VCL 
5 30 Days Recording 
6 Face Recognition System 
7 Vehicle Tracking System-Excise Database 
8 NADRA Access System 
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intersections. These signal controllers are working with different time 
intervals of the day plans to adjust signal timing automatically on the basis of 
traffic flow, by using traffic sensors also known as Video Vehicle Detectors 
(VVD).  
Table 5. Intelligent Traffic Management System 
 
All these components in a one unit provide safe and smooth flow of traffic in 
the city and also imposed fines on traffic violators through E-
Ticketing/Challan System. 
PSCA has introduced a public awareness system, where public is informed 
of traffic density and alternate routes through broadcast on Safe City Rasta 
FM 88.6 and PSCA’s social media pages. Moreover, PSCA is issuing E-
Challans using 1050 ANPR cameras to detect traffic violations. During this 
pilot phase, 1,452,972 E-Challans have been delivered since 23rd 
September 2018 till December 2019. A sum of PKR 241 million as E-Challan 
payment has been received till 2019 in the exchequer.  
PSCA is keen to devise adequate solutions to the congestion and traffic 
issues in Lahore. Due to these initiatives 66% reduction in traffic violations 
S,no Equipment Numbers 
1 Signal Control System  128 
2 Variable Message System 68 
3 Public Address System 300 
4 Journey Time Management 76 
5 E-Ticketing (ANPR) Cameras 1050 
6 Speed Monitoring Radars 271 
7 Pedestrian Crossings 66 
8 Radio FM 88.6 24/7 
9 PSCA Web Tv 24/7 
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has been observed whereas about 25% of travel time has been saved for 
road users because of smooth flow of traffic and lesser congestion.  
Table 6. E-Challan Details 
 
Punjab Safe Cities Authority aims to ensure safety to all the citizens travelling 
in the city. Since the installation of Safe City cameras and the beginning of 
E-Challan system in Lahore, there is a significant decline in the numbers of 
accidents reported i.e. reduction in road accidents pertaining to head injuries 
and 33% less fatalities are reported through public calls received on the PIER 
system of PSCA.  
Due to various perception surveys conducted by the PSCA, interesting 
results were received. It was estimated as a result of a study in 2018 that 
cost of congestion in Lahore is Rs 94 billion for one year (TheNation, 2020). 
After introduction of E-Ticketing system, PSCA was able to reclaim the traffic 
flow. As per a perception survey of PSCA, 82% of the respondents were of 
the opinion that they are saving at least 30% of their time on daily basis due 
to smooth traffic and less congestion in traffic flow. 91% of the people 
expressed satisfaction over the performance of E-Ticketing system (Nation, 
2020). 
World Traffic Index managed by ww.Numbeo.com which is an international 
website to measure the Traffic Management based upon various indices as 
per public perceptions, Lahore has improved from 31st ranking in 2018 to 76 
at the end of 2019 (Mladen, 2009). Where number 1 ranking is regarded 
worst as per the website, this shows a significant change in perception of 
E-Challan Delivered (From 23rd Sep. 2018 - Dec 2019) 1,452,972 
E-Challan Paid 618,544 
Revenue Earned 241 Million 
Revenue Unearned 761 Million 
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Lahore Traffic index and it is an indirect evidence of improvement in traffic 
management of Lahore as a direct impact of PPIC3 Centre. 
4.2.6. Electronic Data Analysis System (EDAS): 
Through Electronic Evidence and Data Analysis System, evidence is 
collected & preserved in a safe custody having earmarking of evidence within 
a sealed security bag. All the playbacks for 
investigation/inquiry/intelligence/trial can be accessed and shown in 
“Electronic Data Analysis Centre” by the Investigation Officer or the 
Authorized Officer, with the permission of competent authority or the law 
officer. Evidence is preserved for the period of 07 years and it is admissible 
in court under section 164-A of Qanoon I Shahadat Ordinance 1984 earlier 
known as the Evidence Act (QSO, 1984). 
PSCA is pioneer in Pakistan to devise such legal procedures for collection of 
evidence and ensure lawful custody, handling and transfer at this scale. 
Electronic Data Analysis Center (EDAC) is designed to manage this process 
as per a lawful process to assist investigation and prosecution in a 
transparent manner ensuring a balance between security and privacy of 
persons and data. Details are attached in (Annexure- VII). 
PSCA has also developed first Data and Privacy Protection Procedures 
(DP3) for the protection of privacy rights of the people in 2020. DP3 is 
developed after a consultative process with other stakeholders of legal 
fraternity and experts of jurisprudence. This is first of its kind procedure in 
Pakistan and it is being implemented in letter and spirit. This combination of 
policy and practice makes it a suitable case study for policy makers and 
experts of surveillance. 
 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 81 
Table 7. Evidence Collection 
1 Safe Handling 
2 Earmarking of Evidence 
3 Authorization of Sharing 
4 Evidence Locker – 7 Years 
5 Special Events Record 
6 Digital Forensic Analysis 
7 Admissible in Court under section (QSO-164- A) 
4.2.7. Media Monitoring and Public Information Service: 
Punjab Safe Cities Authority has a dedicated Media Monitoring Center 
(MMC) to perform tasks such as monitoring and coordination with Pakistani 
electronic, print and social media streams. This center works around the 
clock and is primarily responsible for reporting national and local media 
activities. MMC observes news from various segments such as Politics, Law 
& Order, Crime, City News, Social Media Regulation (Objectionable IDs, 
pages and profiles). Around 4164 links being reported to Pakistan 
Telecommunication Authority for having Sectarian and Anti-State content 
have been blocked so far. Details are attached in (Annexure-VIII). 
4.2.8. Lost and Found Service 
Similarly, the Lost and Found Center at PSCA is primarily tasked to record 
and connect all missing and found reports from across the city so as to 
reunite lost persons, items or articles with their origin or, at least, delegate 
the information to the concerned Police Stations, in addition to ground teams, 
for an organized or swift recovery. Till date 199 children and 3183 vehicles 
have been recovered by the Lost and Found Center. This is novel use of 
surveillance cameras for improvement of public safety for children, mentally 
challenged persons and even for finding the pets. 
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4.2.9. Advanced LTE Telecommunication Service 
One technical component of PPIC3 is provision of LTE-A based 
telecommunication system for Lahore. This is first major intervention in 
Pakistan security forces after 1970s. This enables fastest data transfer in 
audio, video and text forms and it is one of the world’s best systems for 
mission critical communication services. LTE-A technology-based handsets 
are being  
Figure 6. PPIC3-Advanced LTE-A Telecommunication Services 
used by Lahore Police and these are in demand from the users due to 
excellent voice quality and reliability. Challenge of training of 5000 police 
officers and making them accustomed to such an advanced system has been 
overcome with the help of dedicated telecommunication team of PSCA. LTE-
A is faster than existing commercial 4G networks and have higher capacity 
and speed. In PSCA, LTE-A network work as back bone for network 
application. 
i. Around 4200 wireless handsets have been distributed to 
different law enforcement organizations that uses LTE-A network for secure 
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and robust communication through P2P (Point to Point) and Audio/video calls 
which improve the response time. 
ii. LTE-A wireless network is also used as backup for some of the 
camera’s installed on sites. Places where fiber cannot be installed LTE-A 
network work as a backbone to real-time video stream of cameras. It is also 
used as third level redundancy for some cameras installed at key sites. 
iii. Police Response Unit (PRU) and Police Single Cabin (SC) 
vehicles have cameras installed for surveillance in mobile condition. All these 
cameras use LTE-A network to provide real-time stream. 
iv. Through Computer Aided Dispatch system, whenever the case 
is generated through 15 call, a hierarchal system has been implemented 
which send the case though SMS on LTE-A wireless handset to high officials 
and concerned officer. 
 
Figure 7. PSCA-LTE-A Network Applications 
4.2.10. Urban Infrastructure Information Service for non- 
Police Departments 
In addition to Police surveillance, PSCA is also providing information 
services to other departments periodically. PPIC3 Centre observes through 
cameras and reports to the relevant departments on diverse matters like the 
dilapidated conditions of road network, electric wires which may be a safety 
hazard, solid waste in public places or any leakage of water or sewerage in 
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streets and roads.  In this way PPIC3 Centre is providing surveillance 
information on daily basis to other departments for urban infrastructure and 
where improvement is required. This is over and above the original scope of 
the project and an additional benefit of the system. 
4.2.11. Complaint Management Service for Provincial 
Police Office 
As PSCA has developed expertise during the execution of the project so 
additional work is being carried out by PSCA Teams. The establishment of a 
functional call centre by PSCA is now also used for managing complaints 
against Police through 8787 and by the Police officers who face problems in 
their official work. Every day approximately 5000 calls land in the call centre 
at a dedicated number of 8787 and people register their complaints for 
resolution by the internal accountability bureau of Punjab Police. Details are 
attached in (Annexure- IX). 
4.2.12. Training and Capacity Building 
As mentioned earlier, it is of vital importance to build capacity of the team to 
deliver as per the requirements of any project. Measure of change 
management is presence of a functioning PSCA Training facility where 
refresher and other courses are being conducted regularly.  
In 2013 when the new government came to power, it was time and again 
mentioned at national level that Pakistan lacks the “capacity” to achieve the 
targets for institutional development (A. Khan, Wajid;, 2019; Zafar, 1999). In 
case of Police, it was mentioned time and again whenever Police was struck 
with a crisis of any nature, whether it was handling the issue of attack on 
Karachi Airport in 2014 (Jillani, 2014) or an attack on Army Public School in 
Peshawar (Khalil, 2014). PSCA management was also facing the same 
question: will it focus on capacity building of existing resources of Punjab 
Police personnel or make any other decision. One help was provided through 
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decision of the Chief Minister of the Punjab that altogether fresh officers will 
be recruited to run the PPIC3 Project with higher educational requirements 
i.e. each officer shall be holding minimum a bachelor degree in IT related 
field. This decision was implemented with lot of deliberations but there was 
no precedent available about a training regime of such resources.  
First key decision was recruitment of a new cadre of Police Communication 
Officers. PSCA recruited 666 such officers in phases. First batch was 326 
officers and training them in a short period of time was a practical challenge 
as they were supposed to do a job which was not done in Pakistan before 
them - running an integrated command, control and communication centre 
of Punjab Police. PSCA management, after due deliberations, decided to 
adapt a new model of outsourcing the training of these officers. A new 
curriculum was developed under the guidance of the project team and in 
consultation with senior and experienced training experts. Methodology of 
the training was developed and implemented under the guidance of PSCA 
Business Change and Capacity Building Unit. There were two tiers of 
trainings. 
i. Police Induction Training Program - Two Weeks 
ii. Life Skills Training Program - Two Weeks 
iii. Technical Training - Four Weeks 
iv. Police Profiling and Surveillance Training - Two Weeks 
v. International Trainings for Technical Experts of various 
domains  
 
In addition, in-house refresher courses were also arranged for managers. 
Officers were also encouraged to conduct online courses and international 
trainings were also conducted. Details of such trainings are provided in 
(Annexure -X). 
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4.2.13. Software Development for Smart Policing  
PSCA has its own software house. It has developed 35 applications and 
systems with the help of in-house team. Services by the trained and 
specialized human resource are now contributing for capacity building of 
Police in all Pakistan. Details of in-house software are provided in (Annexure 
- XI) for reference and to understand variety of software developed for 
governance of PPIC3 Centre Lahore specifically. 
4.3. Change Continues 
 PPIC3 Center Lahore is the pioneer pilot project of PSCA. Considering the 
reduction in crime and improvement in traffic management and public 
support, Government of the Punjab and PSCA is planning to establish PPIC3 
centers in 10 other cities of Punjab namely Rawalpindi, Faisalabad, Multan, 
Bahawalpur, Sargodha, Gujranwala, Dera Ghazi Khan, Nankana Sahib, 
Kasur & Sheikhupura.  
Figure 8. PSCA Future Projects 
This will enhance the security, efficiency, reliability and harmony of the 
citizens of Punjab by allowing them to live in a safe and secure environment. 
The Safe Cities Project of Lahore and subsequent projects will help to realize 
the vision of ensuring safe, peaceful and prosperous cities in the province of 
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Punjab. Various components of the project have even direct linkages with 
Sustainable Development Goals of UNDP.  
 
Figure 9. PSCA Working in Sustainable Development Goals (SDGs) 
The development of PPIC3 Center is seen as a success by many not only 
for the citizens but also for the long-term prosperity of the province  (Nation, 
2020). Beyond a secure urban environment, the project will boost economic 
growth by attracting foreign investment and generate employment 
opportunities in the technology-driven security sector.  
However, there are a number of issues around implementation of mega 
projects and it is important to analyse the change implementation and 
management part before expanding the scope of the project and 
recommending it for replication in other settings. Next chapter 5 deals with 
this change management and lessons learnt through this project in real life.
  
PSCA is playing an 
important role in fulfilling 
the commitment of Pakistan
towards 2030 Agenda for 
sustainable development by 
adopting SDGs. 
PSCA takes into account all 
the international 
enactments/policies/rules 
and visions for making its 
working and presence up to 
the mark. 
PSCA Working on Sustainable Development Goals (SDGs)
Goal 5
• Gender Equality 
Goal 8
• Decent Work and Economic Growth 
Goal 9
• Industry Innovation and Infrastructure
Goal 11
• Sustainable Cities and Communities 
Goal 13
• Climate Action 
Goal 16
• Peace, Justice and Strong Institutions 




Change Management and Early Impact 
It is not easy to develop an innovative mass surveillance project at 
such a mega scale in Pakistan and there are very few other examples with 
such level of complexity and creativity (Hoggett et al., 2019). Pakistan 
Planning Commission also takes interest in learning lessons from the good 
or bad experiences of the projects at provincial and federal level (Hoggett 
et al., 2019).Some of the lessons learnt through implementation of PPIC3 
Centre as a surveillance project are mentioned in (Annexure - XII). 
5.1. PSCA & Change Management 
 Establishment of first PPIC3 Centre of Lahore is a significant change 
that will impact all segments of policing in Lahore and even other allied 
departments. Effective change management require long term, sustained 
commitment at a senior level on behalf of the identified stakeholders, 
departments such as Punjab Police, Punjab Excise, Taxation and Narcotics 
Control Department (ET&NCD), National Data Registration Authority 
(NADRA), Finance Department of Government of the Punjab and others. 
Scope of the technological modules are mentioned in (Annexure - II) but 
implementing the change and execution of the PPIC3 Centre Lahore project 
was another story. Literature on change management reveals that 
maintaining focus on timely delivery of quality standards has three pre-
requisites (Cels et al., 2012; Llopis, 2014): 
i. Owners of Change - Political ownership for the change 
management with active and regular participation during implementation 
process 
ii. Champions of Change - Strong leadership at Operational 
Command Unit level (PPIC3) to unite and integrate the newly formed team 
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and maintain focus and commitment for continuous improvement and 
delivery 
 
iii. Agents of Change - empowering the change agents who will 
actively lead the change at operational level through open communications 
and support from all contributing bodies undertaken with integrity among all 
stakeholders (Haider, 2018; Johnson, 2015). 
Based upon these pre-requisites a detailed strategy was required which 
included the following, among other things: 
5.1.1. Police leadership commitment and ownership 
Effective leadership for change management by the key stakeholder is 
critical for success. Committed leadership will embody and communicate 
the vision for success throughout the development lifecycle and even after 
(Hoggett et al., 2019). 
 
First requirement is availability and then quality of leadership to bring about 
any change. Sometime, great ideas cannot see light of the day because of 
lack of ownership by the leadership. Availability of committed leadership is 
a key requirement for any change management. They become champions 
of change. Second requirement is security of tenure. It is quite possible that 
in innovative projects, cost, time and scope are misjudged. In public sector 
of Pakistan, security of tenure is a major issue and highlighted by experts 
(Haider, 2018). 
It was ensured by keeping the same team leading the PSCA as Managing 
Director and Chief Operating Officer were not transferred by the Police 
despite serious attempts by other stakeholders and spoilers. On the part of 
the officers, they also showed their commitment by not asking for much 
more “lucrative” positions as per the local definitions of a “good position”. 
Second most important development was continuous evolution of team and 
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new roles which can be gauged from changes in the organograms during 
the execution period of the project (Annexure - XIII). 
5.1.2. Shared vision and values 
It is a fundamental question to ask from the organizations which undergo 
change about the vision and values they espouse. If there is no real demand 
from within the organization, it makes the efforts less worthy and more 
difficult to implement (Ingólfsson, 2019). 
 
The organization’s leadership has articulated a clear capacity and 
willingness at organizational level to make the change successful. That 
capacity and willingness has helped to overcome resistance and set a 
benchmark for service excellence. In PSCA, although acceptance of the 
project developed with the passage of time, but there was huge resistance 
from the very people who have the responsibility to implement it above the 
management. This threat was neutralized, to a large extent, through political 
ownership and public support. For getting both, there was need to have a 
clear strategic communication plan and skillful execution which was done 
by regular interventions and bringing positive small changes and successes 
for the public. Despite political changes in the government, public support 
proved key for sustainability of the project because the project was 
delivered without any political gains by the team, and most importantly no 
compromises were made with regards to standards of transparency and 
fairness (O'Hara, 2011). 
 
5.1.3 Continued respect for best practices 
 
Normally, it happens that patience level is low in organizations undergoing 
change due to multiple factors like fear, uncertainty and resistance. Respect 
for learning from others and stamina to follow that constantly is key 
requirement in change management (Taner, 2007). 




PPIC3 is designed to build on lessons learnt from the past, international 
best practices where available, altering what undermines the vision and skill 
creation along with experience and knowledge that has previously served 
the Punjab Police. In that case it was important to keep implementation of 
the changes on a constant path without being discouraged by the initial 
negative feedback. One such example was the fear that increased 
representation of women in the work force of PPIC3 will have a negative 
impact on the performance. This was ignored, and the results have 
illustrated that it was a traditional excuse and had more cultural leaning than 
scientific evidence to support this proposition (Grown, 2005).  
5.1.3. Empowered Change Agents 
In response to change leadership, change agents will define and embed the 
required behaviors for PPIC3 success. To achieve this end, they will be 
offered proper training and mentoring. 
 
Relevance of the above strategy steps can only be ascertained if change 
agents are empowered to bring changes and keep tweaking till they reach 
an acceptable balance as well as a stability point within the organization 
(Paludi., 2008). It is subjective in a way because it is assessment of the 
change agent to set the bar of satisfaction or level of change. However, with 
continuous efforts it can be adjusted to higher or lower standards.  
Human resource department of PSCA was facing issues of unauthorized 
absence as well as accumulation of leaves at the end of year 2018 where 
10% of the employees have been facing this issue and penalizing all of them 
was not only a legal challenge but also a demotivating factor. By change in 
policy by the Chief Administration Officer of PSCA, to allow for encashment 
of un-availed leaves and penalizing unauthorized absence to an astonishing 
low number of unauthorized leaves came down to 1% in 2019.  
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5.1.4. Motivated Team-Working 
PSCA is an aspirational construct – harnessing advanced technology to 
support the best officers in delivering excellent service to communities 
across Punjab. It is not possible to achieve such results within and less 
supportive enabling environment for Police. Motivation of the team is main 
responsibility of the top management and if a team feels not important or 
duly compensated, it is hard to get the desired results especially in 
innovative projects like PPIC3 Centre Lahore (Government of Punjab, 
2017). 
 
A heterogeneous team from a variety of command structures has been put 
together for creation of effective inter- and intra-team relationships. Various 
activities were designed to keep the team motivated. Both monetary and 
non-monetary motivation strategies were implemented to keep the team 
motivated (Mukama, 2019). An appeal for public service remained a 
constant force however, where team members found that they have much 
higher monetary incentive available outside the organization, they preferred 
to leave the organization but after completing their primary targets.  
5.1.5. Consistent Communication 
Effective two-way communication strategy through consultations, 
brainstorming sessions and briefings to ensure that ignorance, confusion, 
fear, apathy or resistance are addressed before they de-rail the change 
process (Stephens et al., 2011). A firm commitment to listen to stakeholders 
as well as inform them is an integral part of communication activity that 
regularly takes place throughout the implementation of the project.  
 
Many times, implementation of a law into practice is missed in Pakistani 
context. However, in this case, the legal bodies formulated by law were 
activated as main legitimate and lawful tool of stakeholder engagement. It 
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was proved successful because there were 27 meetings of the board of 
Authority and 31 meetings of Executive Committee and almost 40 meetings 
for implementation of the project in addition to multiple daily meetings with 
the implementing teams of contractor and consultants. Many policies and 
decisions were taken on the basis of stakeholders’ perspective. However, 
having platforms to raise concerns and to address them through a process 
was useful practice.  
5.1.6. Effective Training and Capacity Building  
 One of the most significant aspects of complex change management is 
the capacity building Programme and its successful implementation on 
which the success of integrated security system depends (Mento et al., 
2002). Skills development as per the intended tasks is basis requirement. 
 
First key decision was about human resources selection: either they should 
be existing Police officers with similar training and recruited through same 
process or not. Decision was taken in consultation with the Authority to have 
a new work force which must have higher education qualification as well as 
higher salaries. Following this, as first step, PSCA management designed 
a complete Human resource plan encompassing method of recruitment, 
training, skill development, technical and social management trainings of 
the 666 Police Communication officers - a new cadre in Punjab Police who 
were graduates from any recognized university of Pakistan. Second most 
important decision was inclusion of females at much higher rate than any 
other Police service in any of the provinces. Third decision was inclusion of 
young persons from across the province of Punjab for inclusivity of youth 
across the province (Annexure -XIV).  
 
This resulted in an inclusive work force with more than 20% of females, well- 
educated and trained through a private firm which was motivated to deliver. 
Even the gender mainstreaming of PSCA was a major shift from capacity 
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building and inclusivity perspective at national level (Annexure -XV). 
Similarly, PSCA developed a team of experts from private sector and 
imparted training to them locally and on international forums to prepare 
them for the work in hand.  
 
PSCA developed its own capacity by hiring international consultant firms in 
engineering, IT, Video streaming, networking, telecommunication and traffic 
management to mention a few. PSCA staff was attached with the expert for 
on the job training and within three years, PSCA has its own national team 
to deliver other projects without any external technical support from any 
organization. In fact, now PSCA is providing support to other provinces for 
establishment of IC3 centers. PSCA is pioneer in providing such level of 
expertise to any other public department in Pakistan. 
 
In addition, the operations of Lahore Police and many other organizations 
were expected to undergo major changes and capacity building programs 
before, during and after the implementation of Safe City project. Standard 
operating procedures were designed and implemented after getting benefit 
from international best practices. The plans were also verified and approved 
by the experts from modern police forces of London Metropolitan Police 
Service where it was relevant. In many cases, there were unique SOPs as 
PPIC3 Lahore is a project of its own type and complexity. 
 
At least 5000 Police officers were trained on new telecommunication system 
and more than 4000 officers were trained for use of various applications for 
emergency response and for a new business model. Police officials who 
are accustomed to conventional ways of policing also needed to be 
acquainted with the modern operations of an integrated security system and 
its advantages to fully realize the positive impact of this system on 
prevention and control of crime. Moreover, training programs are planned 
to motivate the security officers and facilitate their adaptability to the new 
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system. The benefits of the system flow from a shared responsibility on the 
part of all key players in the security environment.  
5.1.7. Stakeholders Engagement 
 Stakeholder engagement strategy incorporates the identification, 
analysis and engagement of individuals who have a direct or indirect role or 
stake in the existing or changed process (Seow et al., 2006). In general, a 
collaborative approach, based on mutual understanding of needs and 
concerns is required. Some indirectly involved stakeholder may become 
spoilers. This leads to a shared understanding of the stakeholders’ 
aspirations and allows the change management team to map and support 
the stakeholder objectives that are linked to the success of the project 
(Freeman et al., 2007). 
 
No program of this scale and significance can succeed without the support 
of the stakeholders. Therefore, a comprehensive stakeholder engagement 
strategy has to be in place to apprise them of the new processes and 
systems and to address any risks which may arise due to insensitivity about 
needs of other stakeholders (Husted & Allen, 2010). However, it is not 
always as positive as it seems.  
 
Conflicting interest, complexity in doing public and private sector, structural 
inadequacies and at personal level egos, sentiments, negative competition 
and organizational turf wars also come in the way of managing the change. 
The implementation process involves the relevant stakeholders at the right 
time to ensure their commitment and convergence towards the identified 
benefits – and the long-term vision being realized. Comprehensive 
communication plans were developed along the execution of the work to 
bring the general public on board. Exclusive meetings with all stakeholders 
including Army, Police, academia, media and other actors of criminal justice 
system are already in progress. 




However, in reality, the stakeholders who had different motives from 
organizational level to group to personal level, kept on playing their 
traditional roles in public sector of Pakistan. In order to cross the hurdles, 
most important support came from the office of the Chief Ministers who were 
owners of change and from the political leadership (Paryani, 2011). Other 
stakeholders weighed their options and when they found that political 
support is there, they followed the directions of the leadership and most of 
the objectives were achieved. Where there was dwindling support from 
political leadership, bureaucrats and sometime Police officers at the helm 
of affairs resisted the change. 
 
The political support has not come without a price. Extra work, and at times, 
persistent effort to follow the merit incurred the wrath of the political heads 
but at that time other stakeholders from Police and bureaucracy came to 
support the change process. The engagement has to be at personal, group, 
organizational level to achieve the targets without compromising the 
standards and legal requirements (Christiansen, 2002). 
5.1.8. Communication Strategy 
 An effective communications strategy is essential for the success of the 
change management through all possible means and keeping it as a corner 
stone of all activities throughout the project timeline (Steyn & Nunes, 2001).   
 
PPIC3 Centre Lahore is not just a new call handling and dispatch center. It 
is a whole new model for operational policing. The supporting information 
technology systems enable intelligence led response to emergency calls 
and the supporting systems enhance the capacity as well as enable senior 
management to better respond to terrorism, militancy, protests and 
emergencies.  
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Factual and honest communication paves the way of winning confidence of 
the stakeholders (McPhail, 2010). A successful transition to the new way of 
working requires the benefits of the new system to be marketed to all staff.  
The staff operating at the PPIC3 Center as well as in the field was apprised 
about the impact of the project and on their role and mode of working. The 
transition into the new system was facilitated through modern training and 
skill development of personnel.  
 
The change management of the PPIC3 Programme was hinged upon an 
effective communication of these messages at all levels both vertical and 
horizontal; from the upper echelons to the foot constable patrolling his beat 
(Trojanowicz, 1986). The public expectations were also to be managed 
through a sustained public information campaign launched to meet this end 
(Wakefield, 2006). This job was done by media monitoring cell and as 
project director was dealing with media relations and communication 
strategy through electronic, print and social media. Various news programs 
were also organized to make the public aware about the project 
developments and changes coming through the system.  
 
Another theme was to invite the dignitaries and people from show business 
and national sports persons to showcase the project and their arrival also 
attracted media and public engagement was increased. The most important 
stakeholder always remains the public and media is the bridge to reach out 
to the public and inform them about changes which are already taking place 
and which are in the pipeline. However, before any communication strategy, 
there was always substantial work done to inform the people.  
5.1.9. Expectations Management  
While communicating with stakeholders and wider audience it is important 
that their expectations are neither too low nor too high. In either case, the 
change neither gets approval nor can it sustain. Process of change may 
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have a definite starting point, but defining its end point remains a difficult 
task. In that case, it is important to set some benchmarks or milestones to 
achieve so end points and exit strategy could be crafted (Butt et al., 2016).  
 
Through the establishment of the PPIC3 Centre and working of Lahore 
Police, it is envisaged in the planning documents that approximately 20 
percent of crimes such as rioting, destruction of public and private property, 
28-30 percent of vehicular crime, and 15-20 percent reduction in crimes 
against property such as house burglary, robbery, street crime will be 
achieved in the first five years of successful operation. It needs to be 
augmented with the newly developed Dolphin Police Motorcycle squads 
comprising 500 motorcyclists and 110 Police Emergency Response Unit 
(PERU) cars patrolling their beats throughout Lahore.  
5.2. Role of Capital City Police Lahore (CCPL) 
The traditional form of policing has largely remained the same for over a 
century and same age-old processes are imbibed by the Police officers and 
leadership in Pakistan (Suddle, 2003). Police by design and mandate is 
required to enforce laws and it is designed to train people on a set of 
principles and skills which take time to mature. The repetitiveness of the 
functions without innovations is considered expertise and encouraged by 
the Police leadership. In addition, in British India and then in Pakistan and 
Bangladesh, recruitment level for officers at junior level were not supposed 
to be highly educated and imparting them education and training to them 
had been a low priority area for Police commanders. In this backdrop, the 
main challenge was transition from the conventional methods of policing to 
more advanced, technology-oriented policing (TOP) that the PPIC3 center 
embodies.  
 
For this purpose, the pro-active involvement, interest and ownership from 
the Capital City Police Lahore was the determining factor for the success of 
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the program. It was clear that it would take consistent and constant focus to 
enable the necessary change that was required for this transformation. 
Lahore Police was the target of this change and being the largest Police 
district of the Province of Punjab, it has high visibility for media and 
communication. Implementing a pilot project in the second largest city of 
Punjab with a population of 11.1 million people (Khawar, 2017; Tribune, 
2016) and hub of political economy of the Punjab was not an easy target 
set by the political leadership. However, to showcase the political will to 
vitalize the Punjab Police and change its culture was the priority of the 
political leadership behind selecting Lahore as a pilot safe city project (Raza 
& Mehmood, 2014).  
 
At operational level, Lahore Police had to provide active logistics and 
operational support to try new systems and methods in a live environment. 
It was political ownership which pushed the Police leadership of Lahore 
because they were resisting any change for multiple reasons. Chief of 
Capital City Police Lahore was also a member of the important committees 
of the Authority as a participant as well as a key stakeholder in the project.  
Lahore Police resisted the change in passive and active manner. Initially 
human resources were provided by them but with lot of efforts and 
resistance. Similarly, when it came to enforcement of traffic management 
and Electronic Traffic Violation Management System, locally known as E-
Challan System, Police resisted as modernization in Policing was presented 
as an encroachment on their functioning and their mandate of traffic 
violations management. These are only two examples to mention how the 
most modern techniques and technology remains unexploited if 
stakeholders are not ready to implement the change. This happened at a 
time when the political leadership was changed as a consequence of 
elections and ownership of change dwindled, however, courts supported 
this change at that critical juncture (LHC, 2018). 
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The support from junior police officers was also reflection of attitude of the 
senior command. At times, fear of accountability through cameras, loss of 
discretion due to electronic evidence, fear of mistakes while using new 
technology, empowerment of specialist vis a vis generalist and loss in 
opportunities of corrupt practices alone or a combination of above factors 
became the motivation to resist change. In some cases, it was the lime light 
and public support gathered by PSCA which was igniting resistance of the 
Police leadership. No easy way was provided by the Lahore Police 
leadership to implement the change.  
 
The benefit of such resistance was reaped by others, out of Police 
stakeholders, who were under the impression that their role is diminishing 
with introduction of technology. To quote, PSCA has evolved its own 
administrative and financial regulations and it was tantamount to attain more 
independence and functional autonomy necessary for change management 
(Government of Punjab, 2017). When resistance to implement technical 
solutions was faced from the Police, finance department and Home 
department also started delaying the supply of funds and kept on prolonging 
the issues related to PSCA (DAWN, 2020). Frivolous litigation was started 
against the PSCA leadership. In two incidents, one in Supreme Court of 
Pakistan, it took six months to win a case which was targeted to malign 
PSCA leadership (thenews, 2018). In another incident, recruitment process 
was halted for 12 months as PSCA leadership refused to recruit one person 
against the policies and merit. Consequently, extra work was done by the 
PSCA with available resources and hence remaining financially under 
stress during this time. 
5.3. Expansion of Safe Cities Projects 
The Punjab Safe Cities Authority is spearheading new standards and 
practices which are not paralleled by any other public sector organization 
in the Punjab. The authority has successfully applied innovative 
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approaches to bring 
change in all the 




and modern practices 






business change and 
legal framework of 
PSCA. Furthermore, 
PSCA has brought a 
paradigm shift towards changing the police culture through gender 
mainstreaming, youth involvement, Inter-agency collaboration, 
stakeholder engagement and ensuring inclusivity at all levels of the 
organization (News, 2016).  
The project is acknowledged as a success story in public sector as a 
result of which significant improvement in response time of Police, 
successful implementation of e-Challan, reduction of crime and terrorist 
activities in Lahore were observed (Tribune, 2020). Moreover, utilization 
of technology for police investigations and security are few of the many 
achievements of this project. All these factors, however, improve the 
services from the supply side of safe city project. There is no doubt that 
there was higher demand for many services from the Police personnel 




Chart 1. Do you feel secure with the 
installation of cameras in public 
places? 
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empower Police enforcement and in the words of a Police officer from 
UK, PSCA is a heaven for Police officers where they have maximum 
technological support available at their hands readily. 
5.4. Public Perceptions about PSCA 
PSCA as a consequence of 
this research as well and 
through learnt techniques of 
this research, has conduct 
public perception survey 
about performance of 
services provided through 
PSCA infrastructure and to 
gauge its early impact. 
Complete report is at 
(Annexure - XVI), however 
some key findings are 
shared here which are 
relevant to this discussion about change management and perception of 
public. 
5.4.1 Surveillance and Security  
People were asked that do they feel secure with the installation of 
cameras in public places. 77% people feel secure with the service and 
23% of the respondents don’t feel secure with it. There was no data 
available to present that this modern surveillance infrastructure was 
installed on the basis of any public demand but international best 
practices were followed by the Police. This survey confirms the point of 
view of respondents of this research who trade off in favor of security at 
the cost of privacy. Still there are 23% respondents who have different 
Chart 2. To improve security situation, if 
the Govt. has 10 crore Rupees; where 
would you prefer to spend? 
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perception about public surveillance. No further probe was done about 
causes of acceptance or denial of the participants, however, this remains 
another area for further exploration. 
5.4.2 Willingness to Pay 
Prioritization of spending is key political function and it determines 
outlook of any ruling party. It is normally considered that people do not 
have a choice in spending the public money. The survey question was 
aimed at getting the choices of the people in this connect and two options 
were given whether it should be on conventional policing through Police 
station which needs resources or for Policing through command centers 
i.e. PSCA model. 
In response, 86% of the respondents prefer to spend on ‘policing through 
Safe City Command Center’ and 16% showed their preference to spend 
on ‘policing through police stations’. This figure also illustrates the 
satisfaction of public towards Safe City Command Center. It shows the 
shift in trust of the people of Lahore on PSCA managed policing. 
Transparency in financial management, visibility of modern 
infrastructure, less human interaction and positive communication of 
PSCA may be the plausible reasons for this trust on PSCA. Given that 
almost a similar number of people know about PSCA, shows that it has 
gained confidence of people for law enforcement function of the Police. 
PSCA claims to be “Future of Punjab Police” so it is an acceptance by 
vast majority of people that this form of Policing in Punjab is a preferred 
choice for public spending. There is need to further propagate this aspect 
of Punjab Police to attract more financial resources for establishing 
similar command centers in other districts of the Punjab and elsewhere.  
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5.5. Implications for Public: Privacy and/or Security? 
PPIC3 Centre Lahore is one of the most complex and comprehensive 
change management projects ever undertaken in the civilian security sector 
in Pakistan (Authority, 2015). Mere implementation of PPIC3 Centre’s 
project is not an end in itself; rather it represents a vital step in the journey 
towards safer, prosperous and more empowered communities having a 
modern, well-equipped and an accountable Police Service. From public 
perspective, it could have been a huge loss of time and finances had this 
project not delivered as it was intended. Consequently, PPIC3 Centre 
Lahore project could have faced one or more of the challenges during the 
change management process as mentioned above. All the above factors or 
any one of them becomes a challenge big enough to manage the change 
in a given period of time. Risk mitigation strategy, like in theory, can be 
maintained in the form of risk registers and mitigation plan and it can help 
in identification of risk but resolutions and mitigation remain the leadership’s 
task through active team support and owners of change (Muriana & Vizzini, 
2017). It is also important to consider if the time taken to implement this 
project could be reduced to reap the benefits earlier.  
The factors under discussion are based upon project management and 
technical oriented but some human rights dimensions and legal aspects are 
not addressed in this scheme of implementation. It was originally conceived 
that cameras and other sensors will be used to collect evidence for crime 
prevention and counter terrorism purposes. The legal question of 
admissibility of the evidence collected through these cameras was identified 
in time in 2016. Before establishment of PPIC3 Lahore, no state-owned 
cameras were used at such a wide scale so legal issues were also not 
raised about their admissibility and data protection or misuse of the data. 
Partly due to poor quality infrastructure and limited capabilities of 
surveillance system in Karachi and Islamabad, these issues were not raised 
(Abbas, 2011). Secondly, Police could not make full use of the systems nor 
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it was aware about benefits of surveillance systems due to multiple reasons 
so no demand came from Police to use or improve the existing surveillance 
systems.  
It was resolution of some high-profile cases like suicide bombing case of 
February 13, 2017 when on Mall Road, 14 persons were martyred in a 
suicide attack (Hassan & Masood;, 2017; India Today, 2017). PSCA 
assisted in detection of the perpetrated in less than 48 hours due to speedy 
efforts of Counter Terrorism Department of Punjab Police. It was for the first 
time that efficiency of the PPIC3 Centre was acknowledged at the national 
level by the public and the decision makers (DPP, 2018).  
Second incident was issuance of Electronic Traffic Violations Management 
system (ETVMS) in 2018 when people started receiving pictures of 
violations and people in the vehicles and public became aware that their 
data is being captured (Islamabad, 2018; Mirza, 2018). People started 
asking questions about clarity of evidence and also there were few incidents 
reported in the media that in some cases people are wary that their pictures 
were sent to homes and their families knew about their driving behavior as 
well as who was accompanying them during the drive (Warraich, 2019).  
Third case was leakage of seven objectionable pictures in March 2019 
(Ahmed, 2019; Daur, 2019). These pictures were intelligently captured 
through ETVMS; however, these were kept on desktops of some employees 
and these went viral on social media by some unknown persons, with 
certain access to these pictures (Azeem, 2019). PSCA has conducted an 
enquiry and three members of the team were terminated for violation of the 
code of practice. People became aware about seriousness about the data 
protection issues and privacy became a subject of discussion (A. N. Khan, 
2019).  
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It was an outcome of this mass surveillance program of PSCA that Privacy 
rights became a subject in local media and in public. Hitherto, it was 
considered a foreign subject for the Pakistani society or it was construed as 
a concept related to violation of code of honor for the men in Pakistani 
society (A. N. Khan, 2019).  
From international perspective, it was again highlighted when social 
networking application making company Facebook was facing allegation of 
data breach and using data of users of Facebook without their explicit 
permission (Isaac & Frenkel, 2019; Matsakis & Lapowsky, 2018; Solon, 
2018). In another case in USA, it was noted that US presidential elections 
were manipulated by using the social media preferences of the users (Craig 
& Ludloff, 2011; Meyar, 2019; Newman, 2014). It was happening because 
data protection procedures were either violated or manipulated by the 
powerful abusers (Council, 2007; Pallero; & Arroyo;, 2018). 
Gradual increase in use of the system, international issues of privacy and 
data leaks like Panama leaks (Harding, 2016) and Facebook (Silverstein, 
2019) data manipulation highlighted the concerns for data protection for 
PSCA also. In October 2018, first major opinion article appeared in national 
newspaper highlighting the importance of Privacy rights in Pakistan and 
inadequacy of the existing legal framework. Being aware about the Privacy 
rights, partly as a result of this research, PSCA already has trained all the 
users of the system on protection of privacy issues. Electronic Data Analysis 
Regulations 2016 were first such framework which explained all the stages 
of data capturing to data dissemination and it was duly implemented and 
used by the criminal justice system. It was also developed keeping in sight 
protection of privacy rights of the people and also data protection.  
PSCA has developed detailed Data and Privacy Protection Procedures 
(DP3) in January 2020 in line with prevalent standards of industry 
(Annexure -XVII). Details of privacy policies of PSCA were not widely 
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discussed with public at large nor had they any inkling how the Safe Cities 
systems can be abused to have an impact on their rights. However, 
employees of PSCA were educated and sensitized about legal, operational 
and cultural sensitivities of breach of privacy rights. 
PSCA at its own, followed international best practices from privacy 
protection perspective (A. N. Khan, 2019; PSCA, 2019).. Association of 
Chief of Police Officers (ACPO) of the United Kingdom has devised a 
strategy for installation of CCTV in the United Kingdom as early as 2007 
(Commons, 2008). This strategy identifies the need for:  
i. Clear standards for CCTV Cameras  
ii. Guidelines on registration, inspection and enforcement  
iii. Training of the operators of the surveillance system 
iv. The police use of CCTV system  
v. Storage /volume/archiving/retention issues 
vi. Emerging technologies, changing threats, new and changing priorities  
vii. Partnership working with other stakeholders.  
Going through each subject area given above, PSCA has deliberately 
abided by all the above parameters. It has not installed any hidden cameras 
in public of private places nor were any videos or audio data shared with 
any person, organization or authority without a lawful process (PSCA, 
2019). Although some interested stakeholders requested for full access to 
viewing rights of video surveillance but it was also denied to protect privacy 
rights of the people and to minimize the risks of data leakage from the 
individual users. Other than technical and project management issues, the 
legal authority of installation and use of PSCA surveillance system could 
have been a stumbling block in completion of the project but due to timely 
actions in a proactive manner, this risk was minimized.  
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5.6. Balancing Risk Assessment and Security Investment 
Surveillance system like PPIC3 Centre is essentially an expansive 
undertaking. Selection of Lahore as a pilot project is counter intuitive from 
project management perspective, however, it can be justified on the basis 
of information about threats and risk assessments available to civil and 
military authorities (International, 2020). Urban centers are more vulnerable 
to terrorist attacks as history shows in Pakistan where 34,114 attacks have 
taken place in urban centers due to the fact that it serves the terrorist 
organizations better than other soft targets (SATP, 2019). Lastly, results of 
such an act of terrorism are more devastating and from security perspective, 
it is more difficult to protect larger communities, diverse targets and types 
of vulnerabilities.  
Henry H. Willis has used methodology of insurance industry and applied on 
intelligence challenges faced by US Department of Homeland Security 
(Willis & Al-Shahery, 2014).They have analyzed the data of terrorist attacks 
in terms of threats, vulnerabilities and consequences of the probable attacks 
(Randol, 2010; Willis et al., 2014). The consequences are used to estimate 
the annual human and economic cost of such attacks. If there is a cost 
benefit analysis, then investment may be made to prevent the damages or 
consequences of threats. UK Centre for Protection of National Infrastructure 
uses this approach to invest on putting in measures to save loss of life and 
damage to public infrastructure (CPNI, 2007).      
This approach may be applied but there are challenges to evaluate the 
consequences part of the equation. One challenge may be sensitivity of the 
subject of loss of life or injuries and putting a value on this loss. Although 
statistical value of life (SVL) can be determined as and interchangeable 
quantification of losses is also complex: like loss of lives or injuries into loss 
of infrastructure. In addition, some consequences like loss incurred due to 
change in behavior of people to use one infrastructure like not going a 
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cricket stadium where an incident has taken place few years ago. This is an 
increasing interest in estimating economic value of certain abstract 
concepts like privacy rights which may be affected by adaption of security 
infrastructure (Acquisti & Gross, 2009).  It becomes a little controversial in 
European context where Privacy is considered as an inalienable 
fundamental human right and its quantification in economic terms is not 
acceptable, however, it is possible to put a tag on this right in economic 
terms rather than only a legalistic perspective of its assessment (Odlyzko, 
2004).    
For the users of security apparatus, it is relatively easy to estimate the cost 
of imposition of security measures especially through a one-time project like 
PPIC3 Centre Lahore. Nevertheless, it becomes challenging to appreciate 
the cost of risk assessment as a function of threats, vulnerabilities and 
consequences because it can be understood only when such risks are 
realized and quantified in terms of loss of lives and/or economic damage 
(La Vigne et al., 2011).   
It also becomes difficult to estimate losses incurred if there is change in 
social behavior of people who may change their attitudes and habits in 
response to a security apparatus e.g. if there are multiple, intrusive and time 
taking security measures adapted on an airport, it may deter air travelers to 
undertake air travel which results in loss of revenue. The overt use of 
security measures may be considered counter-productive and could 
increase mistrust on the state apparatus to secure the people (Wong & 
Brooks, 2015). There may be economic costs if security of a cricket stadium 
is too much and therefore people may not use the facility as much as they 
would have used it otherwise (NAP, 2019; Shaw, 2017). However, more 
important is how to measure impact and how to ascertain opinion and 
consideration of people who use the security infrastructure in the risk 
assessments and to accommodate their voice in designing the risk 
mitigation strategies and security measures to be adapted.  
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The protection of data and privacy concerns of the citizens in a pilot project 
like PPIC3 Centre Lahore is not a small development but it was a one-sided 
effort by a team of experts and leadership of PSCA.  There is a need to 
investigate about the perception of public about surveillance before having 
such a state-of-the-art system. Following questions come to mind before 
initiating a detailed research and reaching out to people: 
1. Were there any concerns of privacy which they might have?  
2. Were people even asked about it before implementing such a highly 
resourceful project?  
3. Do they know how their rights may be affected by such a system 
based upon artificial intelligence and advanced analytics?  
4. Had they known the capabilities of the system and its possible risks 
for the human rights? 
5. Would they be willing to spend their tax money on such projects?  
These questions were the basis to go to people and ask for their views and 
preferences and trade-off between privacy and surveillance in public 
spaces. The next chapter focuses on this aspect as to how to elicit public 
perceptions of subjects and beneficiaries of security measures to mitigate 
the security risks.
  




Methodology: Revealing Public Preferences 
6.1. Process Assesment  
It was important to gauge preferences of public through a process which is 
credible and by learning from the past. In US and Europe, there have been 
various methods used to assess the public preferences. In 1990, Westin’s 
General Privacy Concern Index classified the people in various categories 
based upon their level of concern for their Privacy (Kumaraguru & Cranor, 
2005). Similarly, in 1994, another measure was Distrust Index which 
classified the level of Privacy level of trust of people as low, medium, high 
and very high when it came to activities of private sector or the government 
(Harris & Westin, 1996). British Social Attitudes Omnibus survey asked 
simple questions about level of freedoms given away by the people in order 
to prevent them from terrorism threats (Neil Robinson et al., 2010). Majority 
of respondents (79%) were willing to allow Police to detain a person for 
three weeks without having any charge if he was suspected to be involved 
in a terrorism related case (Johnson & Gearty, 2007). Similarly, even 
greater majority was in favour of tapping phones of suspects and opening 
their mails without their information if people were suspected of involved in 
terrorist cases. The survey results indicated that 81% respondents were in 
favor of tapping phones and checking email of individuals suspected to be 
involved in terrorism (Johnson et al., 2007). 
Another opinion survey was conducted by Home Department of UK in 2005 
to ascertain public demand for provision of Identity cards and to ascertain 
their demand and willingness to pay for passport and/or Identity Card. 
People were willing to pay GBP 93 for combined Passport and National 
Identity card or GBP 50 for identity card only (Steinbock, 2004). These 
examples show how people respond to simple questions about trade-off 
between Privacy and security and it is difficult to ascertain their reasons or 
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causes through simple opinion polls. There are few issues which these 
opinion polls have. First, these polls offer simplistic questions which are not 
realistic. 
These surveys are also conducted closer to an event which may happen or 
just after some events have taken place. This currency and probability of 
happening of the events also create unrealistic scenario hence responses 
lack the authenticity or there is some level of influence over the preferences 
due to media coverage or due to memory of the events. Secondly, the 
framing of the questions or expectation that a portrayed scenario may 
happen to others only also changes the responses. In this case people are 
ready to give up on their liberties easily. Thirdly, they are not able to quantify 
their preferences to give up their liberties or privacy. The surveys give an 
idea about how many people think in particular manner but quantification of 
their preferences remains unresolved. Lastly, due to this very reason it is 
difficult to translate these preferences into cost benefit analysis.  Similarly, 
it is not useful to estimate willing to pay for having a security infrastructure 
and being ready to give up on privacy rights. 
6.2. Use of Discrete Choice Stated Preference Methods 
(DCSPM) 
Some researchers have tried to address these issues by combining various 
aspects like presenting different scenarios and mixing them with Westin’s 
Privacy Index (Joinson et al., 2006). The scenarios can be painted on the 
basis of realistic choices in a given environment to generate data which help 
to generate evidence based public policy debate free from biases and close 
to reality in today’s world.  
6.3. Background  
DCSPM is used to understand how people make the choices when they are 
provided with alternatives. The discrete choice model is developed by 
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providing a number of alternatives and then each alternative has a utility 
equation. This equation describes various levels of each attribute related to 
alternatives and decision makers makes choices on the basis of these 
attributes and various levels therein. A coefficient is estimated during 
modelling process which acts as a multiplier with each option to determine 
the impact of each choice one makes (Ben-Akiva & Lerman, 1985; Joinson 
et al., 2006). The underlying assumption of this model is rational choice of 
the decision maker who uses an option with maximum utility for him.  
There may be factors which cannot be observed by analysists in each utility 
equation, therefore, an error term is also taken as a correction factor for 
individual choices. Random utility theory framework is used to acknowledge 
that analysist do not have perfect information about utility functions as 
determined by the respondents themselves.  
Logit analysis is used as a popular estimation procedure to assume that 
error terms on utilities are distributed identically and independently of each 
other. Model coefficients are produced through this estimation procedure 
and well represented through standard statistical criterion of maximum 
likelihood. Values of the coefficients and statistical significance of the 
coefficients is determined through this model estimation. There is also 
possibility of testing the utility functions through additional non-linear 
variations. Various functional forms help in determining if any group of 
people makes specific value on any attribute in the choices they have or 
systematic choice of a group of respondents for a particular alternative can 
be tested (Neil Robinson et al., 2010).  
In this research, discrete choice stated preference methods (DCSPM) is 
used to examine what are public preferences when they deal with 
competing and sometime diametrically opposite concepts and choices like 
surveillance and privacy. Stated preference techniques are aimed to 
examine how people trade-off among different levels of attributes 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 114 
presenting price, quality improvement in goods and services when they face 
different choice tasks. Analysis of the choices made can help to establish 
willingness to pay for different benefits (or willingness to accept payment in 
exchange for bearing a particular loss. This method provides nuanced 
understanding of people’s choices about non-market public goods like 
privacy and security through surveillance. Such approach has been used in 
other sectors like environment, value of time in transportation and in health 
services, so it can be used in this scenario (Bateman et al., 2002).  
In normal circumstances, governments make top down approach to identify 
real choices on the basis of risk assessments available to them against 
known vulnerabilities and threats to decide about investment of resources. 
The DCSPM is bottom up and based upon people’s preferences. The 
method is also useful to determine cost-benefit decision making process 
regarding application of some security measures because it also helps to 
determine empirically any threshold which people might like to place while 
favoring a specific security measure or deployment.  
This method is used keeping in mind that DCSPM have merits to be used 
to collect data to ascertain trade-offs people make while considering privacy 
and security through surveillance as a non-market public good. In addition, 
when people choose to relinquish one right of Privacy and support 
surveillance what is their motivation. It is also important to discover if 
monetization of the impact of choices like surveillance over privacy is 
possible. Assuming robustness of this method, it is important to know how 
much are people willing to pay to install any infrastructure and if there is any 
limit of their willingness to pay and why. 
For this research, a survey tool was developed which is attached as 
(Annexure -XVIII to XX). The tool was designed to capture preferences of 
the respondents. Every respondent was presented with alternative options. 
The options described various dimensions of surveillance relating to 
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information on CCTV surveillance; on the type of security cameras; on 
output of the checks and number of time people are being watched; and on 
the additional costs of security measures and systems. To capture diversity 
among respondents, the survey presented questions to a sizeable sample 
of population of two cities of the Punjab, Multan and Rawalpindi, to capture 
their preferences, and also creating a range of scenarios in order to capture 
a detailed account of citizens’preferences. Total sample size for each city 
was 500 respondents which is duly supported by the literature for such type 
of studies (Taherdoost, 2017).  
For quantitative analysis through DCSPM, structured questionnaire was 
developed to measure stated choices of respondents. The survey was 
administered face to face with the help of a private survey company. 
Further, for this research another focus was to understand implementation 
process and policies issued by the Punjab Safe Cities Authority (PSCA). A 
policy, for this research, is defined as set of actionable instructions or 
guidelines issued by the PSCA on a related issue which help in making 
organisational and individual decision. Time frame of this research was 
starting from 2016 to 2019. In first eighteen months, the implementation 
process was recorded in details. In following twelve months, data was 
collected to gauge the perception about the project and public preferences.  
6.4. Choices for Privacy and Surveillance  
In order to learn about people’s preferences through various measures 
affecting their privacy and security, this research focusses on one real time 
scenario. Police in Pakistan uses CCTV cameras at mass scale for multiple 
purposes in the cities of Islamabad, Lahore and Kasur primarily. However, 
these are not used in many other cities as a comprehensive plan or in an 
organised manner in other cities. CCTV cameras are used in major cities of 
the world and their utility is established but in country like Pakistan it is still 
a new phenomenon. There can be many possible questions and choices 
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which people may have depending upon attributes of this intervention. The 
proposed intervention may be in conflict with privacy rights of the people in 
a number of ways. The proposed intervention for security of people may 
have a number of factors or attributes affecting their privacy to be 
considered by the people. These attributes with their levels may include the 
following: 
6.4.1. Proposed number of Cameras in the City 
Both the cities where this research is carried out, did not have any sensors 
for mass surveillance for security of the people. Although there is no 
yardstick for determining the number of cameras on the basis of population 
or area or length of roads or a combination of all above, but it was 
considered to assess the expected coverage of the city by cameras in each 
case.  
The number of cameras will be required to cover the major public roads, 
entry exit points, road crossings and areas and where people visit for daily 
routine. 
 
i. No Cameras 
ii. 0-2000 Cameras 
iii. 2001 - 4000 Cameras 
iv. 4000 or more Cameras 
6.4.2. Types of Cameras installed in the city 
Although there is no history of cameras in these cities but mostly people 
understand the purpose of these cameras. This typology of cameras have 
different levels of ingress and intrusion into private and public spaces. Facial 
recognition cameras are used for detection of humans on the basis of their 
facial features which need to be compared with a database of wanted 
persons. Similarly, automated number plate readable cameras are used to 
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recognise the vehicles’ number plates and recognise the wanted vehicles 
or track the desired vehicles through their number plates. Both types of 
cameras are advanced sensors of mass surveillance and affect the privacy 
of persons in multiple ways. Choice of people in selection of each type of 
camera or a combination of both also throws light upon preferences of the 
people about degree of intrusion into their privacy or increased level of 
security through these sensors. 
It will be important to determine what the function of each camera is and 
this will inform about selection of the cameras. If you want to track and 
detect people and vehicles, then you need sophisticated cameras. 
 
i. Standard CCTV Cameras 
ii. Vehicle Number Plate Recognition Cameras 
iii. Facial Recognition Cameras 
iv. Vehicle Number Plate Recognition and Facial Recognition 
Cameras 
6.4.3. Probability of Preventive action taken against suspicious 
activity BEFORE any incident/potential crime by Police 
with the help of CCTV cameras 
It is commonly known the effective use of cameras in post incident 
scenarios. In such cases, Police have the reasons to use the recorded data. 
Another case of use of cameras which may have implication for privacy of 
people if there is a reasonable information to act and put up surveillance 
infrastructure for a specific case i.e. for any planned event or an undercover 
operation. In the presence of an infrastructure of mass surveillance placed 
for security purposes, it is reasonable for the people to expect that there will 
be some proactive action also taken by Police to prevent any wrong doing 
to happen. There may be expectations of the people to take proactive 
actions before any crime or in anticipation of any accident etc. It is 
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tantamount to allow or encourage the surveillance operators to be more or 
less proactive in their job, however, it will have an impact on privacy of the 
people. With the help of more observations, number of preventive actions 
can be taken or otherwise. 
By monitoring through cameras, Police may be able to detect violations of 
laws and suspicious activities or illegal acts of the people/vehicle e.g. drug 
users or over speeding or illegal number plates on vehicles etc. 
i. 0 - 25 preventive actions or observation/day 
ii. 26-50 preventive actions or observation/day 
iii. 51-75 preventive actions or observation/day 
iv. More than 75 preventive actions or observation/day 
6.4.4. Percentage of crimes/cases resolved AFTER the 
crime/incidents by Police with the help of CCTV cameras 
every month 
At times, people are concerned about a situation or hazard including crime 
or traffic congestion or about any environmental condition like Air Quality 
Index in a particular place. In such a situation, any intervention by the 
decision makers comes with a promise to address the concerns partially or 
completely. CCTV cameras are a very useful tool for post crime evidence 
collection to be used for prosecution. This attribute like previous one, is also 
a performance indicator and measure of utility of the intervention for 
security.  
After an incident or crime, footage of CCTV cameras may be used to detect 
the reasons and provide evidence to the court for resolving the case. 
 
i. 0 - 5% per month 
ii. 6 - 10% per month 
iii. 11 - 15% per month 
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iv.  More than 15% per month 
6.4.5. Public will be exposed to all surveillance as people may 
be observed through CCTV cameras daily 
CCTV cameras are useful for prevention of crime as well as the data 
obtained through CCTV is also used as an evidence for prosecution in court 
of law or for other civil purposes for insurance companies. But, this also 
means that people will also be exposed to cameras more than once in a 
day. Frequency of exposure depends upon number of cameras and also 
presence of the people in a particular area. Most of pro-privacy people will 
be concerned for this exposure and it will have an impact on their trade-off 
choices while thinking about choosing number this intervention.   
Privacy of individuals may be reduced in public spaces due to CCTV 
cameras as a common person shall also be observed through these 
cameras every day and Public information is important for presence of 
surveillance programme for deterrence and creating a sense of security and 
caution for the people. 
 
i. 0 - 10 times a day 
ii. 11- 15 times a day 
iii. 16 - 20 times a day 
iv. More than 20 times a day 
6.4.6. Annual reduction in crime by surveillance through CCTV 
cameras 
This is one major output of the installation of CCTV cameras in big cities. 
This attribute is not only important for socio-economic perspective but it also 
has a political importance. Improvement in public safety is linked with crime 
rates in any society and if an intervention has a specific output like reduction 
in crime which is on public agenda, then there is more support for such 
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action. The effect of cameras is not only for evidence collection but it also 
acts as a deterrent for checking crime. This result is also useful for 
businesses and investment which is drawn towards low crime areas 
because of freedom of movement of people and goods. The programme 
may help in reduction of crime taking place in public sphere or otherwise 
and public perception may change that security situation has improved in 
the city through use of such a programme. 
i. 05 - 10% 
ii. 11 - 15% 
iii. 16 - 20% 
iv. More than 20% 
6.4.7. Annual Security Fee from residents of the city may be 
charged for programme 
This attribute is to measure respondents’ willing to pay for CCTV program 
in the city. This is monetization of the trade-off people are ready to do for 
security and compromising their privacy in the context of cities in Pakistan. 
Besides, this attribute informs the authorities if they proceed with the 
program they may also have a source of funding available for sustainability 
of the program which is a major concern for public authorities. This focus 
on demand side of security intervention also brings home not only 
satisfaction about approval of the intervention but also a participatory 
approach before taking any policy decision by the authorities. The amount 
of this fee as determined in various levels also gives an idea about limits, if 
any, of this willingness to pay. In order to ensure public participation and for 
maintenance of the programme, annual security fee shall be charged from 
the residents who will be permanent beneficiaries of crime reduction and 
improvement in the public safety in their city. 
i. No Fee from residents 
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ii. 500 - 1000 Rupee/Year 
iii. 1001 - 2000 Rupee/Year 
iv. More than 2001 Rupee/Year 
6.5. Devising Choice Contexts 
Each of the above attributes are required to have multiple choices. This is 
done to have realistic choices available to the respondents and they can 
understand how the above attributes can affect their privacy while making 
policy interventions like installation of surveillance systems like Lahore or 
Islamabad. 
DCSPM was used in Rawalpindi and Multan because there were no CCTV 
cameras installed by the Police and there were no revealed preferences of 
the people about utility of such security measure. In addition, DCSPM 
enables policy makers to determine how much people are willing to pay 
while trading off between privacy and surveillance as a security measure. 
6.6. Identifying Attributes and Levels 
Attributes were identified through experience of establishing the PPIC3 
Lahore and learning from opinion of security officials. After finalizing these 
attributes, it was required to attach a reference value to each of the attribute. 
The relative changes in realistic context of the reference values of each 
attribute are called levels (Levels assigned to each attribute of the survey 
were carefully selected to be realistic, precise and mutually exclusive). 
News reports in public domain and literature was consulted in order to 
derive reference values of these attributes. For example, open information 
available through various companies’ websites, it was possible to learn 
about types of cameras to be installed for surveillance (Hikvision and Dahua 
Technology are one of the leading companies with CCTV surveillance 
products with different types of cameras including standard surveillance 
cameras, facial recognition cameras, vehicle number plate recognition and 
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facial and vehicle number plate recognition.). Public expectations before 
and after cameras installations were topic of the discussions in newspapers 
(Guardian, 2019; Khilji, 2019).   
No. Attributes Levels 
1 
No. of Cameras to be 
installed in the city 
i. No Cameras 
ii. 0-2000 Cameras 
iii. 2001 - 4000 Cameras 
iv. More than 4000 Cameras 
   
2 
Types of Cameras  
in the city 
 
i. Standard CCTV Cameras 
ii. Vehicle Number Plate Recognition Cameras 
iii. Facial Recognition Cameras 
iv. Vehicle Number Plate and Facial Recognition 
Cameras 






i. 0 - 25 preventive actions /day 
ii. 26-50 preventive actions /day 
iii. 51-75 preventive actions /day 
iv. More than 75 preventive actions /day 





by Cameras every 
month 
i. 0 - 5% per month 
ii. 6 - 10% per month 
iii. 11 - 15% per month 
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iv. More than 15% per month 
   
5 
Public exposure of 
people through the 
cameras everyday 
i. 0 - 10 times a day 
ii. 11- 15 times a day 
iii. 16 - 20 times a day 
iv. More than 20 times a day 
   
6 
Expected annual 
reduction in %age 
crime 
i. 05 - 10% per year 
ii. 11 - 15% per year 
iii. 16 - 20% per year 
iv. More than 20% per year 
   
7 Annual Security Fee 
i. No Fee from residents 
ii. 500 - 1000 Rupee/Year 
iii. 1001 - 2000 Rupee/Year 
iv. More than 2000 Rupee/Year 
   
In order to understand the socio-economic background of the respondents, 
though anonymously, details were also collected about age, gender, 
educational qualifications and profession of the respondents. At the end 
some cognitive questions were also included in the survey to ensure that 
respondents have proper understanding of the choices they have made. 




6.7. Data Collection Process 
The process of data collection was started with engagement of private 
company which deals with technology and has the capacity to conduct such 
analyses. The survey tool was elaborately described to the focal persons 
who trained the enumerators. The team combination of data enumerators 
was also ensured to have gender balance in Pakistani context. After 
comprehensive training, a pilot was run to iron out any difficulties.  
Data collected through this survey has been managed through remote 
access also to save a digital copy of the same. A special software was 
designed by the company for this data collection and submission. The data 
is submitted to university data bank as per the requirements of this research  
6.8. Anticipated Ethical Issues 
There were no anticipated ethical issues regarding this study - in particular: 
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The data was anonymous since the beginning, as no personal information 
(names, Email address, telephone number etc.) was collected; only socio 
demographic information which they can opt out was collected.  
The survey participants were the general public selected randomly. 
To record responses of the survey, separate teams were formed for each 
of the two cities which featured participants from the respective city.  
Each team member of the survey teams was provided with a latest android 
tablet for accurate and efficient data recording. Each team member was 
assigned a unique profile with dedicated login details to access and record 
responses of the survey. 
A master profile with login credentials to access all individual accounts, was 
also created to continuously monitor the performance of each team member 
and compliance of the data being recorded with the standard instructions.  
Each team member was provided with a data sheet to be filled in with the 
credentials of respondents to the survey including location 
(longitude/latitude), description of area and date of recording the response. 
All participants provided their informed consent in order to participate in the 
experiment 
There was no conflict of Interest between respondents to the survey and 
the Urbane (Pvt.) Ltd. However, to address this potential ethical issue, it 
was made sure that the respondents of the survey were randomly selected 
and they were not related to the company or its employees who have 
conducted the survey.  
There was a commercial contract between the author and the company to 
deliver the outputs of survey.  
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Selection criteria of the company was based upon their areas of expertise, 
their capacity to complete the work as per standards and requirements of 
this research.  
Urbane (Pvt.) Limited, a smart Cities Solutions Company, has been 
selected to make sure that they have the relevant experience of conducting 
such public surveys as well as they have right resources of technical nature 
as well as market research.  
6.9. Risks for Data Collection 
There was no reputational risk for the University because the surveying 
company was reputable enterprise and aware of the potential reputational 
risks. They were not going to survey vulnerable groups and subject has no 
sensitivities for the potential target audience. 
Similarly, there was no security risk because the survey topic, area, settings 
were clear and survey company was local and have taken care of the 
hazards and well aware with security situation on daily basis. The general 
environment was also safe and without any security risks. 
6.10. Conducting Surveys 
There were three main steps for this survey: 
a. Invitation for the Survey participation (Annexure - XVIII) 
b. Informed Consent of the participants (Annexure - XIX) 
c. Completion of questionnaire (Annexure - XX) 
The respondents, randomly selected from the open public 
spaces/streets/shopping centres/offices etc, were invited to participate in 
this research at their will. This invitation was verbal and also through an 
informed consent form (Annexure - XVIII). It was an overt survey in which 
data collectors asked face to face question and explained the purpose and 
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intent of the data collection with voluntary contribution of the willing 
participants of target audience through one-page survey by experienced 
surveyors.  
If they were willing to participate voluntarily without any return or reward, 
they were given a consent form showing the details as provided in the 
attached letter in (Annexure - XIX).  
After this they could complete a short questionnaire regarding an academic 
research project on surveillance arrangements in a city and their socio 
demographic status. The questionnaire to collect the data for this research 
is also in (Annexure - XX). 
Actual time of each survey was 10-15 minutes, as people were asked few 
questions with a preamble about the purposes, privacy, anonymity and 
legitimacy of the survey during the process.  
The company conducting the survey used an electronic device/tablet to 
collect data and directly enrolled in electronic form to save time and cost of 
data entry as well as to protect data. Two different teams were used at two 
cities to avoid any biases as well as for integrity of data. For precaution 
paper based applications were also filled to avoid any data entry and to go 
back to record for confirmation. 
6.10.1. Survey Population 
Population of Rawalpindi is 5,405,633 (male:2,741,872 female: 2,663,075 
and transgender: 686) whereas population of Multan is 4,745,109(male: 
2,437,412 female: 2,307,504 and transgender: 193) (PWD, 2017). The 
participant of the survey were randomly chosen from this population from 
various segments of society with various academic and economic 
backgrounds as defined in the survey tool.  
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In order to get a representative sample of population of each city, it is 
required to havesmall survey booth/halting points, with the permission of 
owners/administration of the location, in public areas to attract the willing 
participants. As there were no specific organisations or institutions target of 
this survey, places were randomly selected in each city where probability 
was high of finding people belonging to certain age group, economic back 
ground and social status. 
6.10.2. Recruitment Strategy 
The participants were selected randomly from the public places in the cities. 
For inviting people for participation, they were requested through a 
receptionist, to read or hear about the purpose of survey and they were 
asked questions before they give a consent for participation. The 
communication skills of the surveyors are harnessed during the training 
provided by the company and any auxiliary questions they might had about 
the survey tool. Underlying assumption holds good that people voluntarily 
contribute in sharing their opinion if it is not about a sensitive subject or 
where there are no risks of reputation or other concerns. However, this 
needs to be communicated and they choose to participate or not after 
looking into the questionnaire or talking to the person conducting this 
exercise.  
Once, these introductory steps were completed, which took 10 to 15 
minutes, rest of the survey may involve more than 10 - 15 minutes. The 
introduction was given to a group of people, in some cases, and then same 
time was not required for all participants. The whole exercise and process 
took more time than individual form completion duration. It was a major 
undertaking and involves costs and time to collect the primary data. 
Each city has population of more than 4 million. A sample size of 500 
(rational is given (CRS, 1982) and, 4.5% margin of error was used to select 
the sample size.) was suggested for this survey which was appropriate for 
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this research. All this process was duly approved by the Ethics Committee 
of Business and Law. 
6.10.3. Confidentiality of Participants 
Participants only from general public were surveyed. No personal 
information (names, email address etc. was collected but only socio-
economic and demographic information (gender, income etc.) wasrequired. 
The data is completely anonymous.  
The consent form was collected separately and there was no way it could 
link the consent forms to the survey questionnaires. Paper records were 
scanned and preserved till retention of original data.  Paper records shall 
be destroyed after completion of project and award of degree. Till that time, 
it will be kept in encrypted form and papers shall be kept in a proper lock up 
with no unauthorized access. 
On field, the enumerators collected data on electronic devices i.e android 
based tablets from each respondent face to face. For anonymity, name or 
number was used to link any identity of the respondent. However, the data 
was transmitted on daily basis to the company hub in Lahore. In addition to 
eliminate any possibility of wrong entry, enumerators were required to add 
their GPS location for each response collected. Timing of these 
questionnaire and location made it possible to ascertain geographical 
spread and inclusivity of all segments of society in a city area. The detail of 
major areas/locations where survey was conducted is provided below. 
Detailed summary of survey responses along with different.detailed account 
of mass surveillance system is being discussed in thenext chapter and there 
is descriptive analysis of primary data collected through this methodology.  
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6.11. Pilot Phase of Survey 
6.11.1. Methodology 
A pilot phase was conducted before commencement of the survey with the 
purpose to test the survey questionnaire using a smaller sample compared 
to the planned sample size. As part of the pilot phase, each survey facilitator 
recorded 10 responses for Survey-1 “Public Preferences on Tradeoff 
between Privacy and Surveillance in Public Spaces” and 30 corresponding 
responses for Survey-2 “Choice Cards”. The detailed methodology applied 
for conducting the pilot phase of the survey is described below. 
6.11.2. Team Configuration 
The pilot phase of the survey was conducted by the same two teams which 
conducted the actual survey in Rawalpindi and Multan. Each team 
consisted of 5 members with 3 male and 2 female members to ensure 
gender inclusivity. Each member of the survey team was a well-educated 
individual with a very good command over English, Urdu and local 
languages of the two cities i.e.  Punjabi, Potohari and Saraiki. 
6.11.3. Equipment Details 
The pilot phase of the survey was conducted using latest android tablets 
and web-based application which was provided with the survey 
questionnaire for both Survye-1 and Survey-2. Every member of the survey 
team was provided with a latest android tablet for accurate and efficient data 
recording. Every member of the survey team was assigned a unique profile 
with dedicated login details to access and record responses to the pilot 
phase of the survey. Every member of the survey team recorded 10 unique 
responses against all 21 questions in survey-1 and against 30 
corresponding choice cards from survey-2. The responses coming from all 
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team members were monitored by the Survey Trainer via a master profile 
with login credentials to access all individual accounts.  
6.11.4. Timeline 
The pilot phase of survey was done separately by each survey team upon 
completion of their training session. The training session was divided into 
four sections including i) introduction and purpose of the survey ii) 
explanation of each question contained in survey-1 and survey-2 iii) 
guidelines to perform the survey and iv) test run of survey-1 and survey-2 
on prescribed equipment. The survey team applied similar methodology in 
the pilot phase that was applied in the actual survey.  
6.11.5. Response Collection 
As part of the pilot phase, every member of the survey teams recorded 10 
unique responses to Survey-1 and corresponding 30 responses to Survey-
2. A total of 50 unique responses against Survey-1 and 150 unique 
responses against corresponding choice cards in Survey-2 were recorded 
by each survey team.   
6.11.6. Improvements 
The pilot phase was instrumental in highlighting potential problems with the 
methodology of survey response collection, survey equipment and web-
based application for recording responses. Some of the key issues 
highlighted in the pilot phase and improvements made thereof are as 
following: 
1)The major problem highlighted by both survey teams for Rawalpindi and 
Multan were that the survey participants were finding it hard to interpret the 
survey questionnaire due to its and terms such as vehicle number plate 
recognition cameras and facial recognition cameras. This issue was tackled 
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by the survey teams by explaining to the survey participants about types of 
surveillance cameras and their functionality.  
2) Another problem that was highlighted by the survey teams was that the 
participants were generally not very aware of the concept of privacy and its 
tradeoff with the surveillance. The issue was tackled by the survey team by 
explaining to the survey participants about their privacy and role of 
surveillance technologies in it.   
3) Another issue that was highlighted during the pilot phase was to ensure 
that dispersion of the survey responses within the geographic location of 
Rawalpindi and Multan. This issue was tackled by providing every member 
of the survey team with a dedicated geographic location within their 
respective city. Every member of the survey team was provided with a data 
sheet to be filled in with the credentials of respondents to the survey 
including location (longitude/latitude) description of area and date of 
recording the response.  
4) The survey team also reported issues regarding the malfunctioning of 
two android tablets and the same were replaced with new ones.  
5) The survey team also reported issues regarding slow response time of 
web-based application while recording survey responses. The issues were 
tackled by the technical support team.  
6) The time tracker for recording response to each survey was also added 
in the web-based application after the pilot phase.  
The pilot phase allowed survey facilitator to become familiar with the 
procedures and the protocols to be implemented while conducting the 
survey in self-administrated environment. All potential problem areas and 
deficiencies in the research instruments and protocol prior to recording 
survey responses were successfully tackled as a result of the pilot phase.  
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6.12. Survey Response Collection Report by Rawalpindi Team 
The survey team consisted of 5 members, 3 males and 2 females. The 
survey covered all major areas in Rawalpindi, both residential and 
commercial. The respondents were chosen randomly i.e. teams conducting 
surveys in the residential areas, parks and housing communities, informed 
people about the survey and after getting their consent recorded their 
responses. Similarly, teams that went to the designated commercial areas 
focused on engaging shopkeepers as well as the customers. The survey 
facilitators only helped the respondents in understanding the survey 
questions and did not influence their decision in anyway. 
The surveys in Rawalpindi were conducted in the following areas: 
Team 1 Conducted Survey in: 
 Askari 14 (Res/Comm) 
 Morgah (Res/Comm) 
 Adyala Road (Res/Comm) 
 Askari 13(Res/Comm) 
 Askari 7(Res/Comm) 
 Khadim Hussain Road 
Team 2 Conducted Survey in: 
 Sabzazar Road 
 Lal kurti (Res/Comm)  
 Saddar 
 Askari 11(Res/Comm) 
 Qasim Market 
 Misrial Road 
Team 3 Conducted Survey in: 
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 Askari 1 
 Askari 2 
 Askari 3 (res/comm) 
 Scheme 3 (res/comm) 
 Askari 4 
 Askari 10 (res/comm) 
 Chaklala Garisson 
 Rawal Road (res/comm)  
 Gracey Line (res/comm)  
 Satellite Town (res/comm)  
 6th Road (res/comm)  
Team 4 Conducted Survey in: 
 DHA Ph 3 
 DHA Ph 2 (Res/Comm)  
 DHA 1 (Res/Comm)  
 Bahria Town Ph 1-6 (Res/Comm)  
 Bahria Town Ph 7-8 (Res/Comm) 
 DHA 1 Orchard Area (Res/Comm)  
 Gulraiz (Res/Comm)  
6.13. Survey Response Collection Report by Multan Team 
The survey team consisted of 5 members, 3 males and 2 females. The 
survey covered all major areas in Multan, both residential and commercial. 
The respondents were chosen randomly i.e. teams conducting surveys in 
the residential areas went to parks and housing communities, informed 
people about the survey and after getting consent recorded their responses. 
Similarly, teams that went to the designated commercial areas focused on 
engaging shopkeepers as well as the customers. The survey facilitators 
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only helped the respondents in understanding the survey questions and did 
not influence their decision in anyway. 
The surveys in Multan were conducted in the following areas: 
Member 1 Conducted Survey in: 
 Mumtazabad (Res/Comm) 
 Shah Rukh-e-Alam Colony (Res/Comm) 
 KIA Motors, Suzuki Motors  
 Gulgusht Colony (Res/Comm) 
 Vehari Road 
 Punjab College, City College, Jinnah High School. 
 WAPDA Colony  
Member 2 Conducted Survey in: 
 Bahadur Pur (Res/Comm) 
 Mehmood Kot (Res/Comm)  
 Bosan Road 
 BZU Road (Res/Comm) 
 Institute of Southern Punjab, University of Central Punjab 
 Shalimar Colony (Res/Comm) 
 Nasheman Colony (Res/Comm) 
 Nawab Pur Road 
Member 3 Conducted Survey in: 
 Al-Qureish Colony (Res/Comm) 
 Garden Town (Res/Comm) 
 Multan Cantt 
 Gardezi Colony (Res/Comm) 
 Aziz Hotel Chowk 
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 SP Chowk 
 Dera Adda 
 Abdali Road 
 Railway Road  
Member 4 Conducted Survey in: 
 Jaleel Abad Colony (Res/Comm) 
 Nawa Shehar (Res/Comm) 
 Hassan Parwana (Res/Comm)  
 Double Phatak 
 Mujtaba Colony (Res/Comm) 
 United Mall, Chen One Tower 
Member 5 Conducted Survey in: 
 Khuni Burj (Res/Comm) 
 Pak Gate (Res/Comm) 
 Haram Gate (Res/Comm) 
 Dolat Gate (Res/Comm) 
 Masoom’s Café 
 Gloria Jeans 
 Ghanta Ghar 
On field, the enumerators collected data on electronic devices i.e android 
based tablets from each respondent face to face. For anonymity, name or 
number was used to link any identity of the respondent. However, the data 
was transmitted on daily basis to the company hub in Lahore. In addition to 
eliminate any possibility of wrong entry, enumerators were required to add 
their GPS location for each response collected. Timing of these 
questionnaire and location made it possible to ascertain geographical 
spread and inclusivity of all segments of society in a city area. Detailed 
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summary of survey responses along with differentdetailed account of mass 
surveillance system is being discussed in the next chapter and there is 
descriptive analysis of primary data collected through this methodology.  
 
  




Descriptive analysis - Rawalpindi and Multan 
This chapter presents descriptive analysis of demographics features 
including gender, age, qualification, employment and income status of 
respondents of survey from Rawalpindi and Multan 
In terms of gender, out of 500 
respondents of Rawalpindi, 270 were 
males and 224 were females whereas 
6 participants preferred not to reveal 
their gender. 
 
                   Chart 3. Gender (Rwp) 
 
In Multan, out of 500 participants of 
Multan, 361 were males and 128 
females. 11 participants preferred 
not to reveal their gender. 
 
 
        Chart 4. Gender (Mlt) 
 
In terms of age groups, out of 500 
participants of Rawalpindi, 134 
were aged 16-25, 226 aged 
between 26-40, 111 aged between 
41-55 and 29 were aged 56 or 
above 




























In Multan, out of 500 participants of 
Multan, 246 were aged between 16-
25, 173 aged between 26-40, 56 
aged between 41-55 and 25 aged 56 
or above 
 
Chart 6.. Age in Years (Mlt) 
 
In terms of academic qualification of 
respondents of Rawalpindi, out of 
500 participants, 343 had graduate 
degree or above, 103 had FA/FSc or 
A levels education, 47 had above 
matriculation qualification and only 7 
had up to O levels education.  
         
Chart 7.. Academic Qualification (Rwp) 
 
Whereas in terms of academic 
qualification of respondents of Multan, 
out of 500 participants, 185 had a 
graduate or above, 130 participants 
had FA/FSc or A-Levels education, 
147 participants had above 
matriculation and 38 participants had 
academic qualification up to O-Levels.  
 








Upto O-Leves Graduae or Above


















Upto O-Leves Graduae or Above
F.A/F.Sc or A-Level Above Matriculation




In terms of employment status, out of 
500 participants of Rawalpindi, 244 
were employed and 67 unemployed. 
147 were studying whereas 42 were 
running their own business.  
Chart 9. Employment Status 
(Rwp) 
In Multan, out of 500 participants, 
144 were employed and 87 
unemployed. 167 participants 
were studying whereas 102 
participants were running their 
own business.  
 
     Chart 10. Employment Status (Mlt) 
In terms of approximately 
monthly incomes in 
Rawalpindi, out of 500 
participants, 177 were 
earning between 0-15000, 
124 were earning between 
15001-45000, 114 were 
earning 45001-80000, 84 
were earning above 80001. 
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In Multan, out of 500 
participants, 228 were 
earning between 0-15000, 
121 were earning between 
15001-40000, 89 were 
earning between 45001-
80000 and 62 participants 
were 80001 or above.  
 
Chart 12. Approximate Monthly Income (Mlt) 
In order to get a representative sample of population of each city, it required 
to have small survey boothe/halting points, with the permission of 
owners/administration of the location, in public areas to attract the wiling 
participants. The interesting thing to notice with demographics features of 
Multan is that majority of respondents were male, also majority of 
respondents belong to young age group and their qualification was less than 
graduate degree. As there were no specific organisations or institutions 
target of this survey, places were randomly selected in each city where 
probability was high of finding people belonging to certain age group, 
economic back ground and social status.  
The section below presents respondents’ choices about various attributes 
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7.1. Proposed number of Cameras in the City 
In response to the first attribute about installation of the number of cameras 
in Rawalpindi, more males (9.1%) were opposed to having any types of 
cameras as compared to females (3.9%). However, an overwhelming 
majority of males (77.4%) and females (78.4%) in Rawalpindi were in favor 
of having at least 2000 cameras in the city of Rawalpindi.  
In response to the same attribute of proposed number of cameras in Multan, 
more males (4.8%) residents were opposed to having any type of cameras 
as compared to females (1.7%). Males (26.5%) and females (29.1%) were 
in favor of having at least 2000 cameras in the city of Multan. However, 
majority of males males (45.6% ) as compared to females (21.4%) in Multan 
were of the view that there should be more than 2001 to 4000 cameras 
installed. Respectively, 23.1% males were of the view that there should be 
more than 4000 cameras. While a large number of females (47.9%) were in 
favor of   4000 and above cameras. 
In terms of age groups, middle age group 41-55 years in Rawalpindi desired 
to have more than 4000 cameras (48.6%) as compared to younger age 
groups of 26-40 years (41.9%) or even 18-25 years (32.6%). Majority of the 
people in the age group of 56 years or above desire to have more than 2000 
cameras. 
Interestingly in Multan an overwhelming majority of people in all age groups 
(94% or above) is in favor of this intervention. More people (42.6%) in the 
age group of 26-40 years prefer to have 2000- 4000 cameras as compared 
to younger age groups of 18-25 years (36.1%) but most people (50.9%) in 
age group of 41-55 year of age desire to install 2002-4000 cameras. 
Majority of the people in the age group of 56 years or above desire to have 
more than 4000 cameras. This shows that there is an interesting correlation 
about increasing age and number of cameras preference for surveillance. 
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The respondents in Rawalpindi having an education level up to Grade 10 
are in favor of cameras in number 2000 or above. Respondents with the 
education upto O-levels, also desired to have more than 4000 cameras in 
the city of Rawalpindi. Other than the people with education of A-level, 
others responded in favor of more than 4000 cameras. 
Also, in Multan, 41.8% of respondents having qualification of upto 
Matriculation are in favor of cameras in number 4000 or more. 29% of 
respondents with qualification upto O-levels, also desired to have more than 
4000 cameras in the city of Multan. Other than the people with academic 
qualification of Matriculation, major groups with higher qualification are in 
favor of 200-4000 cameras. 
There are similarities in choices of employed and unemployed respondents 
in Rawalpindi regarding number of cameras. Majority of both groups are in 
favor of more than 2000 cameras and single largest section of both groups 
i.e. 44.6% have preferred to have more than 4000 cameras. In case of 
students, the largest group (38.5%) desires to have 2000-4000 cameras. 
Business persons have preferred to have more cameras in general. Opinion 
is divided equally as 42.9% respondents are in favor of 2000-4000 cameras 
and similar percentage of respondents are in favor of more than 4000 
cameras. 
In terms of employment status, both groups of employed and unemployed 
person in Multan are in favor of more than 2000 cameras and even a section 
of both groups i.e. 22.5% have preferred to have more than 4000 cameras. 
In case of students, the largest group (37.6%) desires to have more than 
4000 cameras. Business persons have preferred to have more cameras in 
general. 58.1% respondents are in favor of 2000-4000 cameras and 28% 
of respondents are in favor of more than 4000 cameras 
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It is interesting to note that among the employed persons in Rawalpindi, 
majority (66.4%) of low income group (PKRs.15000 - 40,000) desire to have 
number of cameras from 2001 - 4000 or above. It shows that majority of all 
income generating groups’ desire to have additional cameras. 50% of 
respondents with income of PKRs. 90,000 or above desire to have more 
than 4000 of cameras. 
It is interesting to note that among the employed persons of low income 
group (PKRs.15000 - 40,000) desire to have number of cameras varies 
equally in all ranges. No clear preference is there. It shows that majority of 
all income generating groups’ desire to have more than 2000 -4000 
cameras or above. 53.6% of respondents with income of PKRs. 90,000 or 
above desire to have more than 4000 of cameras 
7.2. Types of Cameras installed in the city 
When the residents of Rawalpindi were asked about types of cameras, their 
response was mixed. A quarter of the male respondents were content with 
standard CCTV cameras as compared to 20.5% of females. Individuals 
seem to know more about Facial Recognition cameras which are further 
desired than ANPR cameras. Fairly a large number of males (47.4%) and 
females (54.5%) were inclined to have both intelligent functionalities of 
cameras i.e. ANPR and Facial Recognition.  Their preference for ANPR 
cameras is however, less than facial recognition cameras. 
When the population of Multan was asked about types of cameras, their 
response was also mixed. Only a minority of males and females is in favor 
of standard CCTV cameras. An overwhelming majority of males (66.9%) 
and females (70.4%) were inclined to have both intelligent functionalities of 
cameras i.e. ANPR and Facial Recognition.  The trend of males and 
females’ preference for ANPR cameras is however, less than facial 
recognition cameras when considered independent of each other.  
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A fairly large number of people in all age groups in Rawalpindi were in favor 
of getting intelligent features with cameras including facial recognition and 
vehicle number plate recognition cameras.  When it comes to either of the 
two types of cameras or intelligent features, preference for automated 
vehicle number plate readable and recognition cameras is however, lesser 
than facial recognition cameras in all age groups. 
The response was somehow similar in all age groups of Multan as they were 
in favor of getting intelligent features with cameras including facial 
recognition and vehicle number plate recognition cameras.  When it comes 
to either of the two types of cameras or intelligent features, preference for 
automated vehicle number plate readable and recognition cameras is 
however, lesser than facial recognition cameras in all age groups. 
It is a common feature that almost 20% people in Rawalpindi in all 
categories of education status are contend with Standard CCTV cameras. 
When the respondents were asked about the types of cameras to be 
installed in the city higher preference was granted to both types of cameras 
with intelligent features with facial recognition and vehicle number plate 
recognition system. Different results are received from respondents with the 
education qualification of upto O-level. People whose academic 
qualification is up to 0- level do not make much difference in the choices 
about standard CCTV cameras or vehicle number plate recognition 
cameras. Their least desire is for facial recognition cameras but if choice is 
combined with a vehicle number plate readable cameras than 37.5% of 
them were satisfied with both features. 
Also, there is overwhelming choice for cameras with both intelligent features 
and capabilities regardless of their academic qualification as more than 60% 
respondents have preferred both types of cameras. Only respondents with 
academic qualification of A-level prefer automated cameras more than 
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Facial Recognition cameras but all other prefer facial cognition features 
cameras more and this choice is more than standard CCTV Cameras also. 
Except for business persons, majority of other groups of respondents in 
Rawalpindi are in favor of installation of cameras with facial recognition and 
automated vehicle number plate recognition capacity. 29.4% Business 
persons are content with standard cameras. 23.3% student respondents 
are also supportive of standard cameras. A comparison of all choices shows 
that respondents desire either intelligent cameras with higher capabilities or 
standard CCTV cameras. There is least preference in all groups for only 
vehicle number plate recognitions cameras. 
Similarly, majority of all groups of respondents in Multan regardless of their 
employment status are favoring installation of cameras with facial 
recognition and automated vehicle number plate recognition capacity. A 
comparison of all choices shows that respondents desire either intelligent 
cameras with higher capabilities or standard CCTV cameras but the 
preferences of business persons are 79.3% which is much higher than other 
groups. 
Also, there is also a uniform trend in all income level groups in Rawalpindi 
that majority of all groups desire to have intelligent functionalities in cameras 
which include facial recognition as well as automated number plate 
recognitions functionalities. 58.3% of the highest income group respondents 
are the single largest group in favor of this advanced surveillance system. 
Furthermore, there is also a uniform trend in all income level groups in 
Multan where majority of all groups desire to have intelligent functionalities 
in cameras which include facial recognition as well as automated number 
plate recognitions functionalities. 85.3% of the highest income group 
respondents are the single largest group in favor of this advanced 
surveillance system. 
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7.3. Probability of Preventive action taken against 
suspicious activity BEFORE any incident/potential crime by 
Police with the help of CCTV cameras 
A preventive action for the purpose of this research is defined as any 
abnormal activity noticed by the Police officers working through the CCTV 
cameras. It may include noticing any illegal activity or act which may cause 
any crime, unlawful obstacle or suspicious activity in view of the cameras. 
It is interesting to note that the respondents of Rawalpindi did not overly 
desire preventive action taken with the help of information received through 
cameras. In this case, females (70.4%) desired at least 50 preventive action 
taken per day for preventive activity and number of males (71.8%) is also in 
favor of similar number of preventive actions per day. Though, all 
respondents were not in favor of higher levels of preventive actions taken 
by the Police through cameras.  
In Multan, it is interesting to note that the male respondents did not overly 
desire preventive action taken with the help of information received through 
cameras. Largest group of male desire 26-50 preventive actions per day. In 
this case, females (66.9%) desired more than 51 preventive action taken 
per day for preventive activity as compared to number of males (45.5%) 
who are also in favor of similar number of preventive actions per day.  
The respondents in all age groups in Rawalpindi have expectation that 
Police officers who are behind the cameras should be able to take 26-50 
preventive actions per day in general. However, more people between the 
age group of 41-55 years (56%) expect this than respondents of other age 
groups which are 46.2% (56 years or above) to 50.4% (18-25 years). 
Also, 30% of the respondents in age group of 18-25 years in Multan City 
have expectation that Police officers who are behind the cameras should 
be able to take 26-50 preventive actions per day in general. 51% of the 
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above age group think it should be more than 51 preventive actions per day. 
In all groups this is common but more people between the age group of 41-
55 years (67%) expect more than 51 preventive action by Police than 
respondents of other age groups which are 57.1% in age group of 56 years 
or above and 51% in age group of 18-25 years. 
Also, data shows respondents in Rawalpindi up to matriculation education 
did not really care about the number of preventing action taking activities 
before any incident or potential crime by the police with the help of CCTV 
cameras. It is the people with high academic qualification who are more 
inclined towards taking 26 - 50 actions per day by Police before any incident 
of potential crime or suspicious activity. 50% or more respondents with 
academic qualification off 12 years or higher desire that probability of 
preventive action before any activity should be more than 26 - 50 reactions 
per day by the Police with the help of CCTV cameras 
The respondents in all academic qualification groups in Multan have mixed 
choices about the number of preventing action taking activities before any 
incident or potential crime by the police with the help of CCTV cameras. 
There are no clear preferences for a specific limit of preventive actions 
taken or observed by the Police officers through CCTV cameras. In general, 
80% or more Respondents in all academic qualification groups prefer that 
probability of preventive action before any activity should be more than 26 
- 50 reactions per day by the Police with the help of CCTV cameras. 
Moreover, expectations of unemployed, employed, students and business 
persons in Rawalpindi are uniform and in modest range. Majority in all 
groups is satisfied if probability of preventive action taken by Police against 
suspicious action before any incident or potential crime is from 26-50 
actions per day. Second trend for more observation (51-75 
observations/day) across all groups. 
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Moreover, expectations of unemployed, employed, students and business 
persons in Multan are uniform and in modest range. Majority in all groups is 
satisfied if probability of preventive action taken by Police against 
suspicious action before any incident or potential crime is from 26-50 
actions per day. Second trend for more observation (51-75 
observations/day) across all groups. 
Similarly, a uniform trend is visible in respondents of all income groups in 
Rawalpindi expect that there is a higher probability of taking 26-50 
preventive actions taken per day. This preference prevails almost in majority 
of all income groups. 
Finally, a uniform trend is visible among respondents of all income groups 
in Multan expect that there is a higher probability of taking 26-50 preventive 
actions taken per day. This preference prevails almost in majority of all 
income groups 
7.4. Percentage of crimes/cases resolved AFTER the 
crime/incidents by Police with the help of CCTV cameras every 
month 
When asked about expectations of the respondents of Rawalpindi about 
resolution of crimes or cases after the incidents have taken place, trend is 
similar in males (41.6%) and females (43.7%) that at least 10% -15% of the 
crimes and cases should be resolved every month with the help of CCTV 
cameras. Respondents with higher expectations are much less in number 
both genders. 
The response by the residents of Multan, when asked about expectations 
about resolution of crimes or cases after the incidents have taken place, 
was a mixed one from males and females. However, females (47%) desire 
that more than 15% of the crimes and cases should be resolved every 
month with the help of CCTV cameras.  People who did not want to disclose 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 150 
their gender desire that more than 11% or more crimes should be resolved 
through CCTV Cameras every month.  
Also, the age group of 41-56 years’ in Rawalpindi desire more than other 
age groups that post incident crimes/cases resolution should be possible 
through CCTV cameras but their expectation is mostly upto 11-15% of 
cases per month. There are a limited number of people in each age group 
who are in favor of more than 15% solved cases per month through post 
incident analysis by police with the help of cameras. This expectation is 
more in younger people in age group of 18-25 years (20.2%) than any other 
group. 
Respondents (84.6%) in the age group of 41-56 years’ desire more than 
other age groups that post incident crimes/cases resolution should be 
possible through CCTV cameras but their expectation is mostly upto 11-
15% of cases per month. There are a large number of people in each age 
group who are in favor of more than 15% solved cases per month through 
post incident analysis by police with the help of cameras. This expectation 
is more in people in age group of 41-55 years (42.3%) and even higher 
(47.6%) in age group of 56 years and above. 
Moreover, preferences of the respondents in Rawalpindi regardless of their 
academic qualification is clear in this case about resolution of percentages 
of crime and cases is all post incident scenario with the help of CCTV 
camera every month. The respondent with academic qualification higher 
than 12 years of education expect that 11 to 15% of the cases should be 
resolved with the help of cameras every month by Police. There is trust on 
the capability of the cameras in their use in post incident scenario every 
month.  
Respondents (61.2%) upto matriculation qualification expect that more than 
15% of the cases should be resolved with the help of cameras every month 
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by Police. There is trust on the capability of the cameras in their use in post 
incident scenario every month as more than 88% respondents have this 
expectation in resolution of cases through CCTV Cameras. 
Furthermore, majority of business persons (54.5%) in Rawalpindi prefer that 
every month 11-15% crimes/cases are resolved by Police with the help of 
CCTV Cameras. Less (32.8%) Unemployed persons have this expectation 
where as 43.9% respondents who are studying and 43% employed 
respondents have similar expectation. This pattern is also uniform with little 
variation in unemployed group in which the largest group (34.4%) thinks that 
6-10% of crime detection and resolution after incident is also acceptable.  
Majority of business persons (40.2%) prefer that every month more than 
15% crimes/cases are resolved by Police with the help of CCTV Cameras. 
29.1% Unemployed persons have this expectation where as 31.3% 
respondents who are studying and 30.3% employed respondents have 
similar expectation. 
Finally, in Rawalpindi no single large group exists to expect that post 
incident resolution of cases and crimes by the Police will be in certain limits. 
Larger groups in all the income groups deliberate that 11-15% cases must 
be resolved with the help of CCTV cameras. This is followed by a second 
largest group in each income group who expect that this probability can be 
between 6-10%. Combined effect of both groups educates that majority of 
all respondents regardless of their income level expect resolution of cases 
and in post crime resolution every month. 
And no single large group exists to expect that post incident resolution of 
cases and crimes by the Police will be in certain limits. Larger groups in all 
the income groups deliberate that 06-10% cases must be resolved with the 
help of CCTV cameras. This is followed by a second largest group in each 
income group who expect that this probability can be between 11-15%. 
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Combined effect of both groups educates that majority of all respondents 
regardless of their income level expect resolution of cases and in post crime 
resolution every month. However, in income group of PKRs. 90,001 and 
above 52.7% respondents prefer to have more than 15% crime reduction 
per month with the help of CCTV cameras. 
7.5. Public will be exposed to all surveillance as individuals 
may be observed through CCTV cameras daily 
When it comes to daily exposure of people to these cameras, again there 
is a similarity in preferences of respondents of Rawalpindi regardless of 
their gender. Most preferred level of exposure is 11-15 times a day among 
males (47.6%) and females (47.1%). A very small percentage of 
respondents (males 7% & females 7.1%) is content with exposure of more 
than 20 times a day. This indicates that there is limited acceptability of more 
daily exposure to these cameras. This also indicates the sensitivity about 
security measures and privacy concerns of the respondents.  
Among the respondents of Multan, a small percentage of respondents 
(males 17.9% & females 16.7%) is of opinion that exposure of public will be 
upto 10 times a day. Male responders are divided equally about public 
exposure in each category i.e. 11-15 times a day, 16-20 times a day and 
more than 20 times a day. 412% of female are of the opinion that public 
exposure will be more than 20 times a day. 
Among different age groups of respondents of Rawalpindi, 56 years or 
above age group people think that exposure will be 0-10 times (34.8%) or 
11-15 times (38.5%). Smallest minority in all respondents opines that 
exposure of public will be more than 20 times a day.  
In terms of respondents of Multan from various age groups, 56 years or 
above age group people think that exposure will be 16-20 times (38.1%) or 
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more than 20 times a day (33.3%). This shows that respondents are aware 
about public exposure on daily basis to the CCTV cameras. 
Majority of respondents of Rawalpindi regardless of their academic 
qualification, understand that public will be exposed to surveillance and 
observed daily 11 to 15 times a day through these CCTV cameras. At least 
20% of respondents with an education level of Grade 12 and above have 
fair expectation that exposure of public to surveillance maybe from 16 to 20 
times a day. There is no respondent of the academic qualification up to O- 
level who has chosen public exposure of 16 to 20 times a day through CCTV 
cameras. 
In Multan, 57.5% of respondents with upto matriculation qualification 
expected that public exposure shall be more than 20 times a day or more 
to these CCTV cameras. Major groups upto academic qualification of A-
Level expect public exposure upto 16-20 times per day. Respondents with 
academic qualification of graduation or above have divided opinion about 
probability of public exposure to the CCTV cameras. 
Except business person respondents in Rawalpindi, a large number of all 
other groups are of the opinion that public will be exposed to surveillance 
through cameras for 11-15 times per day. In business person opinion is 
equally divided (33.3%). An equal size of respondents group thinks that this 
exposure of public will be from 16-20 times a day. Even a smaller group 
(12.1%) thinks that it can be even more than 20 times a day.  
Similarly, in Multan, except business person respondents, a large number 
of all other groups are of the opinion that public will be exposed to 
surveillance through cameras for 16-20 times per day or higher. In all 
groups, opinion is divided and a clear pattern is not there. However, 
expectations are higher for exposure of public more than 11-15 time per day 
with CCTV cameras. 
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Majority of respondents of Rawalpindi in the range of low income (PKRs. 
15000 -40000) per month and PKRs 40,001 - 60,000, expect that public 
exposure to the surveillance system will be 11-15 times per day. In other 
cases of exposure opinion is divided in these monthly income groups. 
However, respondents with higher monthly income is consistent in their 
opinion that exposure of public to the surveillance will be 11-15 time per day 
and more than that.  
Majority of respondents of Multan in the range of low income PKRs. 15000 
-40000 per month and PKRs 40,001 - 60,000, expect that public exposure 
to the surveillance system will be more than 16-20 times per day. In other 
cases of exposure opinion is divided in these monthly income groups. 
However, respondents with higher monthly income is consistent in their 
opinion that exposure of public to the surveillance will be 16-20 time per day 
and more than that. 
7.6. Annual reduction in crime by surveillance through CCTV 
cameras 
In Rawalpindi, respondents have high expectations about results of mass 
surveillance through cameras. Both male and female respondents want to 
see that there should be reduction in crime rates on an annual basis as a 
result of this intervention. 49.8% males desire at least 11-15% reduction 
and 22.9% males look forward to 16-20% reduction in crime annually. 
15.9% males want reduction in crime beyond 20%. With small variations, 
females’ expectations are of a similar nature. 
Similar to Rawalpindi, both male and female respondents of Multan want to 
see that there should be reduction in crime rates on an annual basis as a 
result of this intervention. 56.5% female respondents have high 
expectations about results of mass surveillance through cameras which 
should be more than 20% annually. 59.6% males desire more than 15% 
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reduction in crime annually. 38.7% males prefer that annual reduction in 
crime should be more than 20%.  
Also, in Rawalpindi preferences of people in the middle age groups differ 
from two extremes of very young people or the people above 56 years of 
age. Majority of people in age group of 26-40 years and 41-55 years are 
expecting that annual reduction in crime through surveillance in society may 
be upto 11-15%. However, people in age group of 18-25 years and above 
56 years also desire further annual reduction in crime than 11-15% also. 
Their combine preferences of over 15% are higher than number of 
respondents who expect or are satisfied with upto 15% annual reduction in 
crime. The rationale behind this thinking process of each age group may 
vary between these two groups as well but trends are strikingly similar.  
In Multan, large groups of people in all age group are expecting that annual 
reduction in crime through surveillance in society may be more than 20%. 
However, there are other groups who do not expect higher reduction in 
crime annually but overwhelming majority of respondents in all groups is 
expecting 16% or more reduction in crime annually as a consequence of 
this surveillance programme. 
Moreover, even the less educated people also expect that there will be 11 
to 15% reduction in annual crime because of installation of the cameras. 
62.5% of the respondents with the academic qualification up to O-level think 
that annual reduction in crime may be 16-20% or higher. The respondents 
with higher qualification than bachelor’s degree have more expectations, 
with 44.1% respondents expecting 11 to 15% of reduction of crime annually. 
18.4% of the graduates or higher qualification respondents think that 
reduction in crime rate maybe more than 20% per year. 
Respondents from Multan even with less education level of upto O-Level 
expect that there will be more than 20% reduction in annual crime because 
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of installation of the cameras. 69.4% of the respondents with the academic 
qualification up to O-level think that annual reduction in crime may 20% or 
higher. The respondents with higher qualification than bachelor’s degree 
have more expectations, with 22 % respondents expecting 15 to 20% of 
reduction of crime annually. 36.1% of the graduates or higher qualification 
respondents think that reduction in crime rate maybe more than 20% per 
year. 
There is an interesting trend among the respondents, regardless of their 
employment status, overwhelming majority is of the opinion that CCTV 
cameras will help in reduction of crime from at least 11-15% or more. This 
percentage is 84.4% in employed persons, 88.5% in unemployed persons, 
86.4% in students and 91.2% in business persons’ group.  
Irrespective of employment status, larger groups in Multan, in each 
category, are of the opinion that CCTV cameras will help in reduction of 
crime more than 20% or more. This percentage is 41.8% in employed 
persons, 45.6% in unemployed persons, 39% in students and 50.5% in 
business person’s group. 
 
There is a similar trend among low income groups and higher monthly 
income groups in Rawalpindi.  Majority of respondents in the range of low 
income (PKRs. 15000 -40000) per month and Rs 40,001 - 60,000, expect 
that reduction in crime due to the surveillance system will be 11-15 % 
annually. However, respondents with higher monthly income are consistent 
in their opinion that reduction in crimes due to the surveillance system 
through CCTV cameras will be 11-15 % annually or more than that. 
A similar trend is observed among low income groups and higher monthly 
income groups in Multan.  Majority of respondents in all income range 
expect that reduction in crime due to the surveillance system should be 
more than 11-15 % annually or more. However, respondents with higher 
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monthly income are consistent in their opinion that reduction in crimes due 
to the surveillance system through CCTV cameras will be more than 20% 
annually. 
7.7. Annual Security Fee from residents of the city may be charged 
for the programme 
When asked about willingness to pay a security fee for installation of 
cameras, 24.8% males and 27.5% females from Rawalpindi were not 
supportive of charging the residents of the city of Rawalpindi for this security 
intervention. Although 40% males and 39.6% females were willing to pay 
500 -1000 Rupees per year for the surveillance cameras. 30.9% males and 
26.1% females are also willing to pay from 1001- 2000 rupees annually for 
the program. This demonstrates that financing the program and/or 
sustaining the surveillance program is also possible through various means 
of financing, plus there are less differences in choices when it comes to 
gender. 
In response to the question regarding willingness to pay annual security, 
14.7% males and 7% female residents of Multan were not supportive of 
charging the residents of the city of Multan City for this security intervention. 
56.5% Female Respondents are willing to pay more than PKRs. 2000 per 
year as a security fee. 59.6% males are willing to pay more than Rs 1001 
as a security fee annually for this surveillance program. 38.7% males have 
chosen to pay even higher fee of more than PKRs. 2000 per annum.  
When it comes to paying for the programme, it is observed that people in 
Rawalpindi in the age of 56 years or above are not willing to pay anything 
as compared to people of other age groups . There are an equal number of 
people 38.5% who are willing to pay up to PKRs.1000 annually for the 
surveillance program. The predominant choice among the people in the age 
of 18 to 25 years is from PKRs.500 to PKRs. 1,000 annually and same is 
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the case with people in the age group of 26 to 40 years. In all cases more 
than 60% of people are willing to pay a minimal security fee for this program 
in the range of PKRs.500 to 2000 Rs per year. 
In Multan, in all age groups, more than 50% of people are not willing to pay 
a minimal security fee for this program. It is observed that 70% respondents 
in the age of 26-40 years are highest compared to the other age groups 
who are not willing to pay anything. An annual security fee of PKRs. 500 to 
PKRs.1,000 is the agreeable choice among the respondents who are willing 
to pay in all age groups.   
In Rawalpindi, 50% of respondents with O-level education are not willing to 
pay any security fee for the program. The willingness to pay is higher and 
at high rates also in case of respondents of academic qualification of FA-
FSc/A-level. 47.3% of FA-FSc/A-Level respondents are willing to pay upto 
PKRs. 500-1000 per year for this surveillance program. 30.5% of 
respondents with graduation or above academic qualification are also 
willing to pay from PKRs. 1000- 2000 security fee for this surveillance 
program. This clearly illustrates that if the program is designed based upon 
this source of financing then it would be a successful effort to impose a 
security fee for bearing cost of the program as well as to sustain it for 
operational purposes.  
The data from Multan shows that 69.4% of respondents up to Matriculation 
are willing to pay any security fee more than PKRs.2001 per annum for the 
program. The willingness to pay is lesser at high rates in case of 
respondents of academic qualification of FA-FSc/A-level. 40% of FA-FSc/A-
Level respondents are willing to pay more than PKRs. 2001 per year for this 
surveillance program. 36.1% of respondents with graduation or above 
academic qualification are also willing to pay from PKRs. 2001 security fee 
for this surveillance program. 
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In Rawalpindi, the business persons are least of all groups (20.6%) who 
think that there should be no Security fee charged from the residents for this 
programme.  24.9% employed, 26.2% unemployed and 27.8% students are 
unwilling to pay any security fee. Largest group on above three categories 
are willing to pay 500-1000 rupees annually. It is only the business persons 
(35.3%) who are willing to pay 1001-2000 rupees annually as security fee 
for establishing and maintaining this surveillance program. 
When it comes to paying for the programme, in Multan in all groups, more 
than 50% of people are not willing to pay a minimal security fee for this 
program. It is observed that 70.9% unemployed respondents are highest 
compared to the other groups who are not willing to pay anything for 
surveillance program. Even 62% business persons are not willing to 
contribute for surveillance program. An annual security fee of PKRs. 500 to 
PKRs.1,000 is the agreeable choice among the respondents who are willing 
to pay in all employment related groups. 
Understandably, 33% of lowest month income group in Rawalpindi do not 
prefer to pay any security fee for the surveillance system annually in 
Rawalpindi. There are however, 22.2% respondents in the highest monthly 
income group in this research, who are not willing to pay any kind of security 
fee. There is positive support for a proposed security fee of PKRs. 500-1000 
per annum in all income groups. Nevertheless, a larger group (41.7%) 
among the highest monthly income slab is willing to pay security fee upto 
PKRs. 1001 - 2000 every year. 
In Multan the data shows that 35.2% of respondents with income of PKRs. 
15,000 - 40,000 are willing to pay any security fee more than PKRs.2001 
per annum for the program. The willingness to pay is higher at high income 
groups. Majority of respondents (57.4%) with income of PKRs. 90,001 are 
willing to pay more than PKRs. 2001 per year for this surveillance program. 
There are few interesting outcomes of this data collected through 
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Rawalpindi and Multan. In some cases, there are similarities and in many 
other cases, differences are there. In next chapter, it will be useful to test 
choices presented to the respondents and applying Discrete Choice Method 
and derive some policy options. 
A complete graphical layout of responses gathered from each of two cities 
against all above mentioned seven attributes with respect to each of five 
demographic features (gender, age, education, employment, income) is 
provided at (Annexure - XXI).  
This demonstrates that financing the program and/or sustaining the 
surveillance program is also possible through various means of financing, It 
also illustrates that if the program is designed based upon this source of 
financing then it would be a successful effort to impose a security fee for 
bearing cost of the program as well as to sustain it for operational purposes. 
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7.8. Test of Association 
The Pearson 2 p value (estimated probability) in most of the cases (except 
monthly income groups) is higher than the alpha value 0.05 (the value for 
alpha used to conclude whether or not the null hypothesis is rejected) and 
therefore proportions of most of the socio-demographics are not 
significantly different in various categories of these groups tested in the 
Rawalpindi survey and surveillance survey. 
An example: 
Research question: Does the proportion of males and females different 
across the Number of cameras to be installed in the city groups/categories?  
Null Hypothesis: Independent (proportions of males and females are 
independent of the Number of cameras to be installed in the city) 
Alternative hypothesis: Dependent (proportions are dependent on the 
Number of cameras to be installed in the city) 
If the estimated probability value (p value) is smaller than the alpha value 
(level of significance), we reject the null and say the difference in 
proportions of males and females across the Number of cameras to be 
installed in the city groups/categories i.e. our observation of difference 
among males and females, is statistically significant.  
  

















in the city 
i.No Cameras Yes Yes Yes Yes Yes 
ii.0-2000 Cameras 
iii.2001 - 4000 Cameras 
iv.More than 4000 Cameras 






i.Standard CCTV Cameras Yes Yes Yes Yes Yes 




iv.Vehicle Number Plate 
and Facial Recognition 
Cameras 









i.0 - 25 preventive actions 
/day 
Yes Yes Yes Yes Yes 
ii.26-50 preventive actions 
/day 
iii.51-75 preventive actions 
/day 
iv.More than 75 preventive 
actions /day 








i.0 - 5% per month Yes Yes Yes Yes Yes 
ii.6 - 10% per month 
iii.11 - 15% per month 
iv.More than 15% per month 






i.0 - 10 times a day Yes Yes Yes Yes Yes 
ii.11- 15 times a day 
iii.16 - 20 times a day 
iv.More than 20 times a day 











i.05 - 10% per year Yes Yes Yes Yes Yes 
ii.11 - 15% per year 
iii.16 - 20% per year 
iv.More than 20% per year 




i.No Fee from residents Yes Yes Yes Yes Yes 
ii.500 - 1000 Rupee/Year 
iii.1001 - 2000 Rupee/Year 
iv.More than 2000 
Rupee/Year 
        
  

















in the city 
v.No Cameras Yes Yes Yes Yes Yes 
vi.0-2000 Cameras 
vii.2001 - 4000 Cameras 
viii.More than 4000 
Cameras 








Yes Yes Yes Yes Yes 




viii.Vehicle Number Plate 
and Facial Recognition 
Cameras 









v.0 - 25 preventive actions 
/day 
Yes Yes Yes Yes Yes 
vi.26-50 preventive actions 
/day 
vii.51-75 preventive actions 
/day 
viii.More than 75 preventive 
actions /day 








v.0 - 5% per month Yes Yes Yes Yes Yes 
vi.6 - 10% per month 
vii.11 - 15% per month 
viii.More than 15% per 
month 




v.0 - 10 times a day Yes Yes Yes Yes Yes 
vi.11- 15 times a day 







vii.16 - 20 times a day 
viii.More than 20 times a day 






v.05 - 10% per year Yes Yes Yes Yes Yes 
vi.11 - 15% per year 
vii.16 - 20% per year 
viii.More than 20% per year 




v.No Fee from residents Yes Yes Yes Yes Yes 
vi.500 - 1000 Rupee/Year 
vii.1001 - 2000 Rupee/Year 
viii.More than 2000 
Rupee/Year 
        
 
  




Public Preferences for Privacy and Surveillance 
In the light of descriptive analysis of the data collected, this chapter 
comprises of analysis of public preferences through stated preferences 
discrete choice model. As a result of this analysis, policy options are 
considered for both cities in light of people’s choices.  
The stated preferences discrete choice modelling (henceforth SPDCM) 
methodology elicits individual preferences for new and/or innovative 
products and services (systems) in the marketplace. SPDCM methodology 
relies upon three major conceptual pillars: random utility maximization 
(RUM) theory, comprehensively analyzed by McFadden (1974), Lancaster 
characteristics approach (LCA), covered by Papa theodorou (2001), 
Apostolakis (2003), and complex psychological decision-making theories. 
Randomness component in the proposed theory rises from the fact that the 
respondent has preferences for a particular product/service (e.g. 
surveillance system) that are observable to respondent but not necessarily 
to the researcher. This unexplained variation can be captured by suggesting 
a random element (in) as a component part of the individual’s (n) utility 
function (Uin) for alternative (i). All these arguments considered in this 
paragraph can be summarized under a behavioral process function of the 
form. 
.         
        (1) 
The above equation states that an individual’s utility function can be 
decomposed into a deterministic (observable) part Vin,  represents 
individual taste or preference coefficients, Xin stands for a vector of 
explanatory variables (attributes of product/service/system) and a random 
(unobservable, or stochastic) component in, which varies across 
ininin VU 
.)( ininX  
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individuals. Equation 1 allows consumers’ tastes (betas) to vary in a 
homogeneous way across the population. Essentially, in the case of the 
homogeneous preference specification all betas in the equation are set to 
vary in the same way for every respondent (i.e., 1 = 2 = 3 = ….. N). 
In particular, beta coefficients in equation (1) represent individual taste and 
preference parameters for each product attribute and their levels or 
configurations. Thus, following LCA, the product (system) under 
investigation has been decomposed into six (6) product attributes, with each 
attribute defined over four (4) levels. One also has to bear in mind that each 
product attribute has one status quo level that is left out as the reference 
category or base, for the remaining levels of that attribute. Hence, for each 
one of the six (6) product attributes making up the product under 
investigation, there are three (3) beta coefficients (β) and one reference 
category, or base that is used for comparative purposes. The base category 
usually represents the current state of the world, or the current status of that 
particular product attribute. Therefore, the empirical findings will capture 
individual preferences and | or tastes for alternative configurations (either 
improvements, or deteriorations from the current state of the world) of the 
product’s features. Considering the homogeneous nature of the model, 
initially these taste or preference parameters (betas) will not be allowed to 
vary across individuals. Nevertheless, more complex preference 
specifications exist that allow for preference or taste heterogeneity across 
respondents.  
The research adopted the DCSPM as the methodological framework for the 
collection of the empirical data. Two choice modeling surveys were carried 
out in the two provincial cities (Rawalpindi and Multan) during the research 
period. The two surveys used the same attributes and their levels, although 
all choice cards were unique for each one of the 500 respondents in each 
city. Each survey (questionnaire) contained a unique choice experiment. 
Each choice experiment was comprised of three choice sets (cards). 
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Correspondingly, each one of the three choice sets contained two choice 
alternatives (comprised of random combination of policy attributes and their 
configurations), as well as a ‘no-option’ alternative. Thus, in total each 
respondent dealt with 3 choice sets, 6 (2*3) choice alternatives and 3 (1*3) 
‘no-option’ alternatives. Figure 1 below presents a typical choice card used 
in this research. The block design routine in SAS was used to produce these 
unique pair-wise combinations. Each respondent was presented choice 
alternatives for each combination only once. This procedure introduced 
randomness in the design. In total, the survey collected 4500 unique 
observations (500 survey questionnaires * 3 choice cards * 3 options).  
 
Figure 10. Choice Card 
8.1. Empirical Results 
8.1.1. Descriptive Results 
The paper/report first considers the socio-demographic composition of the 
sample population from the two cities. Table 8 below summarizes this 
information for the two cities. The DCSPM experiment was carried out 
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independently (i.e., two separate but identical surveys) in the two cities in 
the province. Hence, each one had a population of 500 respondents. 
According to the information in Table 8 below, the majority of respondents 
in Rawalpindi and Multan respectively were 51.6% and 74.9% males, 
predominantly young (26 – 40 years of age) (45% in Rawalpindi) and even 
younger (18-25 years of age) (50.6% in Multan), very well educated (67%) 
and (41.8%), in employment (46% in Rawalpindi) or studying (37.5% in 
Multan), albeit at relatively low income levels (more than 57% and 60.8% 
respectively of respondents reported income levels below 65.000 rupees 
per year).  
Table 8. Sample Characteristics (Cities of Rawalpindi and Multan) 
 Rawalpindi Multan 
  100.00  100.00 
Gender     
Male 258 51.60 373 74.90 
Female 236 47.20 117 23.49 
Prefer not to say 6 1.20 8 1.61 
Age in years?     
18–25 142 28.40 252 50.60 
26–40 224 44.80 166 33.33 
41–55 107 21.40 55 11.04 
56 or above 27 5.40 25 5.02 
Academic Qualifications?     
Up to Matriculation 54 10.80 134 26.91 
Up to O-level 9 1.80 31 6.22 
FA- FSc/A-Level 103 20.60 125 25.10 
Graduate or above 334 66.80 208 41.77 
Employment Status?     
Employed 214 46.02 129 26.01 
Unemployed 67 14.41 88 17.74 
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Studying 148 31.83 186 37.50 
Business Person 36 7.74 93 18.75 
Approximate Monthly Income in 
Rupees 
    
15,000 -40,000 124 30.39 210 46.05 
40,001 - 65,000 110 26.96 113 24.78 
65,001 - 90,000 99 24.26 77 16.89 
90,001 or above 75 18.38 56 12.28 
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8.1.2. Homogeneous Conditional Logit Model Specification 
The stated preferences discrete choice modelling experiment (DCSPM) 
presented in this research generated a number of sets of interesting 
empirical findings. The analysis will elaborate on two sets of empirical 
findings. The chapter will present and comment on the results from the 
homogeneous Conditional logit model. It is worth reminding that in this 
section of the chapter, there is an implicit assumption that respondents 
tend to behave in the same fashion. Thus, we assume that their 
preference patterns are homogeneous.  
This section of the chapter deals with respondents’ individual preference 
patterns from the two Pakistani cities, Rawalpindi and Multan, 
respectively. Table 9 below summarizes the empirical findings from the 
two cities. As mentioned earlier on, there are seven (7) choice attributes, 
namely: 
1. Number of cameras to be installed in the city 
2. Types of cameras in the city 
3. Preventive actions taken through Cameras BEFORE incident 
4. Percentage of crimes/cases resolved AFTER the crime/incidents 
by Police with the help of CCTV cameras every month 
5. Public exposure of people through the cameras everyday 
6. Expected annual reduction in %age crime 
7. Annual Security Fee 
According to the results presented in Table 9, there are a number of 
similarities across the population of the two cities with respect to their 
preference patterns for security and surveillance. First, it appears that 
respondents in the two cities share the same opinions and preferences for 
the first policy initiative (the number of cameras to be installed in the city). 
Apparently, both Rawalpindi and Multan residents are favourably 
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disposed towards the installation of more surveillance cameras in their 
respective cities, as compared to the current situation (base level) where 
there are none.  
The second common feature across the two cities relates to the seventh 
policy attribute (the annual security fee that residents would have to pay 
for the cost of maintaining the system). Based on the empirical findings, 
respondents in both cities were negatively disposed towards contributing 
to the maintenance of the system. In other words, respondents in either 
Rawalpindi or Multan were rather miffed in the idea of having to pay for 
maintaining the proposed system.  
This finding could be interpreted twofold. On the one hand, finding that the 
‘price’ attribute is negative and statistically significant for both cities, is a 
positive sign that respondents have understood the choice experiment 
and what was expected from them. Considering that both sets of 
respondents were presented with a hypothetical scenario (neither of the 
two cities has experience of a similar surveillance scheme), was always a 
concern regarding the validity of the SPDCM experiment, and whether or 
not respondents would be in a position to comprehend the nature of the 
exercise. On the other hand, the fact that the ‘price’ attribute is negative 
and statistically significant aligns with standard economic rationale, which 
again for internal validity reasons is a positive feature for the whole 
exercise.  
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Table 9. Homogeneous preference specification results 
 Rawalpindi Multan 
No. of Cameras to be installed in the city   
No Cameras Base Base 
0-2000 Cameras 1.697*** 0.521*** 
 (13.15) (4.94) 
2001 - 4000 Cameras 1.985*** 0.523*** 
 (15.12) (4.88) 
More than 4000 Cameras 1.607*** 0.339*** 
 (12.28) (3.18) 
Types of Cameras in the city   
Standard CCTV Cameras Base Base 
Vehicle Number Plate Recognition Cameras -0.202* 0.0275 
 (-1.80) (0.26) 
Facial Recognition Cameras -0.365*** 0.139 
 (-3.20) (1.32) 
Vehicle Number Plate Recognition and Facial 
Recognition Cameras 
0.243** 0.147 
 (2.16) (1.39) 
Preventive Actions taken through Cameras BEFORE incident 
0 - 25 preventive actions/day Base Base 
26-50 preventive actions/day -0.00285 0.0753 
 (-0.03) (0.71) 
51-75 preventive actions/day 0.0537 -0.184* 
 (0.47) (-1.74) 
More than 75 preventive actions/day 0.0730 0.158 
 (0.64) (1.49) 
AFTER the crime/event assistance provided by Cameras every month 
0 - 5% per month Base Base 
6 - 10% per month 0.152 -0.0390 
 (1.34) (-0.37) 
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11 - 15% per month 0.0448 0.115 
 (0.39) (1.09) 
More than 15% per month 0.186 0.102 
 (1.61) (0.95) 
Public exposure of people through the cameras everyday 




11- 15 times a day -0.0495 -0.159 
 (-0.44) (-1.51) 
16 - 20 times a day 0.0842 -0.158 
 (0.75) (-1.50) 
More than 20 times a day 0.0505 0.0797 
 (0.44) (0.75) 
Expected annual reduction in %age crime 




11 - 15% -0.0912 0.0512 
 (-0.80) (0.48) 
16 - 20% -0.245** -0.0501 
 (-2.14) (-0.47) 
More than 20% -0.00328 0.0472 
 (-0.03) (0.44) 
Annual Security Fee 
Annual Security Fee -0.195*** -0.132*** 
 (-5.40) (-3.93) 
N 3000 3000 
r2   
r2_a   
* Significant at 1% level of significance, ** significant at 5% level of significance, *** 
significant at 10% level of significance. 
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However, the above points were the only two cases where the results from 
the two cities aligned. So, the two abovementioned points aside, the 
empirical findings reveal some marked differences among respondents’ 
preference structures. Initially, and as far as Rawalpindi is concerned, it 
appears that respondents seem to be a bit confused with respect to the 
type of cameras to be installed in their city (2nd policy attribute). For 
Rawalpindi residents, they are negatively disposed towards cameras that 
are able to recognise vehicles’ number plates (2nd level) and cameras that 
are equipped with facial recognition abilities (3rd level), in relation to the 
status quo – current policy provision of standard CCTV cameras. On the 
contrary, they are positively disposed towards cameras that combine 
number plate and facial recognition technologies (4th level), as compared 
to the status quo.  
A possible explanation for these results could be attributed to the fact that 
respondents felt that there is no point offering these policy initiatives 
separately when there are cameras that can achieve both tasks 
simultaneously, or with a single camera (what is the point of installing and 
maintaining two, when we can achieve the same results with only one of 
them). So, from an economic, practical but also aesthetic point it makes 
sense to have a system that achieves multiple objectives at the same time. 
Alternatively, one could argue that respondents believed that cameras 
catering for only one of the two (either vehicle or camera recognition) may 
not be enough or adequate in dealing with crime prevention and 
surveillance in their city. For comparative purposes, respondents in 
Multan did not express any (statistically) significant opinions as far as this 
policy initiative was concerned. The reader should also bear in mind the 
fact that the derived empirical results are always compared against the 
base. In the current context, the empirical results indicate that 
respondents express negative opinions regarding CCTV cameras with 
vehicle number plate reading and facial recognition capabilities, with 
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respect to the base category (having standard CCTV cameras). Thus, 
respondents in Rawalpindi practically argued that CCTV cameras with 
facial recognition or vehicle plate recognition capabilities does not really 
contribute that much to security, as compared to having standard CCTV 
cameras.  
Moving on, respondents in Rawalpindi were positively disposed towards 
the 4th level (more than 15% of crimes/cases resolved AFTER the 
crime/incidents by police with the help of CCTV cameras every month), in 
relation to the status quo. None of the remaining policy configurations 
provided a statistically significant association. Similar to the point raised 
previously, one reason to explain this finding may be attributed to the fact 
that respondents were indeed keen to see as many crimes resolved as 
possible. Additionally, these responses may be taken as an indication of 
the difference that respondents are expecting the surveillance scheme to 
bring into their daily life. Again, for comparative purposes, residents in 
Multan did not express any significant opinions or preferences for this 
policy option on the whole.  
Another issue that emerges from the examination of the empirical results 
from Rawalpindi is that respondents seemed to be negatively disposed 
towards the 16% to 20% reduction in crime as a result of the installation 
of the CCTV cameras. Although in first reading this is slightly difficult to 
comprehend, this finding may imply that respondents did not really believe 
that the system can be that efficient and successful in its results. Similar 
to the cases presented earlier, Multan residents did not have much to say 
about this attribute either. Multan residents on the other hand were also 
not particularly keen on the pre-emptive capabilities/nature of the 
proposed surveillance scheme. More specifically, the empirical results 
indicate that they expressed negative opinions on the possibility that the 
surveillance system provides enough evidence to police forces to take 
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actions on 51 – 75 preventive incidents per day, as compared to the status 
quo category (up to 25 preventive actions per day).  
When considered together, the above mentioned two findings indicate that 
Rawalpindi residents exhibit strong and negative preferences towards the 
reactive capabilities of the surveillance scheme (in terms of the number or 
percentage of crimes being solved with the assistance of the system, 
whereas Multan residents exhibit the same strong and negative 
preferences for the proactive nature of the system (in terms of the number 
of crimes or cases being prevented) with the assistance of the surveillance 
scheme.  
8.1.3. Marginal Willingness to Pay (MWTP) Estimates 
Another interesting finding from the analysis of respondents’ preference 
patterns, relates to the willingness – to – pay estimates that can be 
calculated for each policy attribute configuration. The interaction of the 
(7th) ‘price’ attribute with each attribute configuration could provide 
respondents’ marginal willingness to pay estimates for each policy 
configurations.  Table 10 below summarises the empirical results 
regarding willingness to pay (WTP) estimates from the two cities.  
Table 10. Willingness to Pay Estimates 
 Rawalpindi Multan 
No. of Cameras to be installed in the city   
No Cameras Base Base 
0-2000 Cameras 8.70 3.95 
2001 - 4000 Cameras 10.18 3.96 
More than 4000 Cameras 8.24 2.57 
   
Types of Cameras in the city   
Standard CCTV Cameras Base Base 
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Vehicle Number Plate Recognition 
Cameras 
-1.04 0.21 
Facial Recognition Cameras -1.87 1.05 
Vehicle Number Plate Recognition and 
Facial Recognition Cameras 
1.25 1.11 
   
Preventive Actions taken through Cameras BEFORE 
incident 
 




26-50 preventive actions/day -1.04 0.21 
51-75 preventive actions/day -1.87 1.05 
More than 75 preventive actions/day 1.25 1.11 
   
AFTER the crime/event assistance provided by Cameras 
every month 
 




6 - 10% per month 0.78 -0.30 
11 - 15% per month 0.23 0.87 
More than 15% per month 0.95 0.77 
   
Public exposure of people through the cameras everyday  




11- 15 times a day -0.25 -1.20 
16 - 20 times a day 0.43 -1.20 
More than 20 times a day 0.26 0.60 
Expected annual reduction in %age 
crime 
  




11 - 15% -0.47 0.39 
16 - 20% -1.26 -0.38 
More than 20% -0.02 0.36 
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More specifically, the empirical results for the 1st policy attribute (number 
of cameras to be installed) indicate that Rawalpindi residents seem to be 
willing to pay a higher amount of money for surveillance purposes, as 
compared to Multan residents. In both cities, residents are willing to pay a 
higher amount of money for more cameras (8.76) and (3.97) rupees for 
up to 2000 cameras; (10.23) and (3.98) rupees for 2001 to 4000 cameras 
respectively for Rawalpindi and Multan). However, the willingness to pay 
amount of money goes down once the 4000 CCTV cameras landmark is 
exceeded (8.28 rupees and 2.59 rupees for Rawalpindi and Multan 
respectively). On the basis of these empirical results, one could argue that 
residents in both cities are willing to pay a higher amount of money for 
additional surveillance, but up to a certain point. Figure * below 
summarises the MWTP estimates for this product attribute.  
 
Chart 13. MWTP estimates for number of cameras to be installed (in 
Rupees) 
As for the remaining statistically significant attribute configurations, Chart 
13 indicate that Rawalpindi residents would be willing to pay up to 1.25 
rupees for the installation of CCTV cameras that deal with both vehicle 
number plate and facial recognition capabilities. Conversely, their 
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satisfaction levels would go down by 1.04 rupees and 1.87 rupees from 
the introduction of only number plate and facial recognition CCTV 
cameras respectively. Combined, the satisfaction they would receive from 
the introduction of vehicle number plate and facial recognition cameras 
seems to be lower, as compared to the dissatisfaction they would receive 
from pursuing each one policy initiative separately (2.91 rupees).  
As for the remaining attributes, Rawalpindi residents would be willing to 
pay up to almost a rupee (0.94) for a reactive system that could resolve 
more than 15% of crimes/cases with the assistance of CCTV cameras 
every month), in relation to the status quo. They would also be 1.25 rupees 
worse off from a 16% to 20% reduction in crimes in their city. Finally, as 
far as Multan residents are concerned, the empirical results indicate that 
they would be 1.4 rupees worse off as a result of a pro-active system that 
allows police forces to take preventive actions for 51 to 75 instances on a 
daily basis. This last piece of information is rather interesting when 
considered in relation to the fact that Multan residents are also exhibiting 
lower WTP estimates for the number of cameras to be introduced (1st 
policy attribute), in relation to Rawalpindi residents. One could argue that 
collectively, Multan residents do not share the same enthusiasm for the 
potential of introducing a surveillance system in their city.  
8.2. Policy Implications 
The analysis of the empirical findings presented in the abovementioned 
section of the analysis give rise to a number of policy implications and set 
of ideas for policy makers and other stakeholders in the area. Hence, the 
interpretation of the empirical results in the previous section of the 
analysis would support the claim for evidence – based policy making in 
the area.  
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First, the empirical evidence from the DCSPM experiment indicated that 
residents in both cities would appreciate a security and surveillance 
system to be installed in their cities. They would be willing to support it 
financially. However, the interpretation of their responses also indicates 
that there is a limit as far as to how intrusive, or how extensive this system 
should be. Interpreting beta coefficients, as well as MWTP estimates from 
both cities for the 1st policy attribute indicates that respondents are 
appreciative of more CCTV cameras being installed, but there seems to 
be a limit up to how much the surveillance scheme should extend. The 
fact that they are still positive in the installation of more than 4000 
cameras, but their willingness to pay is declining is an indication that their 
satisfaction and appreciation of the system is not insatiable. Individuals 
would welcome such a surveillance scheme, would be willing to support it 
financially, but there seems to be a tipping point as far as to how far the 
scheme could go. Going beyond the 4000 CCTV cameras mark would still 
be considered a positive thing (i.e., would contribute towards their 
security), but their willingness to pay would dwindle. Thus, policy makers 
would have to put some limits into the spread of the CCTV cameras and 
their numbers.  
Second, and this relates mostly to Rawalpindi residents, it appears that 
installing CCTV cameras is not a policy panacea after all. Apparently, the 
evidence derived from the empirical results indicates that respondents 
would need to see a significant contribution to be made from the 
surveillance scheme and the technology being used, in order to support 
it. The evidence from the 2nd policy attribute (type of cameras to be 
installed) clearly showcases that the CCTV cameras to be installed would 
need to uphold certain technological standards in order to be accepted as 
a viable surveillance and security mechanism. In other words, the 
proposed surveillance scheme would have to make a substantial 
contribution to existing capabilities in order to be accepted in local 
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communities. Practically, this finding suggests that policy makers should 
search for technological solutions that address surveillance issues and 
security risks well into the future. The proposed surveillance system in 
order to be acceptable by the community would have to indicate its 
technological superiority and versatility over the years.  
Combined, the evidence regarding the proactive and reactive capabilities 
of the surveillance scheme in both Rawalpindi and Multan is useful 
twofold. On the one hand, the combined evidence from the two policy 
initiatives (use of the system before and after the occurrence of a 
crime/incident) is rather interesting. What respondents’ replies indicate is 
that they would like the system to operate as an evidence based or 
evidence collection mechanism as opposed to a punishment mechanism. 
In this respect, respondents indicated that they would like to use the 
surveillance system as a safety guard to protect them against any 
arbitrariness in their communities. According to the empirical results, 
individuals would prefer the system to operate in a consultative way, as 
opposed to a judge for potential criminal activity and deviant behaviour.  
Hence, from a policy perspective, policy makers should focus on the depth 
(detailed information) of the system, as opposed to its stretch (coverage, 
or spread). Individuals seem to prefer a system that would provide police 
with adequate and good quality information to solve criminal activity and 
deviant behaviour, as opposed to extensive ability to watch and survey 
every aspect of residents’ daily activity.  Hence, the message is quality 
information, as opposed to quantity of information for crime solving and 
crime minimization.  
On the other hand, the evidence from both the 3rd and the 4th policy 
attribute would tend to confirm that individual respondents place a 
significant value on the protection of their civil right and personal liberties 
including privacy. Contrary to the usual argument in similar cases, that the 
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implementation and use of such surveillance systems could infringe on 
personal liberties and rights, the evidence from the current setting suggest 
that individuals, even in crime ridden areas, value their civil right very 
highly. Thus, the setup, the use and operation of the proposed 
surveillance system should be structured in a way that residents do not 
feel threatened or inhibited by its use. Concurrently, this implies that policy 
makers should emphasise and promote the system’s informative, as 
opposed to repressive capabilities. Upon the introduction of the said 
surveillance system, attention should be given by policy makers on how 
the system should work to serve them (for them), rather than check their 
deviant behaviour (work against them).  
8.3. Way Forward 
This research deals with issues of security through surveillance in two 
provincial cities (namely Multan and Rawalpindi) in the province of Punjab 
in Pakistan. The main research aim was to gauge individual preferences 
regarding trade-offs between privacy and surveillance as a result of a 
hypothetical policy initiative that involves the development of a 
surveillance scheme involving the installation of CCTV cameras in the 
cities under investigation. In order to facilitate evidence-based policy 
making in the area, the study elicited public preferences for policy making 
in the area, using a number of hypothetical scenarios. These scenarios 
have been designed using a number of policy attributes, each one with 
four different levels or configurations.  
This research utilized a homogeneous logit model to elicit individual 
preferences regarding the establishment and operation of a hypothetical 
surveillance system in the two provincial cities. The underlying 
assumption of the homogeneous logit model specification is that all 
respondents behave in the same fashion and that there is no 
heterogeneity between agents and their preference structure. A choice 
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experiment, comprised of 500 unique choice experiments was distributed 
in each provincial city. Due to the experimental nature of the 
methodological approach, each choice alternative comprising the choice 
sets and the choice experiment represented a unique combination of 
policy attributes and configurations. Thus, each one choice alternative 
was only presented once in the whole choice experiment.  
The empirical results revealed a number of interesting points for 
consideration.  
First, respondents from both cities were keen to have more CCTV 
cameras in their cities. However, their interest was not insatiable. 
According to the empirical results they would be willing to pay up to 4000 
cameras in their respective cities, but their willingness to pay diminishes 
(in both cities) after that limit. Implicitly, respondents are arguing that 
policy makers should pay close attention on managing and regulating the 
proposed surveillance scheme. Hence, the basic message coming from 
both cities is that they do appreciate the installation of CCTV cameras for 
privacy purposes, but they also expect this initiative not becoming an 
obstacle to their privacy.  
Second, it appears that installing CCTV cameras is not a policy panacea, 
especially for Rawalpindi residents. They do value CCTV cameras, but 
only if they make a significant contribution towards their security levels, as 
compared to what is the case currently. Thus, they reject CCTV cameras 
that offer half – measures. Instead, they have made strong and positive 
advances for technologies that would be expectations to make their daily 
routine significantly safer. Again, this is a strong message for policy 
makers in the field, indicating that in order for the experiment to gain 
legitimacy and approval, residents would have to be convinced about the 
potential contribution to their lives.  
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Third, collectively the results from both cities indicate that respondents 
would prefer a system that does not restrict them from their daily activities 
and routine. They would rather prefer a surveillance system that provides 
evidence and supportive information to solve crimes and divergent 
behavior. Hence, they seem to prefer a surveillance scheme that can be 
used to provide hard evidence required to solve crimes. Again, this piece 
of information may signify to policy makers that they would need to design 
a system that provides information in depth (as opposed to geographical 
spread). This implies that policy makers should emphasize and promote 
the system’s informative and evidential capabilities.  
All in all, the last two points together could be taken to imply that for 
individual residents to accept and embrace the proposed surveillance 
system they would need to feel that they are not threatened by it, that it is 
there to make a difference to their lives, as opposed to punish them for 
something they did, and that it is going to make a significant contribution 
in terms of their security.  
In above discussions and in previous chapters, it is clear that there is a 
positive inclination of people towards safe cities systems and provision of 
security through cameras. This research has also provided ample 
evidence that if asked, people may also be willing to pay for this extra 
expense for their security as privacy concerns are secondary in nature, 
even if they exist. These choices are in this point of time and may vary 
with the passage of time when people also face further issues of privacy 










It can be safely stated that concept of Privacy is prevalent in all societies. 
Video surveillance is a popular way to provide security and aim to reduce 
crime rates and a tool to disciple people’s behavior (Koskela, 2000; Wang, 
2013). PPIC3 Centre Lahore, commonly known as Lahore Safe City 
Project, is equipped with the latest digital technologies which are intrusive 
as well have the capacity to safeguard the city by extending full support to 
Lahore Police. The project is a significant addition in the security sector of 
Pakistan which has helped in restoring the image of Pakistan as a safe 
country. The journey of change management and adoption of a mass 
surveillance system in Lahore was demanding and cumbersome, 
however, the experience was not only a valuable addition in the security 
sector but from the change management perspective it also has very 
valuable lessons for the public sector authorities and private sector 
partners. Political ownership of change and stakeholders’ management 
are key requirements in this context. Similarly, importance of strategic 
communication cannot be understated for such public centric projects in 
urban centres of under developed economies like Pakistan.  
The decision of building PPIC3 Centre Lahore was taken because mass 
video surveillance systems are becoming popular for protection of life and 
property of citizens in major cities of the world (Nilsson, 2016; Obermaier 
& Hutle, 2016). The combined use of this surveillance with rapid response 
police teams have been very useful for prevention of crimes in Lahore. 
Integrated response teams like Dolphin Motorcycle Squad of Lahore 
allows for dedicated resources for emergency response. It is important to 
conduct a detailed cost benefit analysis of such concept of operations 
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because indirect benefits of the system are much more than mere 
replacement of surveillance method from human to digital placement of a 
tool. Precision, consistency, range of camera lens, night vision capability 
and video analytics obtained from the camera make it far more desirable 
equipment as a force multiplier. In addition, reduced risk to Police officers, 
all weather capability, saving the cost of movement and issues of human 
interactions in a society where police and public trust level is not ideal, it 
becomes a much more desirable arrangement to reduce the subjective 
application of law by a police officer on ground. Utility of data obtained 
through cameras becomes a very valuable product to work upon and use 
for law enforcement agencies and other actors of criminal justice system.  
Punjab Police and PSCA regards it as a complex project not only from 
technological perspective but also as a harbinger of change in the policing 
culture in Pakistan which was a long-standing demand of public and 
political leadership alike. PSCA has provided independent opinion about 
positive results and impact of this project in the city of Lahore. However, 
this project was implemented as a top down approach by the political 
leadership by learning the lessons from other countries like UK and 
Turkey, to mention a few. There was no empirical evidence that public 
opinion was considered before taking this important decision to install 
8000 cameras operated by Police in 2013. 
 This research was focused on filling this gap of eliciting public 
preferences which was missed in first instance for PPIC3 Centre Lahore. 
In a democratic society, public participation, in a suitable manner, is sine 
qua non for any policy intervention for a project of this scale. It becomes 
more important to elicit public perceptions when such an intervention of 
mass surveillance for enhancement of security has impact on other 
competing rights of the people.  
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This research was designed to seek opinion of people in two cities of 
Punjab, one in north and other in south of Punjab each with a population 
of more than five million people. First policy input of this research is 
acceptance for mass surveillance through cameras in Rawalpindi and 
Multan alike. This can be comforting information for the decision makers 
who presumed that mass surveillance for security enhancement is not 
only a technical solution imposed by experts but people of Lahore have 
also approved it as a desirable intervention for security, had they been 
consulted in the first place in 2013. Second finding is also a relief for the 
security experts that there is marginal willingness to pay by the people to 
bear the expenses of this intervention, in the form of a Security Fee if they 
are certain about the level of reduction in crime rates among other things. 
However, this marginal willingness to pay is not unlimited.  
For policy makers in Punjab, it is possible to expect that people will 
support such interventions in other mega cities for such projects of change 
management in policing culture as well as in performance of police. 
Moreover, their tradeoff for privacy is also quantified and they can also 
develop these projects financed through the public for improvement in 
public safety and security of the people and for creating a safer 
environment for economic prosperity of cities. Albeit, there is need to take 
necessary steps to safeguard privacy rights of the people also. 
Safe City Project of Lahore has deployed latest technology and some 
basic steps are being taken to forestall any legal issues around privacy 
rights for the first time in Pakistan. However, long-term steps have to be 
taken for the protection of privacy rights of the public. Though enhanced 
security comes at a cost of the privacy rights of the citizens in the absence 
of a comprehensive legal regime for protection of privacy rights of the 
people in Pakistan. 
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There are some laws already available in Pakistan which address the 
issues of use of digital surveillance (PECA, 2016). The Information for Fair 
Trial Act 2014 in Pakistan binds the law enforcement agencies and 
intelligence agencies that only a Judge can allow covert surveillance 
activities after elaborate procedures to be followed by the intelligence or 
Police authorities (IFTA, 2014). However, there are no standard 
procedures or technical requirements defined to install a certain type of 
camera at specific places in Pakistan. Anybody in Pakistan can install 
cameras at any place. In many cases, if they are conducting surveillance 
of public places through cameras, there is no authority to check, stop or 
regulate this activity. Recently the Metro Bus Authority of Punjab has 
installed cameras on the main roads of Lahore with the help of a private 
company for, reportedly, regulating the timing of their Buses but these 
cameras are also recording events in public places. It should be noted that 
Metro Bus Authority is not a law enforcing agency and further details about 
keeping record of this video surveillance and its further uses are not 
available for review and analysis.  
The judicial systems in many countries are moving gradually with 
technological changes as compared to what are required in the twenty first 
century. Pakistan is one such example where a comprehensive model 
Safe City project is executed in Lahore but other partners of the Criminal 
Justice System i.e. prosecutors, courts and prisons are still following up. 
If some Police organisations are using it but the prosecutors and judiciary 
are not keeping pace with this development and laws are not revised to 
make best use of technological assistance available, then this 
asymmetrical development may create a positive pressure on institutions 
which are lagging behind in the technology transformation and e-
governance. 
There is no procedural federal or provincial law for protection of Privacy 
rights in Pakistan till date. Lack of this law causes some significant 
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consequences. For instance, Pakistan has signed and ratified ICCPR in 
2010 but the process of adoption has not been completed due to the lack 
of a legal framework. Besides, and more importantly, the absence of a 
framework which constitutes basic principles, jeopardizing the 
enforcement of legal provisions on privacy, it may keep the people 
exposed in the absence of a comprehensive legal cover along with 
increasing surveillance by state and private actors in public places. This 
can be confirmed in evaluating the application of the legal provisions of 
Pakistan Penal Code, Civil Procedure Code and Criminal Procedure Code 
of 1898 and other legal instruments.  
Opinion of respondents of Rawalpindi was also important in this aspect 
who make it more desirable that their priority and willingness to pay is 
conditional upon this very aspect. It is further supported by an international 
precedence in Europe. People are willing to tradeoff between their 
competing rights if they are certain about purpose of the interventions. 
The Venice Commission’s while dilating upon Article 8 of the European 
Convention for the Protection of Human Rights and Fundamental 
Freedoms 1950 (ECHR) stressed upon the need of having elaborate laws 
for governance of CCTV cameras. Even in countries like Pakistan, use of 
CCTV cameras is becoming ubiquitous so a reminder of the commission 
is important. “Video surveillance of public areas by public authorities or 
law enforcement agencies can constitute an undeniable threat to 
fundamental rights such as the right to privacy . . . and his/her right to 
benefit from specific protection regarding personal data collected by such 
surveillance . . . it is recommended that specific regulations should be 
enacted at both international and national level in order to cover the 
specific issue of video surveillance by public authorities of public areas as 
a limitation of the right to privacy” (Commission, 2007).  
It is quite obvious that there is a necessity of a legal framework regarding 
protection of privacy rights in Pakistan. It has become more obvious when 
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one thinks like usage of Safe Cities cameras. Under the Article 14 (1) of 
the Constitution, regulating CCTV usage in Pakistan, has become an 
essential requirement. As a consequence of this research, PSCA has 
evolved tertiary regulations limited to Punjab owned Safe cities cameras 
and surveillance system only. However, there is need to expand the scope 
of these regulations through a law framework in the province and bringing 
in regulation of private security cameras including cameras in shopping 
areas, cinemas, parks and other commercial places and data collected 
and used by these private surveillance systems.  
Although PSCA has promulgated Data and Privacy Protection Procedures 
(DP3) yet with growing trend of installation of CCTV cameras in Pakistan 
strategic planning for security and protection of privacy rights in Pakistan 
is required sooner than later (DP3, 2020). First of all, privacy of individuals 
at private and public places should be acknowledged as a fundamental 
right by amendments in Article 14 (1) of the Constitution of Pakistan which 
is limited to privacy as right at home of the individuals (Constitution 
Pakistan, 1973). PSCA has already taken it up with the government of 
Pakistan, however, it needs to be implemented. Especially when it is not 
a new concept as many digitally advanced countries like Australia, USA 
and Germany have already done it. Moreover, it is also included in 
Universal Declaration of Human Rights since 1946 (UNDHR, 1946). 
Simultaneously, procedural law should be promulgated making it 
incumbent upon all CCTV or IPNV Cameras/systems operators, private 
or public, to ensure that this fundamental right should be respected in all 
respects. The procedural law will provide a framework of permissions and 
prohibitions about use of CCTV Cameras in public and private place, their 
inspection and monitoring regime and lastly corrective and punitive 
measures for violations of such an act.  
Due to prevailing technological developments in the world, some authors 
call it “the end of the privacy” (Burt; & Geer;, 2017)  or an era of “zero 
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privacy”(Lucky, 2008). In Pakistani context, the framework of fundamental 
human rights is already enshrined in the constitution of Pakistan which 
also includes privacy rights. Thus, protection of privacy rights in ever 
increasing sophisticated surveillance-based security environment is 
essential to maintain the human dignity and freedom. It is vital for 
preventing unlawful, unfettered and unlimited access to personal records, 
peoples’ preferences, their presence and movements in public places in 
the name of security(S. Khan, 2019). In the words of Benjamin Franklin, 
“Those who would give up essential Liberty, to purchase a little temporary 
Safety, deserve neither Liberty nor Safety” (Franklin, 1755). 
 
  




1. Public preferences must be solicited before application of any public 
policy initiative which can have adverse effects on their fundamental 
human rights. There should be standard practices to enforce such 
measure with the consent of the people for democratic and 
participative governance in urban centres.  
2. The people subjected to surveillance also change their behavior 
consciously and unconsciously as it impacts their civil rights i.e. right 
to assemble and right to express their opinion. Security concerns of 
public should be balanced while safeguarding the privacy rights of 
the people.  
3. In a country like Pakistan where the literacy rate is high in the urban 
areas, vigorous public awareness campaigns need to be 
commissioned prior to launching of such projects. And a result of 
these campaigns, recommendations and suggestions of public 
should be considering while designing surveillance of schemes. 
4. Implementation of complex IT based projects in public sector must 
be cautiously designed. As it requires continuous communication 
with numerous stakeholders and needs strong technical, 
organizational and political ownership. 
5. For lawful and legitimate purposes of mass surveillance, system 
must be designed with matching capacities to operate under ethical 
and lawful codes of practice to protect individual rights to privacy and 
adhere to the principles of Data Protection.  
6. In Pakistani context, it is desirable to make a constitutional 
amendment in the Article 14 (1) as part of the international 
obligations of ICCPR and International Convention on the rights of 
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Children to expand the scope of the concept of privacy from home 
to public places as well. 
7. Presently there is no legal framework or regulatory mechanism to 
check the mushrooming growth of such electronic surveillance 
gadgets operated by private individuals and entities in Pakistan. 
There is any regulatory framework to prevent risks caused through 
abuse of such systems. PSCA can play a vital role as a regulatory 
body to monitor use of private sector cameras for lawful purposes in 
infringing public spaces. 
8. Despite the complexity and uncertain relationship between 
surveillance and privacy, it is required that Pakistani stakeholders 
agree on a national law to standardize an enforcement mechanism 
in order to keep a balance between the civil liberties and security 
concerns simultaneously. 
9. Adequate procedural laws should be developed to regulate use of 
CCTV cameras by the public and private sector as capabilities of 
these sensors have dire social and legal consequences due to 
technological advancements in the field of smart technologies i.e. 
artificial intelligence. Although PSCA has promulgated Electronic 
Data Regulations 2016 and DP3 but there is a need to expand such 
regulations towards a substantive law since several other agencies 
are also using surveillance measures in the name of protection of 
premises but the areas under surveillance are much wider and 
broader than their own purpose.  
10. The Police officers and other users of CCTV systems should be 
educated about privacy laws and procedures. This training and 
education should be accompanied by some form of a non- disclosure 
agreement which must prohibit the propagation of anything learned 
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from the video surveillance system to unauthorized outsiders, similar 
to the secrecy of correspondence.  
11. PSCA needs to act proactively and follow up with the government to 
formally acknowledge Privacy as a fundamental human right in light 
of international obligations of Pakistan and as an active member of 
United Nations. PSCA has already submitted a draft amendment to 
the government in addition to a draft substantive law for provincial 
regulatory authorities like PSCA who should be made responsible 
for ensuring the protection of privacy rights of people of Pakistan 
while conceiving, designing, implementing and operating Safe Cities 
Projects or any other surveillance networks. 
12. At national level, a Safe or smart Cities regulatory mechanism should 
also be established to ensure integration and standardization of 
mass surveillance systems for ensuring a balance between security 
and privacy rights of the people. As an interim arrangement, PSCA 
may be a national body to set standards, permit, and regulate all 
CCTV or other relevant networks which have a potential to infringe 
on privacy of the people of Pakistan. 
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Annexure - II 
PPIC3 Centre Project: Scope of Technologies 
The PPIC3 Centre is the main data center which is one of the biggest data 
center of Pakistan used for public safety. The centre is designed with the 
help of ARUP Consultants of United Kindom and Huawei Technologies 
Pakistan has been the main vendor for execution of this project starting 
on May 20, 2016.It is located in Qurban Police Lines and it is an 
impressive building hosting a set of technologies which are operated with 
the help of 1024 officers, men and women. It has 666 Police 
Communication officers working in three shifts and an elaborate technical 
staff including IT experts, engineers, research analysts and other staff. 
The technology scope for the PPIC3 Programme includes the following 
technologies and systems:  
i. CCTV (Close Circuit Television) System  
The CCTV system provides images from the 6700 cameras that are  
installed during phase 1 and phase 2. The cameras will primarily provide 
images for incident and event management but will also are connected to 
the analytics systems.  
ii. CAD (Computer Assisted Dispatch) System  
CAD  provides the means to capture the details of an incident. The CAD 
form  initially populated with the caller’s details e.g. Name, 
Telephone/Mobile phone number and location. During the incident 
resolution the CAD further populated with details of the incident.  
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iii. ACD (Automatic Call Distribution) System   
The ACD  distributes both conventional telephone calls and VOIP (Voice 
of Internet Protocol) calls to the operators within the PP-IC3 Centre and 
the Police  Stations within Lahore. The Programme  provides the 
infrastructure for the Police Stations but not the hardware.  
iv.  GIS (Geographic Information) System  
The GIS  provides the operators with a map of the area that they are 
responsible for. On the map are detailed the position of resources 
available to them be it technology or operational resources.  
v. ICP (Integrated Communications Platform)  
The ICP provides a single access point to the LTE Radio network, the 
VOIP telephone system, the conventional phone system, the legacy radio 
systems (Tetra, UHF and VHF) and control of the CCTV system.  
vi. Crime Record Management System  
The Crime Record Management System initially  populated from the CRO 
database is alredy developed by Punjab Police but it will be housed in 
PPIC3 Centre. However as the PPIC3 System operates it will be update 
with real time data from the CAD system allowing the intelligence aspect 
to be added to Police response.  
vii.  ANPR (Automatic Number Plate Recognition) 
System  
The ANPR system uses dedicated cameras to capture number plates of 
vehicle passing through their fields of view. This data is used for identifying 
stolen vehicles, using data from the Excise database and CAD, and also 
provides data to the analytics systems.  
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viii.  SOPs/FAQ (Standard Operating 
Procedures/Frequently Asked Questions)  
The SOPs/FAQ provides the operators information for managing events 
and incidents from the SOPs but also provides answers to members of 
the public for questions they may have concerning the Police.  
ix. Gazetteer  
The Gazetteer is a database of geographical information that is used to 
assist in event planning and responses to civil emergencies. The 
information is displayed on the GIS screen.  
x. Resource Management System  
The Resource Management System provides the ability to plan the 
manning of the PP-IC3 Centre using the CRO information.  
xi. AVLS (Automatic Vehicle Location System)  
The AVLS allows the GIS system, from data from the LTE network, to 
display the location of all the vehicles that are available for dispatch to 
incidents or that are being used to manage events.  
xii. APLS (Automatic Personal Location System)  
The APLS allows the GIS system, from data from the LTE network, to 
display the location of personal that are available to dispatch to incidents 
or that are being used to manage events.  
xiii. Analytics Systems  
The analytical systems being deployed are Facial recognition, Object 
Tracking, Forensic Analysis, Left Object recognition, Event detection, 
Vehicle and People counting, Loitering and Counter Flow detection.  
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xiv. Management System  
The management system  providesone platform the ability to manage the 
Phase 1 and Phase 2 systems e.g. Configure on the fly talk groups, define 
new users on the system, provide rights management for access to 
cameras etc.  
xv. DRC (Disaster Recovery Centre)  
The DRC will provide the facility to recover any system that fails within the 
PP- IC3 Centre by restoring the system from backup data, The training 
system will also be located at the DRC providing a backup control room 
in the event the PP- IC3 Centre becomes unusable or over whelmed.  
xvi. JTMS (Journey Time Monitoring) System  
The JTMS uses the information from the ANPR cameras to calculate the 
time taken for a vehicle to travel between two points in Lahore. This 
information is used to inform the citizens of Lahore as to areas of 
congestion, blocked roads and diversions that provide a quicker route.  
xvii. RLMS (Red Light Monitoring System)  
The RLMS  uses information from the ANPR cameras and traffic signals 
to capture the number plates of vehicles which ignore red lights at traffic 
signals. The same system  also monitors traffic flow to ensure that 
vehicles are using the correct lanes.  
xviii. E - Challan Integration  
The E Challan system has been integrated with the RLMS and ANPR 
systems to send out traffic offence notices so that offenders can pay their 
fines over the internet. There are also portable terminals that  allow traffic 
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police officers to issue traffic offence notices for incorrect or no licenses 
and any other traffic offences that may have been committed.  
xix. VMS (Variable Message System)  
The VMS uses the data from the JTMS to inform drivers as to obstructions 
on the route ahead i.e. at the road side signs  have been installed which  
display the appropriate message for the road it is installed upon.  
xx. Specialist Vehicles  
Specialist vehicles have been provided to for  local command and control 
of events e.g. International Cricket matches or for major incidents e.g. 
Aircraft Crash  
xxi. UAV (unmanned Aerial Vehicle)  
UAVs  provides support to the PP-IC3 Centre when the installed 
resources e.g. CCTV cameras do not have the coverage of the area where 
an incident is ongoing or when surveillance is required of a covert nature.  
xxii. MDT (Mobile Data Terminals)  
The MDT terminals  provides a gateway for operational resources, 
deployed in a vehicle, to gain access to PP-IC3 system resources e.g. 
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Annexure - III  
Integrated Operation Centres 
PPIC3 has  integrated the police command and control under one roof:  
i. Emergency Call Centre (ECC) – ECC is handling all 
incoming and outgoing public demands  
ii. Dispatch Control Centre (DCC) – DCC dispatches, 
monitor and supports operational resources  
iii. Video Monitoring Center (VCC) – VCC proactively 
monitors the public spaces through an integrated CCTV infrastructure  
iv. Operations Monitoring Center (OMC) – OMC monitors the 
location, patrol patterns and status of the police units  
v. Crisis Management Centre (CMC) – CMC plans and 
manages all the pre-planned and spontaneous major events through a 
defined escalation process to contain and manage a situation or an event 
through a clearly defined command structure.  
vi. Media Monitoring Centre (MMC) – MMC keeps an eye on 
electronic and social media as sources of information for responding to 
public needs. Keeping threats of terrorism in mind, social media is being 
monitored to check any suspicious and unlawful acts committed in cyber 
space. 
vii. Investigation and Intelligence Centre (IIC) – IIC is 
responsible for assisting the investigation and intelligence branches of 
Police and other LEAs for collecting evidence captured through the city 
wide surveillance system and for presenting the evidence in the court of 
law. 
viii. Police Strategic Command (PSC) – PSC is responsible for 
the strategic command of the Center  
ix. Police Traffic Management System (PTMS) – PTMSis 
handling traffic related issues, violations and e-Challans  
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x. Network Operations Control/Security Operations 
Center (NOC/SOC) – NOC is responsible for monitoring and maintaining 
telecommunication network. SOC deals with security issues on an 
organizational and technical level 
xi. E-Investigation Center (EIC)- EIC is handling investigation 
related database of the police investigators who can get all data from 
single window. There are hubs of this centre at various other locations for 
ease of access but also for data protection and privacy concerns. 
xii. Access Control Center (ACC) - ACC manages entry/exit 
into the PPIC3 Center premises, security system of the IT system 
xiii. Digital Media Forensics Center (DFC) - DFC is 
responsible for manipulating and enhancing video of PPIC3 Center for 
evidentiary purposes  
xiv. Police Operational Command (POC) –POC directs 
operations of the Center 
xv. Private Automatic Branch Exchange (PABX) Center- is 
responsible for handling and operating fax/telephone etc. 
 PPIC3 Centre Lahore-Organizational Structure 
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Integrated Operations Centres 
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Annexure - IV 
PIERS Lahore - 15  
Here are details about number of calls received on Police Integrated 
Emergency Response System (PIERS) helpline number 15 in Lahore. It 
is important to mention that this data is not about registered criminal cases 
by the Police. Comparing the registered cases of each category on the 
basis of First Information Reports (FIRs) will not be adequate in that case. 
There is no real baseline for actual number of FIRs which can capture 
near to real estimates of crimes. However, it is possible to compare the 
number of calls about each category for successive years. There are also 
caveats in this case because it will take few years for people to trust the 
PIERS and report every crime through 15 emergency call systems.  
This are a variety of reasons for not equating number of calls related to 
crimes with the registered crimes. Firstly, a lot of incidents of crimes do 
not get reported and even if reported, the cases are not registered in the 
Police stations (Watch, 2016). In that case, the onus is on the overall 
environment in which a victim and oppressors live. It is not easy to gain 
access to justice. Secondly, certain crimes are not considered reportable 
by a large majority of people due to cultural traditions and norms 
(Organization, 2009). For example, cases of domestic violence and rape 
often go unreported in our society (Huecker & Smock, 2019, 2019a; 
Women, 2019). Thirdly, police officers may also manipulate the data and 
show an unwillingness to record the reported crimes due to fear of their 
superiors (Programme, 2015; Watch, 2016). They tend to under report the 
actual number of crimes committed to mask their real performance 
regarding crime prevention. Fourthly, police officers lack proper 
knowledge about recording reported crimes under the right category. All 
these factors result in under-reporting of the actual number of crimes 
committed. 
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Total Calls received from 2017 to 2019 in Lahore-15ECC are 11,948,138; 
out of which only 23% are the valid calls. The cases which are dispatched 
to police stations for further necessary actions are 496,782. The figure 
above illustrates the details of dispatch cases among divisions of Lahore 
and also showing the monthly trend of crime in Lahore.  
Data of last three years show an increase in Crime related calls and nature 
of the crime is also diverse. There is an extensive framework for crime 
classification. ‘Public Order’ includes the types of crime that interfere with 
the operations of society (Oxford, 2015). It includes street fight, assault on 
police, loudspeaker, neighborhood disputes, economical issue, drunken 
behavior etc. ‘Crime against Property’ usually involves private property to 
obtain money or other benefits.  It includes theft, vehicle theft, 
robbery/snatching, fraud, burglary, vehicle snatching and dacoity 
(Williams, 2017). According to Black’s Law Dictionary, Crime against 
property means ‘a category of criminal offense in which the perpetrator 
seeks to derive an unlawful benefit from or do damage to another’s 
property without the use or threat of force’ (Bryan A. Garner). Crime 
against Person is defined as a ‘category of criminal offences in which the 
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kidnapping etc’ (Baryan A. Garner). Heinous crime is defined as ‘(of a 
crime or its perpetrator) shockingly atrocious or odious’ (ibid). Traffic 
offence is defined here as ‘a violation of traffic regulations’ (Collins) under 
the applicable laws of the Punjab. 
Figure of Nature of Cases, indicates that public order is the major category 
in Lahore that counts 420, other help counts 310, crime against property 
and person constitutes 272 and 229. Traffic offence is one of the major 
problems in urban areas of Lahore and consists of 144 dispatch cases. 
 
  
Figure. Nature of cases 
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Annexure - V 
PIERS 15 - Temporal Analysis - 2017-2019 
The project was started in 2016 and it was implemented from 2017 to 
2019. Comparing the three datasets will show the impact of PPIC3 
Programme on crime rates in different categories. Since the inception of 
the project, there is a trend of installing CCTV cameras all across the city 
by private parties in business centers as well as in residential areas. In 
the absence of any reliable data, it will not be possible to gauge the 
unintended consequences and effects of this project; however, it has set 
a trend in public and private sector to use technology for mass surveillance 



























City Div. Sadar Div. Cantt Div.
Dispatched Cases (Div. wise)
2017 2018 2019


























































































































































































Jan. Feb. Mar. Apr. May Jun. Jul. Aug. Sep. Oct. Nov. Dec.
Dispatch Cases 
2017 2018 2019













Ve hi c l e  T he f t
2019 2018 2017
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 234 
Divisional Analysis – Lahore 15 
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These figures may serve as a baseline to which the change in crime rates 
can be compared to after the implementation of the PPIC3 Programme. 
The same information will be recorded for subsequent years for 
comparison purpose. The systematic analysis of crime related calls 
received on emergency call number 15 is used for identifying and 
predicting risks to public safety. It is also used for efficient and targeted 
deployment of police resources. Crime incidents are random and non-
random & take place in all areas of Lahore.  
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Annexure - VI 
PUCAR-15 First Year Analysis Report 
From 15th April 2019 to 31st Dec. 2019 
Details are described below. 
(9%) 









Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 240 
PUCAR-15 is revamping police culture by providing detailed crime 
analysis and helping Police to mitigate the public safety risks related to 
crime and traffic management. Currently PIERS is receiving around 
45,000 calls per day and out of them 85 - 90% are prank or invalid calls 
and 5-10% are the relevant cases for help and info. Every time when 
someone makes an invalid call, it puts someone else’s life in danger; for 
whom this call is a matter of life and death. So, public citizens are 
requested to use this portal for public services not to create hindrance in 
providing true services to the public. 
PUCAR-15 is a practical methodology in policing that truly speaks the 
need of services to be provided by police to the public citizens at grass-
root level. It helps in focusing at major crime categories to mitigate them 
and bring peace & harmony within the region. 
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The above figure of Rawalpindi, as an example, shows that data is 
provided to the police station level to analyse the types of calls related to 
crime so Police can design crime combating strategies as well as to 
monitor performance of police officers.   
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Annexure - VII 
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Annexure - VIII 
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Annexure - IX 
8787 Analysis Report 
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Annexure - X 
PSCA Training and Capacity Building Centre 
Focus on human resource training and capacity building is key requirement for 
developing a team for change management. In this case all aspects of human 
resource management were addressed. It was an interesting model and Lahore 
University of Management and Sciences (LUMS) took it as a case study for 
their students. To motivate the team, a useful reward and punishment system 
with monetary and non-monetary incentives was designed and implemented.  
 
 
It was not enough to impart trainings to internal team members. The new ways 
of evidence collection, analysis and presentation were equally important for 
other stakeholders of criminal justice system. Training sessions were regularly 
arranged for lawyers, prosecutors, investigators and even judges were 
provided with sufficient training and awareness about the electronic evidence 
collection and sharing procedures (Authority, 2019; A. N. Khan, 2019). These 
Electronic Data Analysis Regulations 2016 are first of its kind in Pakistan. 
Courts of law and experts have accepted them as per international standards 
and a valuable addition in the legal edifice of the country. 
 
Lahore Police officials were the main target of trainings on multiple systems 
and processes. More than 5000 officers were trained to adapt the new 
telecommunication system in addition to multiple applications and business 
flows. Emergency response mechanisms were revised and first responders of 
Table 11 Police Communication Officers Training  
1. Induction Training 2 Weeks 
2. Life-skills Training 2 Weeks 
3. Technical Training 4 Weeks 
4. Police Operations Training  2 weeks 
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Police were developed from scratch. It was altogether a new concept for Police 
in Pakistan but they acquired new procedures and processes without much 
difficulty. In order to cater to the training requirements of selected PCOs, 
following training modules were conducted prior to their manning in PPIC3 
Centre: 
Table 12 In-House Training Sessions 2019 
Sr. 
No 














8787 Red Alerts in 
PUCKAR-15 
Application Training of 
Police Communication 
Officers being attached 






AM Data Base PPIC3  
DEO (Software & QA) 
81 
















Table 13 Training of other Departments 
Sr. 
No 





Training on LTE-A 
Handsets 

















Divisional SPs and 
DSPs of 6 Police 
Divisions in Lahore 
Punjab Police 
Officials 
52 July 2019 
4 






Training on FR 
Application 














CCTV Operators of 
DPO Rahim Yar Khan 
Training on 
Surveillance 





Training ,Phase II , 
2019 at Elite Police 










Electronic Data Centre 
(EDC)web portal 
Training 
ALL RPOs& DPOs 
staff 
Investigation 












ASPs of 45th STP 
attachment for 3 days 
from National Police 
Academy, Islamabad 
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Annexure - XI 
Software Development at PSCA 
 Technical Achievements – 35 Applications and Systems 




Excise, Post Office, ETC Traffic 
Police, Web Portal for Public 
2019 





4 HRMS-TELE DIG Telecom 2019 
5 Dispatch system Internal 2019 
6 




Women Safety App 
iOS and Android 
Public 2019 






















Special Protection Unit 2019 
14 PSCA Website  PSCA 2019 
15 PUCAR-15 System Police Dolphin ,PRU, Operations 2019 





Center (EDC) Web 
Portal 





Police Investigation 2019 
18 
PRU App integrated 
with PUCAR-15 




Criminal Record Office, Police 






Punjab Police 2019 
21 KPK Excise MIS KPK Excise 2019 
22 GIS System 






General Public 2019 
24 
Lahore Smart Cities 
Matrix 
General Public 2019 
25 
Crime Cause Heat 
Analysis 
Punjab Police 2019 
26 




GIS Based Optical 
Fiber Layout Planning 
System 
PSCA 2019 
28 HRMIS PSCA 2018 
29 




E Challan Status 
Android App 
Excise, Post Office, ETC Traffic 
Police, Web Portal for Public 
2018 












Lost & Found 
Management System 
Police Operations and Investigation 2018 
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Annexure - XII 
PPIC3 Project Lahore: Lesson Learnt 2016-2019  
i. Lahore is second largest city of the Punjab. Pilot projects should 
not be started in complex environment without clarity of ownership. It should 
be started with easy to difficult situation rather than otherwise. Without any 
bearing and leadership, it was becoming difficult to reach at some agreed 
denominators because Home Department and Punjab Police did not see eye 
to eye on many issues including location of site for the PPIC3 Centre Lahore 
in 2013. After two years of constant deliberations the site was selected to be 
in Police premises which also addressed the issue of ownership of the project. 
 
ii. Project Directors (PD) should have autonomy for selection of 
their team and it should be under an oversight mechanism through a single 
line of command. In the scheme of things, PD not only designed the human 
resource structure but it was very flexible and dynamic. Resultantly, PSCA 
had a continuously evolving organizational structure as conceived, operated, 
modified and remodified by the PD and his team. 
 
iii. PD should also have the ability to engage right resources at a 
short notice through head hunting instead of long-term employments. Many 
a times, in an innovative project for which no precedence is available, need 
of resources arises at a short notice period and in that case, engagement of 
individuals or firms becomes critical for support of the project team.  
 
iv. Strategic planning is key to cost effectiveness and to efficiently 
utilize the resources. Engagement and retention of resources depends upon 
the long-term plans of the organizations. There was no clarity about scope, 
outputs and outcomes of this project. This is a fundamental point and at the 
next stage after completion of existing scope, scalability and up gradation of 
project need high level decisions. These decisions have to be taken from 
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outset so that resources may be utilized properly. If a forward-looking 
approach is not adopted and once teams are dispersed, it is difficult to reform 
the teams.  
 
v. Time scale for project completions should be realistic and 
enforceable. Proposed completion time of thirteen months for the project 
proved unrealistic due to multiple reasons including intransigencies of the 
implementing partner. The contractor wanted to win the project at any cost 
because they had forecast that this industry will expand in a country like 
Pakistan and world over due to dynamic expansion of technologies it 
employs. They did not have deliverables ready or available which they had 
promised in the bidding stage. Resultantly, project delivery was delayed 
considerably. All said and done, the project timeline was not respected as per 
the proposed plans which is not a desired outcome of the project 
management. 
 
vi. Management structure of PSCA was key to achieve positive 
results. Without a working management, projects could not see the light of 
the day. Identification of a champion of change and giving him/her the right 
resources and encouragement is critical. He should know how to lead and 
take all stakeholders along with him through a good communication strategy. 
PSCA kept on evolving its organizational structure as per changing needs. 
This continuous evolution is the key requirement in all startups and in mega 
complex and innovative projects like PPIC3 centre Lahore. It started with one 
person on August 10, 2015 and now there are 1024 employees in PSCA in 
January 2020.  
 
vii. Human resource management is key for all projects and it is 
essential to engage professionals of all relevant fields. Lahore PPIC3 Centre 
was started in 2013 and by 2015 it was regarded as a sick project of the 
Government of the Punjab. Nobody was willing to join this project in any role. 
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It took more than one year for the project director to recruit first of its expert 
in the field of IT. PSCA faced serious hurdles in recruitment processes by the 
government agencies and it hampered the growth and created stressful 
conditions for project delivery. Although PSCA has satisfactorily faced all 
such obstacles but time was wasted and so were resources. This affected the 
project implementation process. First and fore most task for a project director 
is to create a clear and functional human resource plan next only to financial 
plan for any mega complex project. 
 
viii. Project managers need support from all tiers of the government. 
It is important for all parties that contract payments are processed on time 
and support from the financial tiers is mandatory. It is not possible for any one 
executing agency to meet all targets of delivery and payments unless due 
support is provided especially for foreign components. In case of PSCA, 
payment to international consultants was through state bank of Pakistan and 
it was at times causing concerns that payments could be delayed.  
 
ix. There should not be too many uncertainties and 
experimentation in any project. In case of technology, many people make 
claims and hamper the growth on the pretext of security and their capacity 
but detailed analyses informed that claims and outputs are much lesser than 
desired outputs. Economy of scale and available off the shelf items and 
products must be accepted and indigenous solutions may follow. Indigenous 
products may be preferred where capacity is available, however, it should not 
be an excuse to make progress.  
 
x. Their processes must be streamlined for mega projects to 
facilitate the implementation. Local infrastructure and power issues are still 
critical for high tech projects because at times project team is not aware about 
relative importance of service providers. Lahore Electric Supply Company 
(LESCO) was not cooperative and they caused hurdles in completion of the 
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project. It was not considered that critical but due to delay in dedicated 
connections for each camera site and the main data centers extra cost was 
incurred and it affected on the completion of the project.  
 
xi. Decision making forums need to be smaller in size and efficient. 
PSCA had to go from committee to committee where very senior officers were 
present, it was difficult to get decisions. It was made possible only through 
the personal activism of someone no less than Chief Minister Punjab to go to 
the micro level details at times. There was no time table to oversee the 
matters of the Authority. In this situation, some members of the Authority, 
started interfering in the day to day business of the project and undermining 
the position of lower tiers of the project. For vendors it was confusing as well 
as time consuming to address multiple meetings for trivial matters and it 
hamstrings the progress of the project. 
 
xii. Anti-Corruption measures should be strong. PSCA developed 
its own policy of conflict of interest and it was useful in awarding of contracts, 
recruitment and any other relevant decision making. Special pay packages 
and market-based salaries are key point after selection of right person for 
right job. Public sector projects need knowledge of public sector processes 
and valuable resources from any sector must be valued and placed on merit. 
Public sector employees worked amazingly well under the PSCA in all fields. 
 
xiii. The organization which is the target of change should act like a 
host and welcome the change. In this case, Police administration should be 
on board before any change management process. But here it was not the 
case. Police operational command was not supportive of the project due to 
three major reasons. First, it was fear of the unknown. Except very few 
individuals who had an idea about the outcomes, others were not aware of 
the project, scope, outputs and outcomes. Second, it was the fear of reprisals 
in case they could not deliver the project in time. Third, it was uncertainty and 
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capacity to work in a changed environment and they were apprehensive and 
unclear about their own position after the change would be implemented.  
The Police commanders of Lahore Police started questioning the rationale of 
the project and hinged their arguments on the cost of the project which was 
exorbitant, in their opinion, in Pakistani context. It was the single largest 
project in the history of Pakistan Police worth approximately USD 140 million. 
Police staff in Police stations also started looking at the change agents in 
negative manner. More resistance came from Police leadership who thought 
that PSCA was taking away control from them and it has been designed to 
hold them accountable. The same leadership was imparted international 
trainings and awareness but resistance was immense and continues in one 
form or another. Resistance to business change is but natural and must be 
tackled at all levels. 
xiv. At the planning stage, due consideration should be given to 
stakeholders’ concerns, cooperation and their interests. This also includes 
parties who are not part of the contract but who will be affected by one way 
or the other or their cooperation will be required to fulfill some critical tasks 
no matter how obvious and straight forward they appear. While PPIC3 pilot 
project was implemented in Lahore there were other projects planned in the 
same time frame like Orange Metro Line or Feeder Routes project of Punjab 
Transport Department but no coordination was possible despite that PSCA’s 
consultants NESPAK was also consultant of other parties in many cases. This 
affected the project activities and timelines.  
 
xv. Capacity of local Pakistani consultants is a major challenge. 
Over design and lack of timely responses to vendors and an attitude of master 
and servant will not deliver results. NESPAK authorities were reluctant at 
times to take professional decisions even if it was in the interest of the project 
but fear of reprisals and following the codes blindly increased the cost and 
time of the project. Lack of decision making and red-tapism in the business 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 258 
affects the timelines. However, the young members of the team were more 
efficient and forth coming than their seniors. Lack of accountability of the 
consultants by the client is also another reason of poor performance.  
 
xvi. Contract design and agreement negotiations are critical skills 
and must be learned before implementing mega projects. Contract should 
encompass all the relevant matters and must be enforceable. Punjab Public 
Procurement Act 2004 and Rules 2014 frameworks need improvement for 
mega projects and must consider the issues of technology related projects 
and engineering, procurement and construction aspects of such projects. 
Without competent legal teams it is not advisable to sign projects let alone 
execution. In all mega projects, capacity of contracts unit is as important as 
selection of the team lead.  
 
xvii. Stated capacity of the vendors, their claims vis a vis their 
deliverables are major challenges and factors to be analyzed by the public 
agencies.  This can be done at any level before awarding the contract and it 
should be done carefully and on pure merits. Unverified yet ambitious 
vendors do not deliver, knowingly, their promises and make all efforts to save 
their cost by hook or crook. Their efforts to corrupt public officials must be 
closely monitored and if they do not fulfill their commitments, necessary 
penalties must be invoked but rate of penalties should be enforceable. 
However, before that their issues and limitations must be given due 
weightage judiciously.  
 
xviii. Ambitions and achievements must be carefully examined. 
Particularly in technology, there is difference between facts and fiction. Scope 
definition and keeping the focus is critical for any project and that was also a 
key lesson from PPIC3 project of PSCA.  Project director must keep focus on 
scope time and cost of the project and not to be led astray by desires of 
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stakeholders. There will be more pressure to keep on changing the scope of 
the innovative projects but an able team keeps its focus unaffected.  
 
xix. PSCA focused on getting desired skills and engaging young 
professionals and this decision proved correct. In particular, gender 
participation proved a success because it made workforce inclusive and that 
too from the entire Punjab. Innovation and youth go side by side and it is a 
very useful takeaway from PSCA. It was a deliberate decision to have young 
persons recruited in PSCA as change of culture was the key outcome of the 
project. This selection of young persons was noticed and a case study was 
devised on this very question. Similarly, gender participation was another key 
pillar of human resource management of the project. It is highly 
recommended to include women in the teams and it can be done over all 
through gender mainstreaming strategy at the organizational level. 
 
xx. Such large-scale projects are questioned time and again by 
people about its cost effectiveness. It is important to develop or acquire role 
for revenue generation for sustainability of the projects like PPIC3 Lahore. 
PPIC3 Lahore has started e-traffic tickets against violators of the traffic signs 
and red lights. It has a potential of manifold increase due to continuous 
operations through cameras. There can be further resource generation plans 
through project which can be sharing data with cost for planning and 
enforcement of certain policies like vehicle insurances and cost of 
investigations for private civil inquiries. 
 
xxi. Infrastructure of PSCA is used for training purposes which is 
already contributing in lowering cost of other public institutions and an indirect 
benefit to the governments. There is need to open up the doors for other 
departments so they can benefit from this public infrastructure. Modalities of 
this mutual benefit should be designed by the host organisation but it is 
important to continuously tap the resources and learn from successes of any 
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project and keep tapping from existing resources of mega projects. Optimum 
utilization of the resources is key requirement of public sector resources and 
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Annexure - XIII 
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PSCA Organogram (Phase-II) 
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Annexure – XIV 
Change Management in Human Resources 
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Annexure - XVI 
Perception Survey: Early Impact of PSCA 2017-2020 
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Annexure – XVII 
PSCA Data & Privacy Protection Procedures (DP3) 
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Annexure - XVIII 
Invitation Letter 
Study Title: Public Preferences on the trade-off between privacy and surveillance  
in Public spaces 
Dear Participant 
I would like to invite you to participate in a research study if your age is more 
than 18 years. Your participation to this survey is voluntary and can be 
withdrawn during the survey completion here in person. The answers you 
give here will be used for research purposes only and your participation will 
be anonymous 
My name is Akbar Nasir Khan, age 47, and currently as a part of a self-
funded research for my Doctorate in Business Administration (DBA) from 
Portsmouth University, UK. I am conducting a survey in two big cities of 
Punjab (Multan and Rawalpindi), to gauge individual preferences regarding 
trade-offs between privacy and surveillance in the scenario of a surveillance 
programme which also include installation of CCTV cameras in big cities of 
the province. Please note that Public preferences for the security measures 
covered by the attributes and their levels presented here represent future 
scenarios. 
This survey is conducted by Urbane (Smart City Solutions and Research 
Company) on my behalf and you have been identified that you might be a 
suitable participant in my research (Public Preferences on the trade-off 
between privacy and surveillance in Public spaces) and we will not ask 
for your name, address or personal details. You may wish to provide socio-
demographic information about yourself.  
Thank you in advance for agreeing to participate in this survey. Your 
cooperation is valuable for the completion of this research and your answers 
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will be treated as confidential and will not be released to anyone except for 
academic purposes which may include publications. 
Questions and queries 
If you want to find out more about the survey in general, please address any 
questions to:UP831511@myport.ac.uk 
The survey questions are provided in English. 
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Annexure - XIX 
Consent Form 
Title of Study: Public Preferences on the trade-off between privacy and surveillance in Public 
spaces 
Name and Contact Details of Researcher(s): Akbar Nasir Khan 
(UP831511@myport.ac.uk) 
University Data Protection Officer: data-protection@port.ac.uk 
Ethics Committee Reference Number: (Awaited) 
1. I confirm that I have read and understood the Research Questionnaire.  
for the above study. I have had the opportunity to consider the information, ask 
questions and have had these answered satisfactorily. 
2. I understand that my participation is voluntary and that I am free to withdraw 
at any time during this data collection without giving any reason.  
3. I understand that data collected during this study will be processed in 
accordance with data protection law as explained in the Invitation Letter 
(Version 3) 
4. I understand that the results of this study may be published and / or 
presented at meetings or academic conferences, and may be provided to 
research journals/Public Policy experts. I give my permission for my 
anonymous data, which does not identify me, to be disseminated in this 
way. 
5. I agree to take part in the above study. 
6. I have received one copy of this Consent Form. 
Name of Participant:    Date:   Signature: 
Name of Person taking Consent:  Date:   Signature: 
Form Reference No. 
(In case of any queries by the Participants at later stage for any issues including 
withdrawal)
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 319 
Annexure - XX 
Questionnaire 
Public Preferences on the trade-off between privacy  
and surveillance in Public spaces 
Introduction 
As part of a self-funded research for my Doctorate in Business 
Administration (DBA) from Portsmouth University, UK, I am conducting a 
survey in two big cities of Punjab, the largest province of Pakistan, to gauge 
individual preferences regarding tradeoff between privacy and surveillance 
in the scenario of a surveillance programme which also include installation 
of CCTV cameras in big cities of the province. 
The current research is conducted purely for academic purposes and the 
empirical findings will not be used for commercial purposes. Individual 
responses will be kept strictly confidential and anonymous. 
 
For any questions and information about this survey, please feel free to 
contact me at up831511@myport.ac.uk 
  




Area of residence? 
1. Multan (South of Punjab) 
2. Rawalpindi (North of Punjab) 




3. Prefer not to say 




4. 56 or above 
5. Prefer not to say 
Academic Qualifications? 
1. Upto Matriculation 
2. Upto O-level 
3. FA- FSc/A-Level 
4. Graduate or above 
5. Prefer not to say 
Employment Status? 






4. Business Person 
5. Prefer not to say 
Approximate Monthly Income in Rupees 
1.  15,000 -40,000 
2.  40,001 - 65,000 
3.  65,001 - 90,000 
4.  90,001 or above 
5. Prefer not to say 
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Part 2. Surveillance Programme in the City 
Imagine a public sector organisation is planning to install CCTV cameras in 
your city. These Cameras will be used for multiple purposes but main objective 
is reduction of crime and improvement of traffic flows.  
It is important to know that in addition to providing security and improving public 
safety, these CCTV cameras, may affect your privacy in public spaces in 
different ways as your movement and vehicles will also be monitored through 
these cameras. The information collected will be used to act on suspicious 
activities, to prevent crimes before happening and in investigations in post 
crime situations. In this scenario please consider the following options in the 
following situations and share your preferences: 
 
2. Proposed number of Cameras in the City 
The number of cameras will be required to cover the major public roads, entry 




iii.2001 - 4000 Cameras 
iv.4000 or more Cameras 
 
3. Types of Cameras installed in the city 
It will be important to determine what is the function of each camera is and this 
will inform about selectin of the cameras. If you want to track and detect people 
and vehicles, then you need sophisticated cameras. 
 
i.Standard CCTV Cameras 
ii.Vehicle Number Plate Recognition Cameras 
iii.Facial Recognition Cameras 
iv.Vehicle Number Plate Recognition and Facial Recognition Cameras 
Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 323 
4. Probability of Preventive action taken against suspicious activity 
BEFORE any incident/potential crime by Police with the help of CCTV 
cameras  
By monitoring through cameras, Police may be able to detect violations of laws 
and suspicious activities or illegal acts of the people/vehicle e.g. drug users or 
over speeding or illegal number plates on vehicles etc. 
 
i.0 - 25 preventive actions or observation/day 
ii.26-50 preventive actions or observation/day 
iii.51-75 preventive actions or observation/day 
iv.More than 75 preventive actions or observation/day 
 
5. Percentage of crimes/cases resolved AFTER the crime/incidents 
by Police with the help of CCTV cameras every month 
After an incident or crime, footage of CCTV cameras may be used to detect the 
reasons and provide evidence to the court for resolving the case. 
 
i.0 - 5% per month 
ii.6 - 10% per month 
iii.11 - 15% per month 
iv. More than 15% per month 
 
6. Public will be exposed to all surveillance as people may be 
observed through CCTV cameras daily 
Privacy of individuals may be reduced in public spaces due to CCTV cameras 
as a common person shall also be observed through these cameras every day 
and Public information is important for presence of surveillance programme for 
deterrence and creating a sense of security and caution for the people. 
i.0 - 10 times a day 
ii.11- 15 times a day 
iii.16 - 20 times a day 
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iv.More than 20 times a day 
7. Annual reduction in crime by surveillance through CCTV cameras 
The programme may help in reduction of crime taking place in public sphere or 
otherwise and public perception may change that security situation has 
improved in the city through use of such a programme. 
 
i.05 - 10% 
ii.11 - 15% 
iii.16 - 20% 
iv.More than 20% 
 
8. Annual Security Fee from residents of the city may be charged for 
programme 
In order to ensure public participation and for maintenance of the programme, 
annual security fee shall be charged from the residents who will be permanent 
beneficiaries of crime reduction and improvement in the public safety in their 
city. 
 
i.No Fee from residents 
ii.500 - 1000 Rupee/Year 
iii.1001 - 2000 Rupee/Year 
iv.More than 2001 Rupee/Year 
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Stated Choice Scenarios (8) 
Please indicate your choices in the following situations: 
1. Are the choices clear to you and you can compare them? 
i.Yes 
ii.No 




3. Do you think the levels of choices are reasonable and close to reality? 
i.Yes 
ii.No 
4. Do you understand the characteristics mentioned in the survey? 
i.Yes 
ii.No 
5. Which of the Characteristics was not clear to you? 
 
i.Number of Cameras to be installed in the City 
ii.Types of Cameras in the city 
iii.Probability of preventive action taken against suspicious activity BEFORE any 
incident/potential crime by Police with the help of CCTV cameras  
iv.Percentage of crimes/cases resolved AFTER the crime/incidents by Police with the 
help of CCTV cameras 
v.Public will be exposed to all surveillance as people may be observed through CCTV 
cameras daily 
vi.Annual reduction in crime by surveillance through CCTV cameras 
vii.Annual Security Fee from residents of the city may be charged for programme 
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6. Which characteristics was most important for you? 
 
i.Number of Cameras to be installed in the City 
ii.Types of Cameras in the city 
iii.Probability of preventive action taken against suspicious activity BEFORE any 
incident/potential crime by Police with the help of CCTV cameras  
iv.Percentage of crimes/cases resolved AFTER the crime/incidents by Police with the 
help of CCTV cameras 
v.Public will be exposed to all surveillance as people may be observed through CCTV 
cameras daily 
vi.Annual reduction in crime by surveillance through CCTV cameras 
vii.Annual Security Fee from residents of the city may be charged for programme 
 
7. Which characteristics was Second most important for you? 
i.Number of Cameras to be installed in the City 
ii.Types of Cameras in the city 
iii.Probability of preventive action taken against suspicious activity BEFORE any 
incident/potential crime by Police with the help of CCTV cameras  
iv.Percentage of crimes/cases resolved AFTER the crime/incidents by Police with the 
help of CCTV cameras 
v.Public will be exposed to all surveillance as people may be observed through CCTV 
cameras daily 
vi.Annual reduction in crime by surveillance through CCTV cameras 
vii.Annual Security Fee from residents of the city may be charged for programme 
 
8. Which characteristics was least important for you? 
i.Number of Cameras to be installed in the City 
ii.Types of Cameras in the city 
iii.Probability of preventive action taken against suspicious activity BEFORE any 
incident/potential crime by Police with the help of CCTV cameras  
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iv.Percentage of crimes/cases resolved AFTER the crime/incidents by Police with the 
help of CCTV cameras 
v.Public will be exposed to all surveillance as people may be observed through CCTV 
cameras daily 
vi.Annual reduction in crime by surveillance through CCTV cameras 
vii.Annual Security Fee from residents of the city may be charged for programme 
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Definition of Attributes and Levels 
No. Attributes Levels 
1 
No. of Cameras to 
be installed in the 
city 
i. No Cameras 
ii. 0-2000 Cameras 
iii. 2001 - 4000 Cameras 
iv. More than 4000 Cameras 
   
2 
Types of Cameras 
in the city 
 
i. Standard CCTV Cameras 
ii. Vehicle Number Plate Recognition Cameras 
iii. Facial Recognition Cameras 
iv. Vehicle Number Plate and Facial Recognition 
Cameras 






i. 0 - 25 preventive actions /day 
ii. 26-50 preventive actions /day 
iii. 51-75 preventive actions /day 
iv. More than 75 preventive actions /day 








i. 0 - 5% per month 
ii. 6 - 10% per month 
iii. 11 - 15% per month 
iv. More than 15% per month 
   




Public exposure of 
people through the 
cameras everyday 
i. 0 - 10 times a day 
ii. 11- 15 times a day 
iii. 16 - 20 times a day 
iv. More than 20 times a day 
   
6 
Expected annual 
reduction in %age 
crime 
i. 05 - 10% per year 
ii. 11 - 15% per year 
iii. 16 - 20% per year 
iv. More than 20% per year 




i. No Fee from residents 
ii. 500 - 1000 Rupee/Year 
iii. 1001 - 2000 Rupee/Year 
iv. More than 2000 Rupee/Year 
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Annexure – XXI 
Graphical Layout of Survey Responses  
 Chart 14. Proposed Number of Cameras (Rwp) 
 










Chart 16. Types of Cameras (Rwp) 






Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 332 
Chart 18. Probability of Preventive Action taken against suspicious activity 
BEFORE any incident/potential crime by Police with the help of CCTV 
cameras (Rwp) 
 
Chart 19. Probability of Preventive Action taken against suspicious activity   
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Chart 20. Percentage of crime/cases resolved AFTER the crime/incidents by 
Police with the help of CCTV cameras every month (Rwp) 
Chart 21. Percentage of crime/cases resolved AFTER the crime/incidents by 


































Chart 22. Public will be exposed to all surveillance as individuals may be observed 
through CCTV cameras daily (Rwp) 
Chart 23. Public will be exposed to all surveillance as individuals may be observed 










Chart 24. Annual reduction in crime by surveillance through CCTV cameras (Rwp) 
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Chart 26. Annual Security Fee from residents of the city may be charged for the 
programme (Rwp) 
 
Chart 27. Annual Security Fee from residents of the city may be charged for the 










Chart 28. Proposed number of Cameras in the City (Rwp) 
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Chart 30. Types of Cameras in the City (Rwp) 
 





























































Chart 32. Probability of preventive action taken against suspicious activity  

























Chart 33. Probability of preventive action taken against suspicious activity 
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Chart 34. Percentage of crimes/cases resolved AFTER the crime/incidents by 
Police with the help of CCTV cameras every month (Rwp) 
 
 
Chart 35. Percentage of crimes/cases resolved AFTER the crime/incidents by 





































Chart 36. Public will be exposed to all surveillance as people may be observed 






















Chart 37. Public will be exposed to all surveillance as people may be observed 
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Chart 38. Annual reduction in crime by surveillance through CCTV cameras (Rwp) 
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Chart 40. Annual Security Fee from residents of the city may be charged for 
programme (Rwp) 
 







































Chart 42. Proposed number of Cameras in the City (Rwp) 
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Chart 44. Types of Cameras in the City (Rwp) 
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Chart 46. Probability of Preventive action taken against suspicious activity  




Chart 47. Probability of Preventive action taken against suspicious activity  
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Chart 48. Percentage of crimes/cases resolved AFTER the crime/incidents by 
Police with the help of CCTV cameras every month (Rwp) 
 
Chart 49. Percentage of crimes/cases resolved AFTER the crime/incidents by 
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Chart 50. Public will be exposed to all surveillance as people may be observed 
through CCTV cameras daily (Rwp) 
Chart 51. Public will be exposed to all surveillance as people may be observed 
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Chart 52. Annual reduction in crime by surveillance through CCTV cameras (Rwp) 
 






















Chart 54. Annual Security Fee from residents of the city may be charged for 
programme (Rwp) 
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Chart 56. Proposed number of Cameras in the City (Rwp) 
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Chart 58. Types of Cameras installed in the City (Rwp) 
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Chart 60. Probability of preventive action taken against suspicious activity BEFORE 
any incident/potential crime by Police with the help of CCTV cameras of Cameras 
installed in the City (Rwp) 
 
Chart 61. Probability of preventive action taken against suspicious activity BEFORE 
any incident/potential crime by Police with the help of CCTV cameras of Cameras 
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Chart 62. Percentage of crimes/cases resolved AFTER the crime/incidents by 
Police with the help of CCTV cameras every month (Rwp) 
 
Chart 63. Percentage of crimes/cases resolved AFTER the crime/incidents by 














Public Preferences on the Trade-off Between Privacy and Surveillance in Public Spaces 
 
ANK 355 
Chart 64. Public will be exposed to all surveillance as people may be observed 
through CCTV cameras daily (Rwp) 
 
Chart 65. Public will be exposed to all surveillance as people may be observed 












Chart 66. Annual reduction in Crime by surveillance through CCTV cameras (Rwp) 
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Chart 68. Annual Security Fee from residents of the City may be charged for 
programme (Rwp) 


















Chart 70. Proposed number of Cameras (Rwp) 
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Chart 72. Types of Cameras in the City (Rwp) 
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Chart 74. Probability of Preventive Action taken against suspicious activity BEFORE 
any incident/potential crime by the Police with the help of CCTV cameras (Rwp) 
Chart 75. Probability of Preventive Action taken against suspicious activity BEFORE 
any incident/potential crime by the Police with the help of CCTV cameras (Mlt) 
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Chart 76. Percentage of crimes/cases resolved AFTER the crime/incidents by the 
Police with the help of CCTV cameras every month (Rwp 
Chart 77. Percentage of crimes/cases resolved AFTER the crime/incidents by the 
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Chart 78. Public will be exposed to all surveillance as people may be observed 
through CCTV cameras daily (Rwp) 
Chart 79. Public will be exposed to all surveillance as people may be observed 









90,001 or above 
 
90,001 or above 
 
90,001 or above 
 
90,001 or above 




Chart 80. Annual reduction in crime by surveillance through CCTV cameras (Rwp) 
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Annexure – XXII 
Approved Survey Questionnaire by 
Ethics Committee 
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